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1. Ileau u 3a7a4M OCBOECHUS TMCUUNJINHBI

Henbro wu3ydeHUs] AUCLUILUIMHBI SIBJISETCS O3HAKOMIJIEHME CTYJIEHTOB C OCHOBHBIMU
MOHATUSAMH UM OIpeNeIeHUsIMI HH(POPMAIIMOHHON 0e30MacHOCTH; HWCTOYHHKAMHU, PUCKaMU U
dopmamu atak Ha wuH(pOpMAIMIO, Yrpo3aMu, KOTOPBIMH TMOJBEpraercs HHPOpPMALHS;
BPEJOHOCHBIMU MPOTrpaMMaMHM; 3alIMTONM OT KOMIIBIOTEPHBIX BUPYCOB U JIPYTMX BPEJOHOCHBIX
nporpaMmamM; METOJaMU M CPEACTBAMH 3alluThl HWH(OPMAIMK; TOJIUTHUKOW O0e301acHOCTH
KOMIaHWW B oOmacTd WHPOPMALMOHHOW O€30MacHOCTH; CTaHAApTaMu HHGOPMAIIMOHHON
0€30MacCHOCTH; KpUNITOrpapMuecCKUMH METOJIaMU U aJlTOPUTMaMM HIM(ppoBaHUs MHGOpPMAIY;
QIrOpUTMaMH ayTeHTHU(QUKAIIMHN TOJIb30BaTeNIel; 3alUTON UHPOPMAIIUU B CETIX; TPEOOBaHUSIM
K CHCTEMaM 3aIlUThl THPOPMALIH.

3agaya JUCHUIUIMHBI: O3HAKOMHUTb CTYJIEHTOB C TEHJEHUUSAMHU PAa3BUTHUS 3aIIUThI
uHpopMallUU C MOJEISIMU BO3MOXKHBIX YrpO3, TEPMHUHOJIOTMEH U OCHOBHBIMH TMOHSATUSMU
TEOPUHU 3aIUTHl UH(POPMAIUH, a TaK K€ ¢ HOPMAaTUBHBIMU JOKYMEHTaMH M METOJIaMU 3aIUThI

KOMIBIOTEPHOW HH(POPMAIIHH.

2. MecTO THCHUIJIMHBI B CTPYKTYpe 00pa3oBaTe/ibHO MPorpaMMbl

HMucrunmuaa oTHocutcess K Omoky 1. Yacte, Qopmupyemas  ydacTHUKaMH
o0Opa3oBaTeNbHBIX OTHOLIEHUM. [l u3ydeHus] TUCHUIUIMHBI TpeOyeTcs OCBOEHHUE CIeIYIOIINX
mucuumuH: «Hpopmatukay, «IIporpaMmMmupoBanue», « 9KOHOMUKO-TIPABOBbIE OCHOBBI PbIHKA
[1O», «BpluncanTenbHble CUCTEMBI, CETH U TeIEKOMMYHUKAUNY, «ONepalMOHHbIE CUCTEMbDY,
«Teopus »KOHOMUYECKHX HH(POPMAIMOHHBIX cuctem», «lIpoekTupoBanue HHGOPMALMOHHBIX

CHCTCM».

3. IlepeyeHb IUIAHHPYEMBIX pe3yabTATOB O0y4YeHHUS MO MAUCHUILIMHE (MOAYJIIO0),
COOTHECEHHBIX ¢ HHANKATOPAMH JO0CTHKEHUs] KOMIIeTeHIN i

Tao6anua 1

Kox mo ®I'OC NHaukaTopbl JOCTHKEHUAS Iliianupyemsbie pe3yJabTaThl
0o0y4enusi no gucuuiuinie (3YB)
Oo0menpodeccuoHaIbHbIE

OIIK-3 OIIK-3.1. ®opmynupyer 3nHatb BUBI yrpo3 C u meTos!
Crnioco0eH periarthb MPUHIIMIIBI, METOBI 1 obecrneueHust UHPOPMAITMOHHOM
CTaHJIApPTHBIE 337]a4u | CPEJCTBA PEUICHUS 0€30MacHOCTH; MPABOBBIE OCHOBHI
npodeccHoHabHON | CTaHAAPTHBIX 33124 3aIlUTHl KOMITBIOTEPHOU MHGOPMAITUH;
NeSITENFHOCTH Ha npodeccuoHanbHOM CTaHAapTHI;
OCHOBE NEesITeIbHOCTH Ha OCHOBE
nH()OPMAIMOHHON U | MH(DOPMAIIMOHHON U YMeTh BBISIBISITH U OLICHUBAThH YTPO3bI
oubnuorpaduueckoit | oubarorpaduueckoi nH(GOPMAIIMOHHOK 0E30MaCHOCTH,
KYJIBTYPHI C KYJIbTYpPBI C IPUMEHEHUEM 000CHOBBIBATH OPraHU3AIIHOHHO-
MIPUMEHEHHEM UH(OPMAIIMOHHO TEXHUYECKUE MEPOTIPHUSTHSI 110 3aIIUTE
nH(OPMAIIMOHHO- KOMMYHHKAITMOHHBIX unpopmanuu B UC;
KOMMYHHKAITIOHHBIX | TEXHOJIOTUH U C y4ETOM




TEXHOJIOTUU U C

OCHOBHBIX TPeOOBaHUI

YUETOM OCHOBHBIX nH(pOPMAITMOHHOH Brnaners HaBbIKaMu paboTHI €
TpeOoBaHUI 0€3011aCHOCTH Pa3IMYHBIMU UCTOYHUKAMU
MH(POPMAIMOHHOM uHpOpMaINH;
0e30macHOCTH
OIIK-3.2 Pemraer 3HaTh TpeboBaHMs WHPOPMAIIMOHHBIX
CTaHJapTHbIE 3a7jaun CHUCTEM,;
npoecCuoHaIbHON
NeSITEeIbHOCTH Ha OCHOBE
nH(pOpPMaLIMOHHON 1 YMeTb NpoBOAUTH aHAJIU3
oubnuorpaduueckoi MH(OPMALIMOHHON 06€30MacCHOCTH
KYJIBTYPHI C IPUMEHEHUEM 00beKTOB MHPOpPMATU3ALIUU Ha
HMH(}OPMAaIIMOHHO COOTBETCTBUE TPEOOBAHUSIM
KOMMYHUKAITHOHHBIX CTaH/apTOB B 00J1aCTH
TEXHOJIOTHI U C y4ETOM MH(OPMALIMOHHON 6E3011aCHOCTH;
OCHOBHBIX TpeOOBaHMI
nH(pOpMaMOHHON BianeTs HaBBIKAMHU OCTPOEHUS
0e30MacHOCTH cucTeMbl HUHPOPMAITMOHHOMN
0€30MacHOCTH B YCIOBUSAX
JEUCTBYIOIUX Yrpo3, GOPMHUPOBAHUS
KOMIUIEKCA CPE/ICTB 3allUTHI;
IIpodeccnonanbHbie
[IK-2.1. ITpoexTupyet 1 3HaTh ~ MeETOABl  MJCHTU(UKAIINM;
IK-2 paspabaTsiBaeT MOJIEJIM U METObI KpUINTorpadum;
Crniocob6en npototunsl UC
pa3pabarbIBaTh U VYMeTh HpPUMEHSTh METOAbI 3alllUTh
aZlanTUpOBaTh KOMIBIOTEPHOH  MH(pOpMaALMM  MpHU
IPUKIIAHOE UCMOJb30BAHUU U  IPOEKTUPOBAHUU
IIPOrpaMMHOE NC B pa3nuuHbIX 001aCcTX;
obecrnieueHue
Bnanerp  HaBblkamu ~ paboThl ¢
IPOTrpaMMHO-MHCTPYMEHTAIbHBIMU
CpeAcTBaMuU
K-5 [1K-5.3 Ob6ecneunBaet 3HaTh TpeOOBaHUS HHPOPMAITMOHHBIX
Cnocoben yIIpaBJIEHUE JIOCTYIIOM K CHCTEM U METO/]Ibl 00eCTIeueHUs

IIPUHUMATh yyacTue
B opranusauuu UT-
UHPACTPYKTYPHI U
yIIpaBJIEHUH
MH(GOPMALMOHHOM
0€30MaCHOCTBIO

JAHHBIM C y4ETOM
TpeOOBaHUI OpraHu3aluu
UT-undpactpyKkTypshl.

nH(pOopMaIMOHHOM 6€30MMacHOCTH;

YMeTh MpoBOUTH 00CIEI0BaHNS,
BBISIBJIATH MH(OPMAIIMOHHbBIE
NOTpeOHOCTH MOJIb30BaTeNel,
(dopmupoBaTh TpeOOBaHUS K
UH(POPMALIMOHHON CUCTEME;

Bnagers HaBpIKaMU
SKCITYaTUPOBAHUSA U COITPOBOKACHUA
I/IH(I)OpMaI_II/IOHHLIX CHUCTCM U CCPBHUCOB




4. O0beM JUCHUILIMHBI M BUbI y4eOHOH padoThl

Taodauna 2
Bua yue6Hoi padoThi Beero Cemectpr!
4yacoB/3.ell. [00110) 0oP0 300 300
1010 10) 300 7 8 8 9
KonTakTHasi padora (Bcero) 104/2.8 36/1 68/1.8 36/13 16/0.4 | 20/0.5
B ToMm uucne:
Jlekuun 46/1.2 20/0.5 34/0.9 12/0.3 8/0.2 12/0.3
Jlabopatopubie padoTsI (JIP) 58/1.6 16/0.4 34/0.9 24/0.6 8/0.2 8/0.2
[Tpaktuyeckue 3austus (I1P) 0 0 0 0 0 0
CamocTosiTe/ibHasi pa6oTa (Bcero) 256/7 324/9 40/1.1 216/6 128/ 196/5.4
B ToMm uucne:
Pedepar 102/2.8 98/2.8 30/0.8 7212 64/3.5 | 34/0.94
KypcoBoii mpoekr 72/2 128/3.5 72/2 0 128/3.5
TeMbl 17151 CAMOCTOSITEIIBHOTO U3YYEHHSI 10/0.2 66/1.8 10/0.2 32/0.8 | 34/0.94
[MoaroroBka K 1a00paTOPHBIM pabOTaM U 29/ 32/0 8 72/2 32/0.8
K DK3aMEHAM
Bua oryeTtHocTH 3au/rk3 | 3au/sK3 3auer 9K3aMeH | 3aueTr | AK3aMeH
360 360 108 252 144 216
Oomas BCEI'O B yacax
TPYA0EMKOCTb
JMCIHIIHHBI BCEI'O B 3au. 10 10 3 7 4 6
eAUHHNIAX
5. Copep:xanue QUCHUIIIHMHBI
5.1. Pa3znenpl AUCHMIIIMHBI M BUABI 3AHSATHI
Ta0uauna 2.1
300
Jlekuuonn | JlaGopato | Bcero
Ne n/m HaumeHoBaHue pasgena Lie pHbie 4ACOB
AMCIHHUIIMHBI IO ceMecTpam N AT
1 Beenenne B nH(pOpManmonHyro 6€301MacHOCTh 4 4 8
3agaun ¥ MeTo1p1 HH(POPMAIIMOHHON 0e30MaCHOCTH
5 VYrpo3bl HHGOPMALMOHHON 0€30acCHOCTH 4 4 8
[ToTeHnManbHble IPOTUBHUKU M aTaKH
3 Crannaptsl obecnieuenns b 4 4 8
OpraHH3aIOHHO-TIPAaBOBBIE METO/IbI HH(OPMAIIMOHHOH 0e30MaCHOCTH
4 3aKoHOAATENBbHBIA YPOBEHb HHPOPMALTMOHHOH 0e30MacHOCTH 4 5 6
AJMUHUCTPATHBHBIA YPOBEHb HHPOPMAIIMOHHON 6€30M1aCHOCTH




OcHOBHBIE TOJIOKEHUS TEOPHH HHPOPMAILIIOHHON 0€30MaCHOCTH 4 6
5 WH(POPMAITUOHHBIX CHCTEM 2
YmpaiieHUE pUCKaMU
Ta6aununa 2.2
(01010
Jleknuonn | JlaGoparto Bceero
Ne HaumenoBanue paszjaesna
n/m TUCIHUILUITMHBI 0 ceMecTpam bie pHbIC Hacos
3aHATHS 3aHATHS
1 Beenenue B nHGOpMamoHHy0 0€30MacHOCTh 2 4 6
2 3ajauu ¥ METOIbl HH(POPMAIIMOHHOH 0€301MaCHOCTH 4 8
3 Yrpo3sl HHGOPMAIMOHHON 0€30MaCHOCTH 4 4 8
4 IToTeH1ManbHbIE TPOTUBHUKU U ATAKU 4 8
5 Crangaptel ooecrieuenus Vb 2 4 6
6 OpraHu3aImOHHO-TTPABOBEIC METO/IbI HH(OPMAIMOHHON 0E3011aCHOCTH 2 4 6
7 3aKOHOIATENIbHBIN YPOBEHb HH(DOPMAIIMOHHOH 0€3011acCHOCTH 2 4 6
8 AJIMUHHCTPAaTUBHBIN YpOBeHb MHQOPMAIIMOHHOH 0€30I1aCHOCTH 2 4 6
9 OCHOBHBIE TOJIOKEHHUS TEOPUH UH(POPMAIIMOHHON 0€3011aCHOCTH 2 4 6
HH(POPMAITHOHHBEIX CHCTEM
OCHOBHBIEC TEXHOJIOTHHU MTOCTPOCHHUSI 3AITUIIIEHHBIX SKOHOMHYECKIX 2 2 4
10 MH(OPMAITHOHHBIX CHCTEM.
11 YupasieHne puckaMmu 2 2 4
12 [IponiemypHbIit ypoBeHb WHDOPMAITFIOHHON 6€3011aCHOCTH 2 2 4
13 | [IporpaMMHO-TEXHUYECKHE METOJIbI 3aITUTHI 2 2 4
14 Wnentudukanys v ayreHTHQUKAIS 2 2 4
15 CepBHCHI YIIPaBJICHUS JOCTYIIOM 2 2 4
16 [IpoTokonupoBaHUE U ayTUT 2 2 4
17 OKpaHUPOBAHNE U AHAIIN3 3AIMAIIECHHOCTH 2 2 4
18 | TyHenupoBaHUE U yIIpaBIICHHUE 2 2 4
19 Obecriedenre BEICOKOW JJOCTYITHOCTH 2 2 4
20 Kpuntorpadudeckre MeTOBI 3aIIATHI 2 2 4
5.2. Pa3aeibl AMCUUILIMHBI U BUABI 3aHATHI
JleKIIUOHHDbIE 3aHATHS
Tabéauna 3

No HaumeHoBaHue pa3iesa
n/m JTUCHHUILTNHBI

Conep:xkanue pasaeJia

7 cemecTp

BBenenne B ”HGOPMAIMOHHYIO
0€30I1aCHOCTh

IMonstue  "MHpopmanmonHas  0e30mMacHOCTh B
U (poBOi IKOHOMHUKE"
1. TIlpoGnema wuHpOpMALMOHHON  Oe30MacHOCTH

1. oOmiecTBa
2. Omnpenenenne mnouatus  "HMHbopmanmoHHas
6e301acHOCTh B IU(POBOI IKOHOMUKE"
3. Cocrasnstomye HHPOPMAIIMOHHOH 0€30MacHOCTH
3a1auu ¥ METOIbI 1. 3agaun UH(POPMALIMOHHOM 0e301acHOCTH
2 nH(OPMAIIMOHHOK Oe30MacHOCTH | 00IIecTBa

2. YpoBHU GOpPMHUPOBAHHS PEKUMA WHPOPMATUMOHHOM
0€e30I1aCHOCTH




YTpo3sl HHPOPMAITUOHHON

3. YT1po3sl HHPOPMAITHOHHON OE€30MTaCHOCTH
0€3011acHOCTH
[ToTeHumansHble MPOTUBHUKHU U
4. [NoTeHnumansHble MPOTUBHUKHU U aTaKU
aTaKku
Crannapter obecnieuenust b CranpapTtsl HHPOPMAIMOHHOHM 030MaCHOCTH
1. OOmwme kputeprn
S. 2. Cranpmaptel  uHGpOpMANMOHHON  0Oe30mMacHOCTH
pacrpeneneHHbIX CUCTEM
3. Cranpmaptel HHGOPMAIIMOHHOW Oe30macHOCTH B PD
Opranu3alvoOHHO-IIPABOBbIE
6. | meTobi undopMaonHOfi OpFaHI/IBaIII/IOHHO:HpaBOBHe METOIbI
MH(pOPMALIMOHHOMN 0€30M1acHOCTH
0€30MacCHOCTH
3aKkoHOJaTEeNbHBIN YPOBEHB 1. TIIpaBoBbie OCHOBBI MH(OPMaITMOHHOM
nH(}OpMaLMOHHOU Oe30macHOCTH 0011IeCTBA
0€30MacHOCTH 2. OcHOBHBIC TIOJIOXKEHUST BaKHEHIIHX
1. 3aKOHOJIATENBHBIX akToB PD B obOnactu nHMOpPMAITMOHHON
0€30I1aCHOCTH U 3aIlIThl HH(OPMALI
OTBETCTBEHHOCTH 3a HAapyLIEHHs B chepe
VH(OpMAIIOHHON 0e30IaCHOCTH
AJIMUHUCTPAaTUBHBINA YPOBEHb 1. Tlenwn, 3agaumn u coaepkaHue aAMUHUCTPATUBHOTO
5 WH(POPMAIIMOHHOM 0€301TaCHOCTH | YPOBHSI
' 2. Pa3paboTka monuTUKU UHOOPMALTMOHHON
0e30MacHOCTH
OCHOBHBIE TIOJIOKEHHSI TEOPUH OcCHOBHBIE TIOJIOKEHUST TEOPUU WH(DOPMAITHOHHON
9 HH(POPMAITMOHHOM 0e301acHOCTH HH(HOPMAITHOHHBIX CUCTEM
' 0€30MacHOCTH
MH(OPMALIMOHHBIX CUCTEM
OcHOBHBIE TEXHOJIOTHU OcCHOBHBIE TEXHOJIOTUN MOCTPOCHUS 3AUTUIIEHHBIX
10, | TOCTPOCHHS 3aIIHMIIEHHBIX 9KOHOMHYECKUX HMHPOPMAITMOHHBIX CUCTEM.

OKOHOMHNYCCKHX
I/IH(bOpMaI_[I/IOHHI)IX CHCTEM.

11. | VnpaBienue puckamu

YnpasieHue puckamu

[IpouenypHblii ypoBEHb

[IponienypHbIii ypoBeHb HHGOPMAITMOHHON

L2. nH(pOpMaMOHHOM O6e30macHOCTH | 6€30MacHOCTH

13 [IporpaMMHO-TEXHUYECKHE [TporpaMMHO-TEXHHYECKHUE METO/IbI 3aIIHThI
METO/IbI 3aIIUTHI

14, Nnentuduxanus u WNnentuduxanus u ayreHTUGUKamms

ayTeHTHUUKaIuUs

8 cemecTp

15. | CepBucsl ynpaBieHus JOCTYIOM

CepBI/ICBI YIpaBJICHUS JOCTYIIOM

16. | IlpoTokonupoBaHue U ayAUT

HpOTOKOHI/IpOBaHI/Ie " ayJuT

17 DKpaHUPOBAHUE U aHAIIU3
" | 3alIUIIEHHOCTH

9KpaHI/IpOBaHI/Ie M aHaJIW3 3allUIICHHOCTH

18. | TyHenupoBaHue U yIpaBjeHHE

TyHenupoBaHue U ynpaBieHHe

O0ecrieyeHrEe BHICOKOU

ObecnieueHre BEICOKOH TOCTYITHOCTH

19.
JOCTYITHOCTHU
20 Kpunrorpaduueckre MeTO bl Kpunrorpaduueckre MeTO bl 3aIIUTHI
" | 3amuTeI

5.3. IlpakTHYecKUX 3aHATHI- HET




5.4 JIaGopaTopHblii IPAKTUKYM

ODPO- 7cemectp, 3PO-8 cemecTp

Ne HaumenoBanue pa3jiena HanmeHoBaHue J1a00paTOPHBIX padoT
1. | JlabopaTopuas padora Nel. YcraHoBKa n Pabora co cripaBkoii: cepTudukaTsl, Oe30MacHbIe
yaalieHue cepTU(UKaTOB. y3IIbL. Y CTAHOBKA U yzaJeHue cepTudukaTo. [loaroroska
oT4eTa
2. JlaGopaTopHas pa6oTa Ne2. Hacrpoiika IlepBuuHbIe HACTPOIKH 0003peBaTeIsl, HA3HAYEHHE
ypOoBHsI 0€30TIaCHOCTH, Be0-y3.1y 30HBI 0€30MaCHOCTH, HACTPOIKH
KOH(U ICHITMAIBHOCTH U 3PP EKTUBHOCTH aBTO03aN0JIHEHUs, CPeACTB 0€30MaACHOCTH
pabotel mporpammel INTERNET
EXPLORER.
3. JlabopaTtopHas padora Ne3. Ananu3 yrpo3 | Buasl yrpo3 u xapakrep MpOUCXOXKICHUS YIPo3
¥ 3alMIIEHHOCTH 00beKTa.
4. | JlaGopaTropHasi padoTa Ne3., Anaau3 yrpo3 | Kiaccel kaHa/oB HECAaHKIIMOHUPOBAHHOTO MOTYUEHUS
U 3alIUIIIEHHOCTH 00beKTa. uH(OpMAITUK, UCTOYHHUKH MTPOSBJICHUS YTPO3
5. | JlaGopaTopHasi padora Ne3. Ananu3s yrpo3 | [IpuunHbl HapyIIeHUs IETOCTHOCTH HH(POPMAIIUH,
¥ 3alMIIEHHOCTH 00beKTA. MOTEHIINATEHO BO3MOXKHBIC 3IIOYMBINIICHHBIE JICHCTBUSI.
6. | JlaGopaTtopHasi pa6ora Ne3. Anamu3 yrpos | OnpenenuTs TpeOOBaHUS K 3aIUTE
U 3aIIUIIEHHOCTH 00beKTAa. OmnpenenuTsh GaKTOpbI, BIUSIONINE HA TPeOyeMBbIi YPOBEHb
3aIUThI HHGOPMAIHH
7. | JlabopaTtopuasi padora Ne3. Anaiu3 yrpo3 | IlocTponTs apXuUTEKTypy CHCTEM 3alUTHI HH(POpMAaIINH.
U 32U EHHOCTH 00beKTa. ChopMynHpoBaTh NPeIIOKEHHS 10 YBETHY CHUIO
3aLUIIEHHOCTH HH(OpPMaLK
ODO - 8 cemectp, 3P0 — 9 cemecTp
Ne HaumenoBanue pa3jiesna
w/n HaumeHoBaHue J1a00paTOpPHbIX padoT
JlaGopaTopHas pa6oTa Ned OCBOEHHE CPENCTB aIMHUHHICTPATOPA ONEPALIOHHON
1 Pasrpanuyenune npas nojb3oBareseii B | cucrembr Windows.
3alIMILIEHHBIX BePCUsIX ONlePALMOHHOM
cucrembl Windows
JlaGopaTopHas pa6oTa Ne5 OCBOEHMS CPEICTB aIMUHHUCTPATOPA U ayJUTOPa BEPCHU
onepannoHHoi cucreMsl Windows, nmpeaHa3HaueHHBIX TSI
5 Peanuzanusi nommTuxy 0€30MacHOCTH B ® OIpeneNeHus MapaMeTPOB MOJIUTHKY 0€30MMacHOCTH;
BepCUAXx onepaunommifl CHCTEMBI ® OIpEAcIcHUS TapaMeTPOB MOIUTHKHU ayauTa;
Windows e [IPOCMOTpA M OYUCTKHU JKypHAJa ayuTa.
JlaGopaTopHas paboTa Ne6 OCBOGHHE CpEICTB orepannoHHoi cuctembl Windows,
IpeAHA3HAYCHHBIX IS
Pasrpanuyenue gocTyna K pecypcam B ® pasrpaHWYEHHS JOCTyla CYOBEKTOB K TamKkaM H
3 BePCHAX ONEPANMOHHON CHCTEMBbI (hatinam;

Windows

® pasrpaHUYEHUS JIOCTYyNa CYOBEKTOB K MPUHTEPaM;

® pasrpaHU4YeHUs JOCTyIa K pa3feiaM peecTpa;

e oOecrniedeHus: KOHQUIACHIIMATHLHOCTH TAIOK U (aiiyioB C
MTOMOIIIBI0 M (PYoIIed (haiIoBOlH CHCTEMBI.




6. CamocTosiTe1bHAsI PadoTa CTYIEHTOB MO AMCHUIIINHE
6.1. TemsI nis pedpepartoB 7, 8 cemectp

Ne
u/n Tembl 1u1s pepepaToB

1. Ob6ecrieuenre nHPOPMAITMOHHOW 0E30TACHOCTH B 0AaHKOBCKHUX M (PHHAHCOBBIX
CTPYKTYypax

2. AHanu3 MUPOBOTO pbIHKA OMOMETPUYECKUX CUCTEM, UCIIOJIb3YEMBIX B
cucrtemax obecriedeHus HHOOPMAIMOHHON OE30MMaCHOCTH

3. AHam3 MUPOBOTO PHIHKA aHTUBHPYCHOTO MTPOTPAMMHOTO 00eCIIeueHUs

4. DneKkTpoHHas UQPOBast MOJIIHCH.

o. KommnerorepHas npectynHocts B Poccnn

6. Monens yrpo3 unpopmaiuu Ha Tepputopuu PO

1. Anroput™sl IMPPOBOM MOANNUCH

8. CriocoObl  3aIIMTHI ONEPAIMOHHBIX CUCTEM

9. DKOHOMHYECKHE OCHOBBI 3alllUThl KOHQUACHIHUATbHON HHPOpPMAIH

10. AHanu3 MUPOBOTO PhIHKA AHTHUBUPYCHOTO POTPaMMHOT0 0OecreyeH s

11. AynuT 6€30MacHOCTH KOPHOPATUBHBIX HHPOPMAIIMOHHBIX CHCTEM

12. bezonacHOCTh 351eKTpOHHOM NouThl M MIHTEpHET

13. Bunel v HazHaueHHE TEXHUYECKHX CPEICTB 3alllUThl MH(OpMAalUU B
MTOMEIIIEHUSAX, MCIOJIb3YEMbIX JUIsl BEJIEHUS! MEPEeroBOpPOB M COBEIIAHUMN

14, Buapr aynnta nHpopMannonHo#t 6€30macHOCTH

15. Br16op nokaszaTeneit 3aMIIEHHOCTH OT HECAaHKIIMOHUPOBAHHOTO JOCTYIA K
nHpopManuu

16. ['ocynapcTBenHast cucreMa 3auuThl HHGopmauu PO

17. MeToapl 3alIUTHl AYAWMO W BHU3YaJbHBIX JOKYMEHTOB

18. MeTo bl 3a1IUTHl JOKYMEHTOB Ha OYMa)KHBIX HOCHTEJSIX

19. Merto bl 1 cpenicTBa odecnieueHus: 6esonacuoctu [10

20. MeTo 16l CKpBITON Niepeaun nHGOpMauu

21. MeTo1bl 5KOHOMHUYECKOTO aHallu3a CUCTeM MH(OPMalMOHHON O€301MaCHOCTH

22. [IpoGnembl 6€30MaCHOCTH U MYTH UX PEUICHUS B COBPEMEHHBIX
KOMITBIOTEPHBIX CETAX

23. CoBpeMeHHbIE TEXHOJIOTUN apXUBUPOBAHUS JAHHBIX

24, TexHOJ0rnM pe3epBHOIO KOMMPOBAHUS JAHHBIX

25. Ynpasiienue 6€30MacHOCTbIO MPUJIOKEHHH (Ha MpUMEpe KOMIIAHHH. . ..)

6.2. Bonpocsl 111 caMOCTOATEIBLHOr0 u3yuenus 8, 9 cemecTp

Ne
n/n

TeMBl 1JI1 CAMOCTOSITEJILHOI0 N3y4YCeHUS

HpO6J'I€MLI 0€30IMaCHOCTH B JIOKAIBHBIX CETSIX

TexHoI0ruM 3aIUThI Web-pecprOB OT B3JIOMa M XaKCPCKHX aTaK

ITpoGnembl 6€30MacHOCTH B TNTOOATBHBIX CETAX

ITonuTrka nHpopmaoHHolt 6ezonacHocTy B PO

[TonuTtrka nnpopmannonHoii 6ezonacHoct B CIITA

SHEA RN

KOHLICHI_II/IH QJICKTPOHHOT'O NIOKYMCHTA U HpOGJ’ICMBI IIpaBOBOT'O
PEryJIMPOBaHUA BHCKTPOHHO-HH(I)pOBOﬁ IO AIIMCH

~

Cranyaptel IUppoBaHUs

©

MeToap! 3a1UTHl peueBOil HHGopMaIK

Buipl KOMIIBIOTEPHBIX PABOHAPYIIEHUIA.




10.

MGTOI[BI 3alIMTLI ayINO0 W BU3YaJIbHBIX TOKYMCHTOB

11. MeTo1bl 3a1IUThl JOKYMEHTOB Ha OyMa)KHbIX HOCUTEJIAX

12. MeTo1bl BHEJIPEHUSI IPOTPAMMHBIX 3aKJIaJJOK

13. Mertoap! 3amuTsl HHGOopManuu B UHTepHeT.

14. MeTop! 3alUTE OT MAaKPO-BUPYCOB

15. MeTop! 3aIUTH IPOrPAMM OT HECAHKIIMOHUPOBAHHBIX W3MEHEHUN
16. MeTo1bl 3a1IUThl peueBON HHPOPMALUH

17. MeTo b1 1 cpenicTBa OOPHOBI CO CTaMOM

18. Metoel 1 cpencTBa obecrnieuenus oezonacHocT [10

19. Mertoapl mepexBaTa U HaBsI3bIBAHUS HHPOPMAITUH

20. Merto1pl moncka u coopa nHpopMaluu.

21. MeTo1bl CKpbITOH Niepeaun nHGOopMaluu

22. MeTo 16l 5)KOHOMHUYECKOT0 aHajiu3a CHCTeM MH(OPMAIMOHHON 06€30MacHOCTH
23. MeToapl 3alUThl ayJyi0 ¥ BU3YaJbHBIX JOKYMEHTOB

24, MeTo1bl 3alIUTHl TOKYMEHTOB Ha OyMa)XHbIX HOCHUTENSIX

25. MeTopl BHEIPEHUS IPOTPAMMHBIX 3aKJIAI0K

26. Merto il 3amuTel HHGopMarmu B HTEpHET.

6.3. TeMbI KypCOBBIX POEKTOB

No TemMbl KYpCOBBIX IIPOEKTOB

1. CpaBHHUTEIBHBIN U OIICHOYHBIN aHAIN3 MEXTYHAPOIHBIX CTAHIaPTOB B 00JIACTH
WH(POPMAITMOHHOM 6€30MaCHOCTH 1 YIIPABIICHUS pUCKAMH.

2. AHanu3 METOJIOB M CPEJICTB aHAJIM3a 3AITUIIICHHOCTH OECITPOBOIHBIX CETEH.

3. AnHanu3 3apy0eXHOTO PbIHKA CPEACTB oOecreueHrss HHPOPMAITMOHHO
0€301acCHOCTH OECIIPOBOIHBIX CETCH.

4. Pa3paboTka KOMIUIEKCHOM 3alTUThl HHPOPMAIIUK HA TIPEATPUITHI

5. AHau3 pocCUNCKOTro peIHKa CPeACTB obecrieueHrss HHPOPMaIMOHHOM
0€301acHOCTH OECIPOBOIHBIX CETEH

6. AHanu3 CpeCTB 3alIUTHI OT CIIaMa.

7. Pa3paboTka crucTeMbl 3aIUTHI IEPCOHATBHBIX JAHHBIX B MPEANPUITHH

8. CpaBHHTEIIBHBINA aHATIU3 METOJIOB IepexBaTa napoJjei
M0JIb30BaTeNIeH KOMITBIOTEPHBIX CUCTEM M METOJIOB ITPOTHUBOICHCTBHS KM

9. AHanu3 cxeM MOIIEHHUYeCTBa B ceTu IHTepHeT

10. | OneHoYHBIIT aHAJIU3 METOJIOB U CPEJICTB TECTUPOBAHUS CUCTEMBI 3aIIUTHI
BBIUMCIIUTENIBHBIX ceTel (ayauTa MHPOPMAIMOHHON O€3011aCHOCTH).

11. | Pa3paboTka Mep 1Mo TEXHUYECKOH 3aIuTe KOHPHUICHIIMATLHONH HHpOpMaIuy B
OpraHu3alu

12. Anamu3 6e3onacHoctu OC Linux

13. | CpaBHUTENBHBII aHATTU3 CPEJICTB 3AIIUTHI DIEKTPOHHOU MOYTHI

14. | Pa3paboTka KOMIUIEKCHOM CUCTEMBI 3alITUThl KOMMEPYECKOH HHpopMaImu

15. | Ananu3s BHeIpeHUs TeXHOJOTui udpoBoii moamnucu B PO

16. | AHamu3 BO3MOXKHOCTH MPUMEHEHHSI CPEJICTB 3alUThl HH)OpMAIK Ha

PEIIPUATHIX




17.

Pa3paboTka cucteMsbl yrnpaBiieHHs KaIpoBOil 0€30I1aCHOCTHIO OpraHU3alu

18. | Pa3paboTka THIIOBOTO MPOEKTA 3aIUThI JIOKATBHOM BHIUUCIUTEIILHOM CETH
NIpEPUSITHS

19. | Pa3pa®oTka NOJIMTHKH HHPOPMAIIMOHHOW OE30ITaCHOCTH.

20. | AHayiM3 OCHOBHBIX YTPO3 AMEKTPOHHOTO JOKYMEHTO000pOoTa

21. | AHain3 KPUTHYECKUX XapaKTEPUCTUK JTMHUN CBSI3U C TOUKH 3PEHUS 00ECTICUCHUS
3anIUThl HHQOpPMAIMK

22. | CpaBHUTEIBHBIN aHATH3 CUCTEM OOHAPYKEHHSI aTaKU

23. | CpaBHUTEJBHBIN aHAIN3 POrPAMMHBIX CPEJICTB, PEATH3YIOIIUX
cTeraHorpauueckre MeTo bl 3alIUThl HHPOPMAaIHH.

24. | CpaBHUTEJBHBIN aHAIN3 MEXJTYHAPOIHBIX CTAHAAPTOB B 001aCTH
nH(}OpMallMOHHON OE30MACHOCTH U YIIPaBJICHUs PUCKaMU

25. | Pa3paboTka cucteMbl HH(GOPMAIIMOHHOM 0€3011aCHOCTH OaHKa

26. | CpaBHUTENBHBIH aHAIN3 CIOCOO0B WH(GOPMAIMOHHOTO BO3ICUCTBUS B CETH
HNHuTtepHer

27. | AHamm3 COBpEMEHHBIX CPEJICTB aHAIM3a 3aIIHICHHOCTH

28. | CpaBHUTENBHBIN aHAJIM3 METOJIOB ayTEHTH(HUKAIINY TIOJIH30BATENCH.

29. | Pa3paboTka MepOTIpUATHI 3aIIUTHI TIEPCOHAITBHBIX TAHHBIX B OPTaHU3aIlHH.

30. | AHaimM3 CPEaCTB 3aMUTHl KOMITAKT-AUCKOB OT HECAHKITHOHUPOBAHHOTO
KOIIMPOBAHHS.

31. | CpaBHUTENBHBINA aHAIN3 HHCTPYMEHTAIBHBIEC CPE/ICTBA AHAIM3a PHCKOB
MH(POPMAITMOHHOM 06€30MacHOCTH.

32. | AHanu3 OCHOBHBIX YIpO3 3JIEKTPOHHOTO JOKYMEHTO000pOoTa - (pyHIaMEHT

AIIEKTPOHHOTO OM3HEca.




7. OueHOYHBIE CPEACTBA

7.1 Bonpochl Kk py0e:KHbIM aTTecTALMAM

Bomnpocs! k nepBoii py0e;kHOl aTTecTauuu 7 ceMecTp
BBenenue B nH(popMalmoHHy0 0€30aCHOCTh
3agaun ¥ MeTo bl MHPOPMAITMOHHOM 0€301MacHOCTH
Yrpo3sl HHPOPMAIIMOHHONW 0€30TIaCHOCTH
[loTeHumansHbie MPOTUBHUKU U aTaKU
Crangapter obecrieuenus: b
OpraHu3aloOHHO-TIPaBOBbIE METOAbI MH(POPMAIMOHHOI 0€301acHOCTH

ogakrwdpE

Obpaszey bunema k nepgoti pybexcnou ammecmayuu (7 cemecmp)
I'po3HeHCcKHUil rOCy apCTBEHHbIN HEPTAHOM TEXHHYECKUI YHHBEPCUTET
HNHcTuTyT 1M(POBOIi IKOHOMHKH U TEXHOJOTHYECKOr0 MpeINPUHNMATEIbCTBA

Kadenpa «HbopmManinoHHbIe CUCTEMBI B SKOHOMHUKE)
I'pynna "IIN-20" Cemectp " 7"
Jucuunumna "Undopmanmonnas 6e3onacHocTs B iudpoBoii IxoHomuke"'
buaer Ne 3

1. VYmopasnenue puckamu
2. DKpaHWPOBAaHUE M aHAJN3 3AIIUIICHHOCTH

Ilpenooasamens Aboynaee M.K.

3ae. kagheopoit «HCI» JI.P. Mazomaesa

N =

©ONo O

Bomnpocsl k0 BTOpOii py0eHOMH aTTecTannu 7 ceMecTp

3akoHOAATEIbHBIN YPOBEHb HHGOPMAIIMOHHOM 0€301aCHOCTH

AJMUHUCTPATUBHBIN ypoBEeHb HHPOPMAITMOHHOM 0€3011aCHOCTH

OcHoBHBIE TIOJIOKEHUS TEOPUH UH(POPMALIMOHHON 6e30MmacHOCTH HH(DOPMALIMOHHBIX
CUCTEM

OcCHOBHBIE TEXHOJIOTUU TTOCTPOCHUS 3AITUIIEHHBIX IKOHOMUYECKIX HH(POPMAIIMOHHBIX
CHCTEM.

Monens yrpo3 unpopmanuu Ha Teppuropun PO

CriocoObl  3aIIUTHI OMIEPAIIMOHHBIX CHCTEM

AHanu3 MUPOBOTO PhIHKA AHTUBUPYCHOTO IIPOTPAMMHOTO 00eCTIeYeHHS
Komnerotrephas npectynHocts B Poccun



Obpaszey bunema ko emopoii pybesicroti ammecmayuu (7 cemecmp)
I'po3Henckuii rocygapcTBeHHbINH HePpTAHOM TeXHUYeCKN YHUBEPCUTET
HNucTutyT HudpoBOil IKOHOMUKH U TEXHOJOTMYECKOr0 NpeanpuHUMATEIbCTBA

Kadenpa «abOpMaInOHHBIC CUCTEMBI B SKOHOMHUKE)
I'pynna "TIN-20" Cemectp " 7"
JAucuunimna "Undopmanmonnas 6e3onacHocTsb B undppoBoii IkoHoMuKke"'
Buaer Ne 3

1. OcCHOBHBIE TEXHOJIOTUH MMOCTPOCHUA 3aIHUIICHHBIX 3KOHOMHWYCCKUX I/IH(bOpMaIII/IOHHI)IX

CHUCTEM.

2. Mopensb yrpo3 nuHpopmarmu Ha Tepputopun PO
Ilpenooasamens Aboynaee M.K.
3as. kagheopou «HCI» JI.P. Mazomaesa

Bomnpocsl k nepBoii pyoe:xxHol aTTecranum 8 cemecTp
VYrpaBneHue puckaMu
[Iponieaypublii ypoBeHb HHGDOPMAITMOHHON 0€30TTaCHOCTH
[IporpaMMHO-TEXHUYECKHE METObI 3aIUThHI
Wnentudukanus u ayreHTHGUKAIISL
CepBHCHI yIIPaBIEHUS TOCTYIIOM

agrwdE

Obpaszey bunema k nepgoti pybescnou ammecmayuu (8 cemecmp)
I'po3nenckuii rocygapcTBeHHbIH HeQTAHOI TeXHUYECKMH YHUBEPCUTET
HNHcTuTyT 1M(POBOii IKOHOMHUKH U TEXHOJIOTHYECKOr0 MpeINPHHUMATEIbCTBA

Kadenpa «nbopmManinoHHbIe CUCTEMBI B 9KOHOMHUKE)
I'pynna "IIN-20" Cemectp "8"
Jucuuniuna "Undopmanmonnas 6e3onacHocTb B undppoBoii 3xoHOMuKe "'
Buuer Ne 3

1. TlpouenypHslii ypoBeHb HH(DOPMALIMOHHOM 0€30MaCHOCTH
2. IIporpaMMHO-TEXHHYECKHE METO/IbI 3aIIUTHI

Ilpenooasamens Aboynaee M.K.

3as. kagheopoit «HCI» JI.P. Mazomaesa

Bonpocsl ko BTOpoii py0e:kHoli aTTecTanuu 8 ceMecTp
[IpoTokoympoBanue u ayuT
OKpaHUPOBAHKE U aHAJIN3 3ALLUIICHHOCTH
TyHenupoBaHue U ylpaBiieHUE
O0ecnieueHne BEICOKON TOCTYITHOCTH
Kpunrorpaguueckie METOIbI 3aIIUTHI

AR A



Obpaszey bunema ko emopoii pybesicroli ammecmayuu (8 cemecmp)
I'po3Henckuii rocyrapcTBeHHbINH HepTAHONH TeXHUYeCKN YHUBEPCUTET
HNucTuTyT 1udpoBoi IKOHOMHUKH U TEXHOJOTHYECKOT0 MpeanPUHAMATEIbCTBA

Kadenpa «abOpMaInOHHBIC CUCTEMBI B SKOHOMHUKE)
I'pynna "IIN-20" Cemectp "8"
JAucuunimna "Undopmanmonnas 6e3onacHocTsb B undppoBoii IkoHoMuKke"'
Buaer Ne 3

1. ObGecneueHne BHICOKOH JOCTYITHOCTH
2. Kpunrorpadudeckne METOIbI 3alTUTHI

Ilpenooasamens Aboynaee M.K.

3as. kagheopou «HCI» JI.P. Mazomaesa

7.2 Bonpocsl k 3auety (7cemecTp)

Beenenue B nH(popMamoHHyro 6€30MacHOCTb

3amayu ¥ MeTo 16 HH(OOPMAITMOHHOU 0€30TTaCHOCTH

Yrpo3sl nHpOpMAITMOHHOW 0€30MMacHOCTH

[ToTeHnmanpHble MPOTUBHUKU U aTaKU

Crannaptsl o6ecnieuenus: b

3aKkoHOMAaTEIBHBIN YPOBEHb HH(POPMAITMOHHONM 0€301TaCHOCTH

0. AAMUHUCTPATUBHBIN YpOBEHBb HH(DOPMAITMOHHOM OE30TTaCHOCTH

1. OcHOBHBIE TIOJIOKEHHUS TEOPUH HHPOPMAITMOHHOM 0€30MMaCHOCTH
MH(OPMALIMOHHBIX CUCTEM

12. OcHOBHBIE TEXHOJIOTUH MOCTPOCHHUS 3AIIUIIEHHBIX SKOHOMHUECKUX

MH(OPMALIMOHHBIX CUCTEM.

13. Moaens yrpo3 nndopmanuu Ha Tepputopun PO

14. CriocoObl  3amUTHI OTICPAIIMOHHBIX CUCTEM

15. AHanu3 MUPOBOTO PbIHKA aHTUBUPYCHOT'O MIPOrPaMMHOTO OOecTieueHust

16. KomnbroTepHas npectynHocTh B Poccun

RRpoakrwnE

Obpazey bunema k 3auemy (7 cemecmp)
I'po3HeHcKkuii rocyiapcTBeHHbIH He(PTAHOM TeXHUYECKUIl YHUBEPCUTET
HHceTuTyT HM(POBOI IKOHOMUKH M TEXHOJIOTHYECKOr0 NPeANPUHUMATEILCTBA

Kagenpa «MHpopMaIIMOHHBIE CHCTEMBI B SKOHOMHKE)
I'pynna "IIN-20" Cemectp "8"
Jucuunauna "Mupopmannonnas 6e3onacHocTh B HHGPOBOIi IKOHOMUKe''
Bunaer Ne 3

1. Vrpo3ssl uHbOpMaIIMOHHOM 6e30MacHOCTH
2. TloTeHnmanbHbIe TPOTUBHUKU U aTaKU

Ilpenooasamens Ao60oynaee M.K.

3as. kagheopoit «HCI» JI.P. Mazomaesa




BOl'[pOCLI K 3K3aMEHY

VYipasineHue puckamu

[Ipouenypublii ypoBeHb HHPOPMAITMOHHON 0€30MaCHOCTH
[IporpaMMHO-TEXHUYECKHE METObI 3aIUThI
Wnentudukanys u ayTeHTUUKAIHS
CepBucsl ynpaBjieHHsI 10CTYIIOM
[IpoTokosmpoBanue u ayauT
DKpaHUPOBAHUE U aHAJIU3 3ALUIIEHHOCTH
TyHenupoBaHue U yrpaBieHUE
ObecrieueHre BICOKOM TIOCTYITHOCTH

10 Kpunrorpadgudeckue MeToabl 3alATHI

11. [IpoTokonupoBaHuE U ayJUT

12. DxpaHUpOBaHUE U AaHATTU3 3AIIUIIICHHOCTH

©CoNO~ LN E

Obpaszey bunema k sxzameny (8 cemecmp)
I'po3HeHcKuUil rocyiapcTBEeHHbIH HEPTAHOM TEXHUYECKUI YHHBEPCUTET
HHceruTyT 1MPOBOI IKOHOMHKH U TEXHOJOTHYECKOr0 NpeINPHHIMATEIbCTBA

Kadenpa «uabopmaninoHHbIe CUCTEMBI B S)KOHOMHUKE)
I'pynna "IIN-20" Cemectp "8"
Jucuunuuna "Undopmanmonnas 6e3onacHocTb B undppoBoii 3xoHoMuke"'
buuer Ne 3

1. Kpunrorpaduueckrne METO/Ibl 3alUTHI
2. TIpoTokonupoBaHHE U AyTUT

Ilpenooasamens Aboynaee M.K.

3as. kagheopoit «HCI» JI.P. Mazomaesa




7.3 Texkymuii KOHTPOJIb

7 cemecTp
JlabopaTopnas padora Nel.
YcTaHOBKA M yalieHHe cepTu(UKaToB.
JlabopaTopnas padora Ne2.
Hacrtpoiika ypoBHA 0e30macHOCTH, KOH(PHUACHIMATBHOCTH U 3(P(HEKTUBHOCTHU
pa6otsl mporpammbel INTERNET EXPLORER.
JladopaTopnasi padora Ne3.
8 cemecTp

AHanmm3 yrpo3 ¥ 3aluieHHOCTH 00BEeKTa.
JladopaTopnasi padora Ned
Co3znanue caMOTIOIITUCAaHHBIX CEPTU(PUKATOB.

JladopaTopnasi padora Ne5

Peanu3anus nonuTrky 6€30TIACHOCTH B BEPCHSX ONepaoHHo# cuctembl Windows
JladopaTopHasi padora Ne6

Pasrpanndenue 10CTymna K pecypcaM B BEpCHUsIX OTlepallioHHOM cuctembl Windows

Oopazey nabopamopHoil padomeul

JlaGoparopHasi padora Ne4.

Co3nanue caMONOANMUCAHHBIX CePTUPUKATOB.

1. Pacnucate: Onucanne SSL-cepTudukaros, 1 4ero OHU IPUMEHSIOTCS, KaKUX
BUJI0B ObIBatoT. Onucanue .pem, .crt, .cer, .key, .csr KIto4ei.

2. Haiitu B cetn UnTeprer 3 pecypca mist nokynku Wildcard SSL-ceptudukaros ¢
HanboJee HU3KOM 11eHOo#. B 0T4eT BHECTH CKPUHIIOTHI C YKa3aHUEM IICH.

3. CkauaTh U yCTAaHOBUTH MOJHYIO 32-0uTHYIO min 64-6utHyto Bepcuro OpenSSL
(EXE) B 3aBUcHMOCTH OT pazpsaHocty Barieir OC.

Ccruika Ha ckaunBanue https://slproweb.com/products/Win320penSSL.html

Download Win32/Winé4 OpenSSL today using the links below!

File Type Description

Winé4 OpenSSL vI.1.1d Light | 3MB Installer | Installs the most commonly used essentials of Winé4 OpenSSL v1.1.1d (Recommended for users by the creators of OpenSSL). Only installs on 64-bit versions
EXE | MSI (experimental) of Windows. Note that this is a default build of OpenSSL and is subject to local and state laws. More information can be found in the legal agreement of the
installation.

Winé4 OpenSSLvI.1.1d 43MB Installer | Installs Win64 OpenSSL vl.1.1d (Recommended for software developers by the creators of OpenSSL). Only installs on 64-bit versions of Windows. Note that
EXE | MSI (experimental) this is a default build of OpenSSL and is subject to local and state laws. More information can be found in the legal agreement of the installation.

‘Win32 OpenSSL vI.1.1d Light [ 3MB Installer | Installs the most commonly used essentials of Win32 OpenSSL vI.1.1d (Only install this if you need 32-bit OpenSSL for Windows. Note that this is a default

EXE | MSI (experimental) build of OpenSSL and is subject to local and state laws. More information can be found in the legal agreement of the installation.
Win32 OpenSSL vl 1.Id 30MB Installer | Installs Win32 OpenSSL vI.1.1d (Only install this if you need 32-bit OpenSSL for Windows. Note that this is a default build of OpenSSL and is subject to local
EXE | MSI (experimental) [and state laws. More information can be found in the legal agreement of the installation.

Winé4 OpenSSL vI.1.0L Light [ 3MB Installer | Installs the most commonly used essentials of Winé4 OpenSSL v1.1.0L (Recommended for users by the creators of OpenSSL). Only installs on 64-bit versions
of Windows. Note that this is a default build of OpenSSL and is subject to local and state laws. More information can be found in the legal agreement of the
installation.

IIpu ycraHOBKe Ha MyHKTE BbIOOpa MecTa konupoBanus DLL-daiinos,
OBA3ATEJIBHO Bb1Opath qupektopio /bin


https://slproweb.com/products/Win32OpenSSL.html

355 Setup - OpenSSL1.1.1b (7 770 —

Select Additional Tasks
Which additional tasks should be performed?

Select the additional tasks you would like Setup to perform while installing OpenSSL
(64-bit), then click Next.

Copy OpenS5L DLLs to:
() The windows system directory

(® The OpenSsL binaries (/bin) directory

3anmycTUTh Mporpammy openssl.exe OT IMEHH aJMUHHCTpPATOPa U3 MalKu
C:\Program Files\OpenSSL-Win32\bin (B 64-6uTHOi1 BepCHH BO3MOKHO
pacronoskenue C:\Program Files (x86)\OpenSSL-Win32\bin).

4. Co3nmaTh CaMOTIONMUCAHHBIN CEPTHUKAT CIEAYsS MHCTPYKIUAM. B oTueT BHeCcTH
CKPHMHILIOTHI MO Ka)KJIOMY BBITIOJIHsIEeMOMY 11ary. B HanmeHoBaHuu ¢ailioB BMecTo
“domain” ucmoJib30BaTh Bally (HaMIIIUIO JIATHHCKUMH OYKBaMH.

Coznanue 3aKpbITOrO KJIH04a U 3allpoca Ha MOIHUCh.

UToOBI CO3AaTh 3aKPHITHINA KIIOY U 3alIPOC Ha MOIUCH OTKPHITOTO KIH04a
BBITIOJIHUTE TaKyl0 KOMaH/Iy:

[Tocne yero HEOOXOIMMO yKa3aTh CIIEIYIOIINE CBEICHUS HA JIATUHUIIE:

(] 2x bykeeHHOe 0003HaUeHUe CIMPAHbL

[ Pecnybnuxy

[ HacenenHulil nyHKm

0 Hazeanue opeanuzayuu — Ceoro hamunuro

[ Omoen — IT

0 [lomennoe ums, 6uoa «ums».ru

[ Ceoti email

O Vkasamw kakoii-nu6o naponw

O [lononnumensHo nHassanue komnanuu — Ceoe

umsL.

req -newkey rsa:2048 -nodes -keyout domain.key -out domain.csr



ode) [AU]:RU
ﬂ:me (full name) [Some-State]:Chechen Republic

DrganiJ
Drganiz%tlmnnl Hr' ]an Leg, hFLtlﬂﬂ} [] IT
Common Name (e server FODN or YOUR name) []:rizvan.ru

O
Ll = T
Email Address []:r imail.ru

g 'extra’ attributes
yvour certificate request
d []:12345678
ompany name []:Rizvan

[Moanucek cepTudUKaTOB.

BrimonHuTe KOMaHIy /UTsS MOANUCAHUs cepTU(dUKaTa CpOKOM 365 mHEH:

Buectu B oTuet ckpuHIoT coaepxkanus manku C:\Program Files\OpenSSLWin32\
bin , rae Mo yMoOJI4aHUIO CO3/IAt0TCS KITHOYH.



7.4. Onucanue nMoka3aTeye 1 KpUTEpPUEB OLICHUBAHUS KOMIIETEHIIUIM Ha pa3IMyYHbIX dTanax ux (GopMUpOBaHUs, ONMCAHNUE IKAJIbl OLICHUBAHHUS.

Ta6auua 7
IlnanupyeMble pe3yJIbTATHI OCBOCHHSI KOMIIETCHIIUH Kpurtepuu oueHuBaHusI pe3y/IbTATOB 00y4eHuUsI HaumenoBanue
menee 41 6a/1710B 41-60 6108 61-80 6as10B 81-100 6a/;108 OLEHOYHOr0
(ney/10BeTBOpHTEIBHO) | (YOBJIETBOPHTEILHO (xopo1o) (OTIM4YHO) cpencTBa

OIIK-3. Crioco0OeH pelath CTaHIApPTHBIC 3aJa4d IPO(PECCHOHAIBHON JEITCIIBHOCTH HAa OCHOBE MH(OPMAIMOHHON M OMONIHOrpaduyecKOl KyJIbTYyphl C
MpUMEHEHHEM HH(POPMAIMOHHO-KOMMYHHUKAITMOHHBIX TEXHOJIOTHHA M ¢ YIETOM OCHOBHBIX TPeOOBaHWM MH(DOPMAIIMOHHOW 0€3011aCHOCTH

Buarn: BUbl yrpo3 MC u Mmetobl
obOecnieueHus HH(POPMaLIMOHHON
0€30MMacCHOCTH; MPAaBOBbIE OCHOBBI 3aILIUTHI
KOMIIBIOTEPHON MH(POPMAITNH; CTaHIAPTHI,

d)parMeHTapHHe 3HaHUA

Henonuele 3HaHus

CdopmupoBaHHbIE, HO
CoIepIKalIiie OTEbHbIC
poOeTbl 3HAHUS

CdopmupoBaHHbIE
CHCTEMaTHUYECKHE
3HAHUSI

'YMeThb: BEISIBJIIATE U OIICHUBATH YIrpO3kbl
MH(POPMAITMOHHON 6€30MacHOCTH,
000CHOBBIBATh OPTaHU3AIMOHHO-TEXHUYECKIE
MeponpusTHs 1o 3amuTe nHpopmanmu B M1C

YacThyHblE YMEHHUS

Hemnonuelie ymenus

YMeHust ToJiHbIe,

JIOITyCKAaI0TCSl HEOOMbINE

OLINOKHU

CchopmupoBaHHbIE

YMEHUS

Baagers: HaBbIKAMU DPAOOTHI C Pa3IUYHBIMU
MCTOYHUKAMU HH(OpMaLuu

YacTtuyHOE BlaJcHUE
HaBBIKAMHU

Hecucrematuueckoe
MPUMEHECHNE HaBBIKOB

B cucrematnueckom
MPUMEHEHUHU HaBBIKOB
JIOITyCKAIOTCS TIPOOEITBI

VYcnemnoe u
CHCTEMAaTHYECKOE
MIPUMEHEHNE HaBBIKOB

3a0aHus OJsl
KOHMPOIbHOU
pabomol, mecmosvie
3a0anus, bunemoi
pybesicnvix
ammecmayuil, memoi

peepamos

I1K-2 CniocoOeH pa3pabaTbIBaTh M aJalTUPOBATh MPUKIAAHOE Iporpa

MMHO€ oOecreueHue

3HaTh: METOABl WACHTU(DUKALMU, MOACTH M METOMBI
KpunTorpaduu,

®parMeHTapHbIe 3HAHUS

Hemnonapie 3Hanusg

CdopmupoBaHHbIE, HO
CoZieprKalliie OTIENbHbIE
poOeTpl 3HAHUSA

ChopmupoBaHHbIe
CHCTEeMaTHYECKHE
3HAHHS

YMeTb: NPUMEHSATh METOIbl 3aIUThl KOMIBIOTEPHOM
nH(pOpMaNMK TPU HCIIONB30BAHUH M IPOEKTHPOBAHUN

MC B pa3nmu4HBIX 00JIACTIX

YactuyHble yMEHUs

Henonueie ymenus

‘YMeHus MoJIHEIE,

JIOITyCKAIOTCST HEOOTIbIIIIE

OIIINOKH

CdopmupoBaHHbIe

YMEHHS

3a0anus 0ns
KOHMPOAbHOU
pabomvl, mecmogoie
3a0anus, ounemot
pybesrcHbIx
ammecmayuil, memoi

pechepamos




Ba aJ1€Th: HaBbIKaMH pa6OTBI C
MHCTPYMCHTAJIbHBIMU CPEACTBAMU

IIPOrPAMMHO-

Yactuaaoe BJIaACHHUC
HaBbIKaMH

Hecucrematnueckoe
MPUMEHEHNE HaBBIKOB

B cucremarnueckom
NMPUMEHCHUHN HABBIKOB
JOITyCKaroTCA np06eﬂm

Ycnenmnoe u
CHCTEMAaTHYECKOE
MIPUMEHCHUEC HABBIKOB

COMPOBOXKICHUS HH()OPMALIMOHHBIX CUCTEM U CEPBHCOB

YacTtuyHOe BiajcHUE
HaBBIKAMH

Hecucremarnueckoe
IIPUMEHEHNE HABBIKOB

B cucrematnyeckom
MPUMEHEHUU HaBBIKOB
JIOITyCKAIOTCS TIPOOEIIBI

IK-5 Cniocoben nmpuauMaTh yyactue B opranuzaimu UT-undpacTpykTypsl ¥ ynpaBieHnu HHPOPMATMOHHONW 6€30MaCHOCTHIO
3HaTh: TpeOOBaHMS WH(POPMALMOHHBIX CHCTEM U CdopMupoBaHHEIE, HO CcdopmupoBaHHbIe
METOIBI obecrieyeHus UH(OPMAIMOHHOI COZIEpIKALIIE OT/ENBHBIE cHUCTeMaTHYecKue
Oe30macHOCTH; dparMeHTapHbIC 3HAHUS Henonusie 3HaHus

1poOeTbl 3HAHMS 3HaHHUS
YMeTh: MIPOBOJIUTH o0cIeI0BaHusl, BBISIBJIATH, VMeHHSI TIONHBIE, CdopMupoBaHHEIC
MHQOPMALIMOHHBIE  MOTPEOHOCTH nonb3oBaTestet, Oy CKAIOTCA HEGOMbIIIHE R
(GopmupoBate  TpeGoBaHMs K HH(OPMALMOHHOM Hactuanpie yMmeHus Henomuble ymeHms OLIHGKY
crcTeMe
Bianers: HaBBIKAMH 9KCILTyaTUPOBAHHMS " Venennoe n

CUCTEMATHYCCKOC
TNPUMEHCHNE HAaBBIKOB

3a0aHus OJsl
KOHMPOIbHOU
pabomol, mecmosvie
3a0aHus, bunemol
pybesicrvix
ammecmayuil, memoi

pedepamos




8. OcobennocTn peaim3anuu THCHUIIMHBI VI HHBAJIUA0B U JIMII ¢ OrPAaHUYCHHBIMHU

BO3MOKHOCTHMM 3I0POBbS

JUia  ocyliecTBIEHUS NpPOLEAYyp TEKYLIEro KOHTPOJS YCIIEBAEMOCTH M IPOMEKYTOUHOMU
aTTeCTalMy OOYdYaIOUIMXCSI CO3MaHbl (DOHIBI OIICHOYHBIX CPEICTB, aJalITUPOBAHHBIC JUISI MHBAJIUIOB U
JUIl C OrPaHUYECHHBIMH BO3MOXKHOCTSIMHU 3I0POBBS M IO3BOJIAIONINE OIECHUTHh JOCTI)KEHHE HMHU
3aIlJJAaHUPOBAHHBIX B OCHOBHOW 00pa30BaTelbHOM IporpaMMe pe3ysibTaTOB OOy4YeHHs] U YpPOBEHb
cOpMUPOBAHHOCTH BCEX KOMIIETEHLMH, 3asBICHHBIX B oOpa3oBaTelbHON mnporpamme. Popma
MPOBEJIEHUS]  TEKyIIel arrecTaluu JUIsl  CTYJEHTOB-UHBAJIMJOB YCTAaHABJIMBAECTCA C YyYETOM
WHIUBUAYAIbHBIX TMCUXO(QU3NYECKHX OCOOeHHOCTeH (YCTHO, MUCbMEHHO Ha OyMmare, MHCbMEHHO Ha
KoMIbIOTEpe, B (opme TecThpoBaHus W T.I.). [Ipum TecTupoBaHWM AJsl CIA0OBUISIINX CTYIECHTOB
WCTIONB3YIOTCST (DOH/IBI OIIEHOYHBIX CPEACTB C YKpyIMHEHHBbIM mpudrom. Ha sk3ameH mpwuriamnraercs
COMPOBOXKIAIOIMINMA, KOTOPBIH  OOECHeunBaeT TEXHUYECKOE COMpOBOXKAECHHE CTyaeHTy. [lpu
HEO0OXO0IMMOCTH CTYIEHTY-UHBATUAY MPENIOCTABISIETCS TONOJHUTEIBHOE BpeMsl AJisl MOATOTOBKH OTBETA
Ha »9k3aMeHe (wiu 3adere). OOywaromuecs ¢ OTpaHUYCHHBIMH BO3MOXKHOCTSMH 370POBBS U
oOyyaromuecs: HMHBaIMAbl OOECHEUMBAIOTCS IEYaTHBIMU M JIEKTPOHHBIMH  00pa3oBaTeIbHBIMU
pecypcamu (TIporpaMMmbl, y4eOHBIE IMOCOOHMS JUIsi CaMOCTOSITENBbHOM paboThl M T.A.) B (dopmax,
aJlalTUPOBAHHBIX K OFPAaHUYEHHSIM UX 3/I0POBbsI U BOCIIPUATHUS UH(DOPMALIUH:

1) JUI MTHBAJIMAOB U JIML C OTPAaHUYEHHBIMU BO3MOKHOCTSIMU 3/10POBbS 10 3PEHUIO:

- JJ8  cJaenbIX: 3aJaHus Ul BBIIOJHEHMs HA CEMMHApax M IPAaKTUYECKUX 3aHATHIX
opopmistoTCest  penbedHO-TOYeuHbIM wpudTOoM bpaiing umm B BUAE 3IIEKTPOHHOTO JIOKYMEHTA,
JOCTYIIHOI'O C IOMOIIBIO KOMIBIOTEPA CO CHELUAIN3UPOBAHHBIM IPOTPaMMHBIM OOECIEYEeHHEM JUIs
CJIENBIX, JINOO 3aUUTHIBAIOTCS ACCUCTEHTOM; ITMCbMEHHBIE 3a/1aHUS BBINOIHAIOTCSA HAa Oymare pesibedHo-
ToueyHbIM wmpupTOoM bpaiing wim Ha KOMIbIOTEPE CO CHELHATU3UPOBAHHBIM IPOrPAMMHBIM
oOecrieyeHHeM [UId CJENbIX MO0 HAJUKTOBBIBAIOTCA ACCUCTEHTY; OOYYarolUMCs JJISi BBIMOJIHEHMS
3aJJaHUs [IPU HEOOXOJIUMOCTH IPENOCTABIISIETCS] KOMIUJIEKT MUCbMEHHBIX MPHHAUICKHOCTEH M Oymara
U1l [UChbMa  pelibe(HO-TOYeuHbIM HipudTOM bpaiing, KoMiploTep €O clenUaaIu3upOBaHHBIM
IIPOrpaMMHBIM 00ecTieueHHEM IS CIICTIBIX;

- 1A cJa00BHASIIMX: 00ecrieunBaeTcs MHAMBUAYabHOE PaBHOMEPHOE OCBEILCHHE HE MEHee
300 omrokc; oOydaromMMcs JUIS  BBIMOJIHEHUS 3aJlaHusi MpH  HEOOXOAWMOCTH IPEI0CTaBIsAETCS
YBEJIMUMBAIOIIEEe YCTPOWCTBO; BO3MOXKHO TAaKK€ HCIOJIb30BaHUE COOCTBEHHBIX YBEINYMBAIOLIUX
YCTPOMCTB; 3a/laHMsI I BBITIOJIHEHUS 3a/1aHUI 0(OPMIISIIOTCS YBEIMYEHHBIM IIpU(TOM;

2) JUTS ’HBAJIMOB U JIMII C OTPaHMYEHHBIMH BO3MOKHOCTSIMH 3/I0POBBS MO CJAYXY:

- VISl TJIYXUX U cJ1a0ocablmanmux: o0ecneuynBaeTcsi HaTuuue 3BYKOYCUIIMBAIOIIEH anmapaTypbl
KOJJICKTUBHOTO M0JIb30BAHUS, npu HEOOX0IMMOCTH oOyyaromumcst IIPEOCTaBIISACTCS

3BYKOYCHJIMBAIOIIasA amnrmapartrypa HHIUBUAYAJIBHOT'O IIOJIB30BAaHUA, MpeaAOCTaBIAIOTCA yciayru



CYpJIOIEPEBOIUUKA;

- I CJAeNOINyXHX JIOIyCKAaeTcsi IPUCYTCTBHE ACCUCTEHTA, OKAa3bIBAIOUIETO YCIIYTU
TUGIIOCYpIOTIEPEBOAUMKA (IOMUMO TpPEOOBAaHM, BBIMIOJHSAEMBIX COOTBETCTBEHHO Ui CIEMbIX U
TIIyXUX);

3) UL JIMI C TSDKEIBIMHA HApYUICHUSAMU pPEYH, TIyXUX, CIa0OCTBIIIAIUX JEKIUA U
CEeMHHApBbI, TPOBOIUMBIE B YCTHOH (opmMe, TPOBOAATCS B MUCbMEHHOH (opme;

4) JUIS WHBAJIMJIOB W JIMI[ C OrPAaHUYEHHBIMM BO3MOKHOCTSIMH 3[0POBBS, HMMEIOIIUX
HApYLIEHUS ONIOPHO-ABUIaTeJbHOI0 anmnapara:

- s JIMI C HapyLIEHUSMU OIIOPHO-JIBUTATENILHOIO amrapaTa, HapyLIEHUSMH JIBUTaTEJIbHBIX
(GYHKIMI BEpXHUX KOHEYHOCTEH WM OTCYTCTBHEM BEPXHUX KOHEUHOCTEW: NHCbMEHHBIE 3aJaHMs
BBINIOJIHSAIOTCS HA KOMIIBIOTEPE CO CHELMATM3UPOBAHHBIM IPOTPAMMHBIM  OOECIIEUEHUEM  WIIU
HAJMKTOBBIBAIOTCS ACCUCTEHTY; BBINIOJHEHUE 3aJaHUN (TECTOB, KOHTPOJIbHBIX paboT), MPOBOAMMBIE B

MUCbMEHHOU (popme, MPOBOAATCS B YCTHOM (hopMe IyTeM orpoca, 6eceipl ¢ 00ydarouumcs.



9. Y4eOHO-MeTOANYEeCKOE U MH(OPMALMOHHOE 00eclieYeHHe JMCIUIITHHbI
9.1 JIuteparypa

1. 3amuTa MHGOPMALIUN B KOPIOPATHBHBIX HH()OPMAIIMOHHO-BBIUNCIUTENBHBIX ceTsax/ MIrHaTheB
B.A.,2018 — bubmmoreka ITHTY;

2. Beenenne B uHpopManuoHHyto 6e3onacHocts/Maniok A.A.-2017. — bubnnorexka [THTY;

3. UnadopmanuonHas 0e30macHOCTh B IM(PPOBOM IKOHOMHKE U 3amuTta uHpopMmaimu/['pomos
10.10.,2018 — bubnuorexa ITHTY;

4. Bacunbes, B.W. HTEIIIEKTYalIbHBIE CUCTEMBI 3aIIUTHI HH(popManmy /MamuHocTpoenue, 2019
— OBbC «Jlanby;

5. ®omun /.B. MupopmanmonHas Oe30macHOCTh B IUGPPOBON HSKOHOMHUKE [DJIEKTPOHHBIN
pecypc]: yueOHO-meTonuueckoe mnocobue mno aucuuruimHe «MHbopmanmonHas 0e30MacHOCTh B
1M (pPOBOK IKOHOMHUKE» Ul CTYIEHTOB 3KOHOMHYECKHMX CIIELHATIbHOCTEH 3a04HON (Qopmbl 0OydeHus/
®omun [[.B.— DnektpoH. TekctoBbie nanHeie.— CapatoB: By3zoBckoe oOpaszoBanue, 2018.— 54 ¢.—
Pesxxum mocryna: http://www.iprbookshop.ru/77320.html.— 3BC «IPRbooks»

6.AnucumoB A.A. MeHemxMmeHT B cdepe HMHGPOPMALUOHHONW O€30MacHOCTH [DJIEKTPOHHBIN
pecypc]/ AnucumoB A.A.— DIEKTPOH. TEKCTOBBIe maHHble.— M.: HHTepHEeT-YHUBEpPCUTET
Wudpopmammonnpix  Texwonmormit  (MHTYUT), 2016.— 212 c¢c—  Pexum  gocryna:
http://www.iprbookshop.ru/52182.html.— 5BC «IPRbooks»

1. http://internetsecure.ru/ InternetSecure.ru — 6e30MacHOCTh B HHTEPHET — HAOOP TEXHOJIOTHI
Y TIPOTPaMM JIJIsl paOOTHI B CETH H C KOMITBIOTEPOM

2. http://lwww.securityportal.ru/ Security Portal .RU — cBemenus mo 3amure nHbOpMaInH,
3alIUTe MPUBATHOCTH, OE30TTACHBIM CETEBBIM B3aUMOJICHCTBUSAM, KPUIITOTpapHH.

3. http://www.oszone.net/6213/ Obecnieuenue 6e30macHOCTH AeTel nmpu padbote B UHTEepHET
(cTaThs, CCBUTKH, MaTEpUATIBI)

9.2. MeTroanueckue yKazaHus JJis1 00yYAIOIIMXCS 1JISI OCBOEHUS M CHUIINHBI
(mpusoxenune)

10. MarepuajibHO-TEXHHYECKOE oOecnevyeHrue AUCHUILIAHBI «MHpopManuoHHass 0€30IaCHOCTh B
HU(pPoBOIi IKOHOMHKE

10.1

Jns mpoBeneHusl KayeCTBEHHOT0 00y4YeHHUs B JIAOOPATOPUHM HUCIIONB3YETCsl IPENOCTABICHHOE BEAYILIUMHU
(bupmMaMu-pa3pabOTIMKaMI COBPEMEHHOTO YPOBHSI IIPOrpaMMHOe 0OecTieueHHe.

1 Google Chrome.

2  IIpaBosas UC «l"apanT +», «KoHCYIBTaHT»

3  DnexrponHsIit 3aMoK "Cobornp"

4  C3U or HCJI Secret Net

B nabopatopun cozmepxarcs 3NEKTPOHHBIE BEPCHM METOOMUYECKHX YKa3aHMH K Ja00opaTopHBIM paboTam,
BOIIPOCHI K 3K3aMEHY.

10.2

[lomerenue anst camoctosiTensHOM padoTsl (I'maBHBI yueOHbE kopnyc DPI'BOY BO «I'posneHckuit
TOCYJapCTBEHHBIM HE(PTSHON TeXHWYecKuii yHuBepcuteT» 364902, UeueHckas pecmyOnuka, T. ['po3HBIH,
mpocnekT uM. X.A. Hcaesa, 100.

Aynutopus ocHaIeHa He0OXOANMON KOMITBIOTEPHON TEXHUKOM, B HAJIMYUH ecTh HeoOoxoaumoe [10:

WinPro 10 RUS Uprgrd OLP NL Acdmc;

OfficeStd RUS OLP NL Acdmc (mpaBo Ha wucmoib3oBaHue cornacHo Kontpakty Ne 267-3A/19 or
15.09.2019 r.) Cucrema 'APAHT (nponuerapHas IuiieH3us)

Visual Studio-(Freemium)

1C IIpennpusarue moroop ot 02.12.2020 peructpanmonHbie HOMepa NpoAyKToB (9334859; 9334952)
Sublime Text- (oTkpBITHIIT TOCTYII)

Notepad++ (OTKpBITBIN AOCTYII



Llpunoocenue

MeToanyeckue yKa3aHusi M0 0CBOCHHIO AHCHMIVIMHBI AAHpopMannoHHast
6e30macHOCTH B IH(POBOii IKOHOMUKE»

1. Meroanuyeckne yka3aHusi Jjs OOyYaIOUIUXCH MO MJIAHUPOBAHUIO U OPraHU3AIUH
BpeMeHH, He00X0IMMOr0 /ISl 0CBOEHUS THUCIUIIHHBI.

W3yueHne pekoMeHayeTcs HadyaTh ¢ O3HAKOMJICHHS ¢ pabodeld MporpaMMoi JUCHUIUIMHEI, €€
CTPYKTYpOHl U cojepKaHUEM pa3/eioB (MOAyneil), GOHIOM OLIEHOYHBIX CPEACTB, O3HAKOMMTHCS C
y4eOHO-METOANIECKUM U HHPOPMAIIMOHHBIM 00ECTICYeHUEM JAUCIUTUINHBIL.

Huctummaa «Hpopmanmonnas 0e30macHOCTh B IUGPOBOH IKOHOMHKE» CcOCTOMT u3 20
CBSI3aHHBIX MEX/Ty COOO0I0 TeM, 00eCIIeUNBAOIINX OCIIEIOBATEIbHOE H3YUCHIE MaTepraa.

O6yuenue no qucuumiauHe «MHpopManmonHast 6€30MacCHOCTb B IKOHOMHUKE» OCYLIECTBIISIETCS
B crenayromux Gopmax:

1. AyautopHsle 3aHATUS (JIEKLINH, JJAOOPATOPHbBIE 3aHATHUSA).

2. CamocrosiTenbHast padoTa cTyldeHTa (MMOATOTOBKA K JIEKIUSAM, JTa0OPaTOPHBIM 3aHATHSIM,
pebeparaM u WHBIM (QopMaM THUCBMEHHBIX pabOT, WHIUBUIAYAIbHAS KOHCYJIbTAHMS C
MIpernoaBaTesIeM).

3. NnTtepakTuBHBIE (HOPMBI TIPOBENEHUS 3aHATHI (JIEKIUSA-IUCKYCCHUS, TPYIIIOBOE pEIICHUE
Keiica u 1p. GopMBI).

Y4eOHbIi MaTepral CTPYKTYpUPOBaH U U3y4eHNE MUCIUTUTHHBI IIPOU3BOIUTCS BTEMATHIECKOM
nocienoBareIbHOCTH.  Kaxaomy 1abopaTopHOMY 3aHSATHIO W CAMOCTOSITENIFHOMY H3YYEHHUIO
MaTepualia TpPEIIIECTBYeT JIEKIUs MO MaHHOW Teme. OOydarommuecss CaMOCTOSATENBHO TPOBOIST
MPEBApUTENFHYI0 TIOJITOTOBKY K 3aHSATHIO, NPUHUMAIOT aKTUBHOE M TBOPYECKOE YyYacTHE B
O0OCYXJIEHUH TEOPETHYECKUX BOMPOCOB, pa3dope MpOOJEMHBIX CHUTyallMid M TOWCKOB ITyTeH WX
pemieHus. Muorue mnpoOiembl, H3ydyaeMble B Kypce, HOCAT JHUCKYCCHOHHBIM XapakTep, 4TO
MIpeIoaracT UHTEPAKTUBHBINA XapakTep MPOBEICHUS 3aHATHI Ha KOHKPETHBIX PUMeEpax.

OrnrcaHue moCiIeI0BaTeILHOCTH JIEHCTBUIM 00YJaroIerocs:

[Ipn wu3ydyeHHu Kypca cleAyeT BHUMATENbHO CIyIIaTh M KOHCIEKTUPOBAThH MaTepua,
u3JlaraéMblii Ha AayAUTOPHBIX 3aHATHAX. s ero NOHMMaHWsS W KAayeCTBEHHOTO YCBOCHHS
PEKOMEHIyEeTCS CIIEeYIONasi MOCIEA0BATEIbHOCTD JIEHCTBUM:

1. Ilocne okoH4YaHHs Y4YeOHBIX 3aHATUNA MJI 3aKpeIUIeHUs MaTepuaga MPOCMOTPETh H
00JlymMaTh TEKCT JICKIIMH, MPOCITYIIAaHHOW CEroJiHsA, pa3o0parh paccMoTpeHHble mpumepbl (10 — 15
MHUHYT).

2. Ilpy moAroToBKke K JEKUUU CIEAYIOMIETO IHS IMOBTOPUTH TEKCT MPEbIAyLIei JeKIuH,
0lyMaTh O TOM, KakKast MOKeT ObITh cieayrorias tema (10 - 15 munyT).

3. B Teuenue Henenu BHIOpaTh BpeMs IS pabOThI ¢ JuTepaTypoil B Oubnumoreke (mo 1
qacy).

4. Tlpu TOArOTOBKE K IJIA0OPaTOPHOMY 3aHSATHIO MOBTOPUTH OCHOBHBIE MOHATUS MO TEME,
U3YYUTh NMpUMEpbl. Pellas KOHKPETHYIO CUTYAlHIO, - MPEIBAPUTEIbHO MOHITH, KAaKOW TEOpEeTUYECKUi
MaTepuan Hy>KHO HCIOJb30BaTh. HaMeTHTh MiaH pemieHus, nonpoOoBaTh Ha €ro OCHOBE pemuTs 1 - 2
MIPAKTUYECKHUE CUTYALIUU.

2. MeTonnyeckne yKka3anus o padore o0y4aommxcsi BO BpeMsi IPOBeAeHHU JeKIHH.

Jlekuun  nmaroT  oOyyaromMMCSl ~ CUCTEMAaTH3UMPOBAaHHBbIE  3HAHUS [0  JAUCLUILIUHE,
KOHIICHTPUPYIOT HX BHHMAaHHE Ha HamOoyiee CIOKHBIX M BaXHBIX BorpocaX. Jlekunu oOBIYHO
U3JIaraloTcsl B TPAJMIMOHHOM WM B MpoOaeMHOM cTuie. s cTyeHTOB B OOJBIIMHCTBE CIIy4acB B
npobsemMHoM ctuiie. [IpoGiieMHBIN CTHIIB MO3BOJISET CTUMYJIUPOBATh AKTUBHYIO IO3HABATEIbHYIO
JEATeNbHOCTh OOYYaIOLIUXCS M UX MHTEpEC K JAUCLUILIMHE, (OPMUPOBATH TBOPUYECKOE MBIIICHHE,
npuberaTh K MPOTUBOIOCTABIEHUSM M CPaBHEHUSAM, JieNaTh 000O0IIeHUs, aKTUBU3UPOBATh BHUMAaHUE
oOyJaromuxcs MyTeM MOCTaHOBKU MPOOJIEMHBIX BOTIPOCOB, MOOIIPSTH JUCKYCCHIO.

Bo BpeMs JNEKIMOHHBIX 3aHATUH PEKOMEHAYETCs BECTH KOHCIEKTUPOBaHHE Y4eOHOTO
MaTepuana, oopamarte BHUMaHue Ha (OPMYIMPOBKM M KaTETOPHM, PACKPBIBAIOLINE CYTh TOTO WU
WHOTO SIBJIEHUS], WIN IIPOLIECCOB, BEIBOJIBI M TPAKTUYECKHE PEKOMEHAALINH.

KoHcnekT neknuu aydiie moApasiesTh Ha MyHKTbI, cOOI0as KPacHyl CTPOKY. DTOMY B
00JbIION cTeneHH OyIyT COCOOCTBOBATH BOIPOCHI IUIAHA JICKIMH, MPEATI0KEHHBIE MPEMOAABATEIISM.



Cnenyer oOpamarh BHUMAaHUE Ha aKIICHTHI, BBIBOJBI, KOTOpBIC JeJaceT MpPEeroaaBaTelb, OTMedas
HanboJiee Ba)KHBIE MOMEHTHI B JICKIIMOHHOM MaTepHalie 3aMe4aHusIMHU

«BAXKHO», «XOPOLIO 3alIOMHUTBHY» U T.NI. MOXKHO J€iaTh 3TO U C IIOMOIIBIO Pa3HOIBETHBIX MapKepOB
WM py4yeK, NOAYEPKUBAsi TEPMUHBI U OTIPEICIICHUS.

[lenecooOpa3zHo pa3paboTaTh COOCTBEHHYIO CHCTEMY COKpallleHu, abOpeBHaTyp U CHMBOJIOB.
Opnako npu JanpHeHIeld paboTe ¢ KOHCIIEKTOM CHMBOJIBI JIyUIlIe 3aMEHUTh OOBIYHBIMU CIIOBAMHM IS
OBICTPOTO 3pUTEIHHOTO BOCHIPUATHS TEKCTA.

PaboTtast Hajg KOHCHEKTOM JIEKIMH, HEOOXOAMMO HCIIOJIB30BaTh HE TOJBKO OCHOBHYIO
JUTEpaTypy, HO U Ty JIMUTEPATYpy, KOTOPYIO JAOIMOJHUTEIBHO PEKOMEH0BAN MpenojiaBarenb. IMeHHO
Takasi cepbe3Has, KpPOMOTJIuBas paboTa C JEKIHMOHHBIM MaTE€pPHajIOM IIO3BOJIUT TIIyOOKO OBJIANETh
TEOPETUYECKUM MaTEPUAJIOM.

Temaruka nexkuuii gaercs B paboueil mporpamme JAUCHUIIINHBI.

3. Mertoauyeckue YKa3aHus o0yyaromumcs no MOAT0TOBKE K
NPaKTHYeCKUM/CEMUHAPCKUM 3aHATHSIM.

Ha mpakTuyeckux 3aHATHSIX MPHUBETCTBYETCS aKTUBHOE YYacTHE B OOCYKICHWU KOHKPETHBIX
CUTYaIMi, CHIOCOOHOCTh HAa OCHOBE MOJIYYEHHbBIX 3HAaHUI HaXOoUTh Hanbosee 3h(peKTUBHBIE pelIeHus
MIOCTABJICHHBIX MpPOOJIEM, YMETb HAXOIUTh IIOJIE3HBIH JOIMOJHUTENbHBIA MaTepuag MO TeMaTHKe
CEMHMHAPCKUX 3aHSATHI.

CryneHTy peKOMEH1yeTCs CIIeIyIolas cXemMa MOArOTOBKU K CEMUHAPCKOMY 3aHATHIO:

1. O3HakomyIeHHME C TIJIAHOM MPAKTHYECKOTO 3aHsITHs, KOTOPBIH OTpakaeT CcoJepiKaHue
MPEI0KEHHON TEMBI;

2. [IpopaboTaTh KOHCITEKT JICKITHI;

3. IIpounTaTh OCHOBHYIO U JOTIOJHHUTEIBHYIO JTUTEPATYPY.

B nporecce moAroToBKM K MPaKTUYECKUM 3aHATHIM, HEOOXOAUMO 00paTUTh 0cO00€ BHUMAHNE
Ha  CAMOCTOSITEJIbHOE  M3Y4€HHWE PEKOMEHIOBAaHHOW  Jureparypbl. Ilpum  Bceil  moJsiHOTE
KOHCIIEKTHPOBAHUSA JIEKIIUU B HE HEBO3MOXKHO M3JIOKUTh BECh MaTepuai M3-3a JUMHUTA ayTUTOPHBIX
gacoB. [loaToMy camocrosTenbHass paboTta ¢ y4yeOHHKaMH, Yy4E€OHBIMH TIOCOOWSMH, HAyIHOM,
CIIPaBOYHOM JIUTEPATYPOM, MaTepuajiaMu MEePUOANUECKUX W3JMaHui U VIHTepHeTa siBiseTcs Hanbosee
3¢GEeKTUBHBIM  METOJIOM  MOJIYYEHHUS  JOMOJHUTENbHBIX 3HAHWM, TO3BOJIIET  3HAYUTEIBHO
aKTUBU3MPOBATH TIpOIleCC OBJIAACHHUS HWHMOpPMAIKEi, CocoOCTByeT OoJiee TIIyOOKOMY YCBOCHHIO
M3y4aeMoro matepuana, GopMUpYET y CTYACHTOB OTHOIIECHHE K KOHKpETHOW mpobieme. Bce HoBble
MOHATHS TO M3y4aeMON TeMe HeoOXOJUMO BBIyYUTh HaW3YCTh M BHECTH B TJIOCCApHUIl, KOTOPBII
1enecooOpa3Ho BECTH € CaMOro Havajia U3ydyeHus Kypca;

4. OTBETUTH Ha BOIIPOCHI [IJIaHa MTPAKTUUECKOTO 3aHSTHUS;

5. BeimosiHuTh ToMalliHee 3aJjaHue;

6. [IpopaboTaTh TecTOBBIC 3aaHUS U 33]]a4H;

7. Ilpu 3arpyaHenusix chopMylInpoBaTh BOIPOCHI K MIPENOIaBaTellto.

Pe3ynbrar Takoii paboThl JOHKEH MPOSIBUTHCS B CIIOCOOHOCTH CTY/IEHTa CBOOOJHO OTBETHUTH Ha
TEOPETUYECKUE BOIMPOCHI MPAKTHUKyMa, BBICTYNIaTh W YYacTBOBATh B KOJUIEKTUBHOM OOCYXIEHUU
BONIPOCOB H3Y4aeMOW TEMbl, NPABHJIBHO BBIMOJHITh MPAKTHUYECKHUE 3aJaHUS M WHBbIC 3a/aHus,
KOTOpBbIE NatoTcs B (POHJIE OLIEHOYHBIX CPEJCTB AUCIIUILITUHBIL.

3. Metoanueckne yKa3aHusi 00y4ar0uMCcs 110 OPraHU3alMU CAMOCTOATEIbHOM padoThl.

Ilenp opraHm3zanuy CaMOCTOSITENBHOW paboTel mo  aucHummHe «MHpopmarronHas
0e30MmacHOCTh B IUGPOBON HKOHOMHUKE» - ITO YriayOlieHHe U pacllupeHHe 3HaHUN B 00IacTH
T'yMaHUTapHBIX Hayk; (OpPMHpOBaHHE HaBbIKA M HHTEpeca K CaMOCTOSATEIbHOW MO3HABATEIBHOMN
JIeSITeILHOCTH.

CamocTtosarenbHas padoTa 00yJaromuXcs SBJISETCS] BAXKHEUIINM BHJIOM OCBOCHHSI COJICPKAHUS
JUCIUIUTAHBL, TIOATOTOBKH K MPAaKTUYECKUM 3aHATHSIM U K KOHTPOJIbHOU paboTe. Crofa e OTHOCSTCS
U CaMOCTOSTENhHOE YIIyOJeHHOEe u3ydyeHue TeM aucuuiuimebl. CamocrositensHas —pabora
MPEJICTaBIsIeT CO0OM TMOCTOSHHO NEHCTBYIOIIYIO CHUCTEMY, OCHOBY 00pa30BaTeIbHOTrO Ipolecca U
HOCHUT HCCIEAOBATEIbCKUN XapakTep, YTO TMOCIYKUT B OyayleM OCHOBaHWEM JUIsl HAIUCAHHS
BBINTYCKHOM KBaJM(UKAIIMOHHONW PabOThI, MPAKTUUYECKOTO MPUMEHEHHUS TIOTyICHHBIX 3HAHHH.

Opranuzanus caMoCTOSTeNIbHOW PaboThl 00YJArOIINXCS OPUEHTHPYETCS Ha aKTUBHBIE METOJIbI
OBJAJICHUS] 3HAHUSAMHU, pPaA3BUTHE TBOPUYECKUX CIIOCOOHOCTEH, TMmepexoJ OT MOTOYHOTO K
WHIUBUAYTU3UPOBAHHOMY O0YUEHHIO, C YUETOM MOTPEOHOCTEH U BO3MOXKHOCTEH JIMYHOCTH.



[IpaBunbHast OpraHu3alys CaMOCTOATENBHBIX YYEOHBIX 3aHATUH, MX CHUCTEMaTHYHOCTH,
1esecoodpa3Hoe IUIAHUPOBaHKWE PAa0OYEero BPEMEHU MO3BOJISIET CTYIEHTaM pa3BUBaThb YMEHUS U
HaBBIKM B YCBOCHHM M CHCTEMATH3allMU MPHOOpPETaeMBbIX 3HAHWUU, 00ECIeUYrnBaTh BBICOKHHI YPOBEHb
YCIIEBAEMOCTH B IEPHOJ 00YUSHHS, ITOJTyYUTh HABBIKH MMOBBIIICHUS TIPOPECCHOHATBHOTO YPOBHSI.

[TonroTtoBka K MpPaKTHUYECKOMY 3aHATHIO BKJIIOYAeT, KpPOME TPOpPAabOTKH KOHCIEKTa U
MPE3CHTAIMH JICKIIUY, I[OUCK JIUTEPaTyphl (IO PEKOMEHIOBAHHBIM CIHCKAM U CaMOCTOSTENBHO),
MOJTOTOBKY 3aroTOBOK /Ui BBICTYIUICHMH 1O BOIPOCAM, BBIHOCUMBIM JUIS OOCYXAEHUS IO
KOHKpeTHOW TeMme. Takue 3aroTOBKM MOTYT BKIIIOYATh LUTATHI, (PaKTHl, COMOCTABICHUE PA3IMYHBIX
no3uuui, coOcTBeHHble Mbicau. Eciau npobnema 3aumHTEepecoBajlia O0YYarolIerocsi, OH MOXKET
MOJTOTOBUTH pedepaT M BBHICTYNIUTH C HUM Ha MPAKTUYECKOM 3aHATHH. [IpakTudeckoe 3aHsATHE - 3TO,
MIPEKJE BCEro, TUCKycCHs, OOCYKIEHHE KOHKPETHOM CHUTyalluM, TO €CThb HpEIIoJiaraeT yMEHUe
BHUMATEJIBHO CIYIIATh YICHOB MaJOW IpYINIbl U MOJEpaTopa, a TaKXKe CTapaTrbcs BbICKAa3aTb CBOE
MHEHHE, BBICKa3bIBaTh COOCTBEHHBIC HJIEH W MPEJIOKEHUS, YTOUHATH M 3a/IaBaTh BOIPOCHI KOJUIEraM
10 0OCYXKJICHHUIO.

[Ipn moaroToBke K KOHTPOJIBHON paboTe OOydyaroUMiCsl JOKEH MOBTOPSTH NMPOWICHHBIN
MaTepuag B CTPOIOM COOTBETCTBHUM € Y4e€OHOM HporpaMMoOil, MCHOJB3Ysl KOHCIEKT JIEKUUH |
JUTEepaTypy, PEKOMEHJIOBaHHYIO mpenojaBaTeneM. [Ipu HE0OXOAMMOCTHM MOXHO OOpaTUThCA 3a
KOHCYJIbTalle U METOANYECKOM MOMOIUIBIO K MTPENogaBaTellto.

CamocTtosTrenbHas paboTa peanusyercs:

— HEMOCPENICTBEHHO B MPOIECCE ayJAUTOPHBIX 3aHATHHN - HA JICKIHAX, TPAKTUICCKUX 3aHITHSAX;

— B KOHTaKTe C IpernojaBaTelieM BHE PaMOK PAaclUCaHUs - Ha KOHCYJIbTAMSIX MO y4eOHBIM
BOIIPOCaM, B XOJIe¢ TBOPYECKHX KOHTAKTOB, NPU JIMKBHIAIMH 3aJ0JDKEHHOCTEH, TPU BBITIOJTHEHUH
WH/IMBUYAIbHBIX 331aHUH U T.]I.

— B Oubmuoteke, noma, Ha Kadeape TMpU BHITOJTHCHHUH OOy4JaIOMUMCS Yy4YEOHBIX U
MPAKTUIECKUX 3a/1aY.

Buapst CPC u kpuTepuun o1ieHOK
(mo 6amtpHO-perTuHToBOM cucteme [ THTY, CPC onenuBaercs B 15 6aiioB)
1. Jloxmanm
2.

Tembl [u11 camMOCTOATENBHOW pabOTHl MpONHCaHbl B paboueil mporpamMme AUCLHUILIMHBI.
O} heKTUBHBIM CPEJICTBOM OCYIIECTBICHUSI OOYYAIOIIMMCSI CaMOCTOSITCIIBHOW pPabOThI SBISETCS
3JIEKTPOHHAast UH()OPMAIIMOHHO-00pa30BaTe/lbHas cpella YHUBEPCUTETa, KOTOpast 00eCIeunBaeT 10CTyII
K Y4eOHbIM IUIaHaM, pPabOYMM @porpaMMam JAUCUUIUIMH (MOJylel), NpakTHK, K H3JaHHIM
JIEKTPOHHBIX OMOIMOTEUHBIX CUCTEM.



CocTaBuTe b

AcCHCTEHT ) /A6aynaes M.K. /
COTI'JIACOBAHO:
3aB.kadenpoit «ICO» /Maromaesa JL.P./

3as. Beimyckaromeit kad. «ICI» W /Maromaesa JL.P./

£X g
Hupexrop AYMP G%’ /Maromaesa M.A./




	Методические указания по освоению дисциплины «Информационная безопасность в цифровой экономике»
	2. Методические указания по работе обучающихся во время проведения лекций.
	3. Методические указания обучающимся по подготовке к практическим/семинарским занятиям.
	3. Методические указания обучающимся по организации самостоятельной работы.

