[loKyMeHT NoAnucaH NpoCToil 3NeKTPOHHOM NOANMUCHI0
NHbopmaums o Bnagenbue:

EVIO: M”ngmimq‘ﬂ?@m HAYKH Y BBICIIET'O OBPA3BOBAHUSI POCCUIICKOM ®EJNEPAIIIA
O/DKHOCTb: FEKTOP

Nara noaEROIHERCKI EOCYIAPCTBEHHBIN HE®TAHON TEXHUYECKUN YHUBEPCUTET

YHUKanbHbI MPOrpaMMHbIA KIKOY:
236bec35296f119dbzafdc22836b21db52dbc07E ST AAREMIA /T Mutmormiicona

«YTBEPXJAIO»

PABOYASA IPOI'PAMMA

UCIHAIUINHBI

«MHdpopmManoHHas 0€30IACHOCTH»

HanpaBﬂeHne NOAT0OTOBKH

38.03.01 DkoHOMUKA

Hanpasiaennoctsb (npoduJinb)

«IKOHOMUKA MPEANPUITHI U OpraHu3aIui (B CTPOUTEIHCTBE)»

KBanudpuxauus

Oakanasp

I'ox Havasa moaroToBku:. 2022

['po3nbrii - 2022



1. He.ﬂl/l H 3a1a4Y1 OCBOCHHUSA NUCHHUITINHBI

Heablo w3yyeHHs ITUCHMIUIMHBI SBJISETCS O3HAKOMIIGHHE CTYICHTOB C OCHOBHBIMHU
HOHATHAMH M ONpEACICHUSIMA HH(POPMAIMOHHONW 0€30MacHOCTH; HMCTOYHHUKAMH, PHUCKAaMH H
dopmamu arak Ha uWHGPOpPMAIMIO;, Yrpo3aMH, KOTOPBIMH MOJBEpraercs HHGOpMAIHS;
BPEIOHOCHBIMH ITPOTPaMMaMy; 3alIUTONH OT KOMIBIOTEPHBIX BHPYCOB M JPYTHX BPEJOHOCHBIX
nporpaMMaM; METOJaMH M CpPEACTBaMHU 3allUThl WHGOpPMAlMU; TOJUTHKONW O0e30macHOCTH
KOMIIAHMM B 00JacTd WH(GOpPMANMOHHOW OE30MacHOCTH; CTaHAapTaMH HH(MOPMAMOHHOH
0€30I1aCHOCTH; KPUNTOTpapUUECKUMH METOJAaMU M ITOPUTMaMH IU(PpPOBaHUS WH(POPMALINY;
ITOPUTMaMH ayTEHTU(HUKAIMHU TI0JIb30BaTENIEeH; 3aUTOH HH(OPMALUK B CETSIX; TPEOOBAHUSIM
K CHCTEMaM 3aluThl HH()OpMAaIIH.

3agaya AMCHUIUIMHBL O3HAKOMHUTH CTYACHTOB C TCHACHLUMSMH DPAa3BUTHS 3aIlUTHI
UHPOPMALIUK C MOJEISIMU BO3MOXHBIX yIpo3, TEPMHHOJIOTUEH W OCHOBHBIMH IOHSTHUSMHU
TEOpUH 3alUThl UH(OpMALNK, a TaK )K€ C HOPMAaTHBHBIMU JIOKYMEHTaMU M METOJIaMH 3aIUTHI

KOMIIBIOTEPHON MHPOpMAITIH.

2. MecTO AMCUUIIMHBI B CTPYKTYpe 00pa30BaTe/IbHOM MPOrpaMMbl

HI/ICHI/IHHI/IHa 110 BBI60py BTOpPOIro MoOAyJsl, OTHOCHUTCA K YaCTU

dbopmupyemoit

y4acTHHUKaMHu OOpa30BaTENbHBIX OTHOLIEHUH. [l wu3ydeHuss Kypca TpeOyeTcs OCBOCHHE
cnenyromumx aucuuiing: « Mapopmaruka», « CTaTUCTUYECKUI aHATTU3»

3. IlepeyeHb IUIAaHUPYEMBIX Pe3yJabTATOB O00y4eHHs MO AUCHMILINHE (MOAYJI0),
COOTHECEHHBIX C HHANKATOPAMHM JOCTHKEeHUSI KOMIIeTeHI Uil

Taoauna 1
Kox nmo ®1OC NHauKkaTopbl 10CTHKEHUS Ilnanupyemblie pe3yJbTaTbl 00y4eHUsl IO
aucuuniune (3YB)
Oo6menpodgeccuoHaIbHbIE
OIIK-5.3. ®opmynupyet 3HaTh!
NPUHLUIEL, METOBI U CPEACTBA - Butel yrpo3 MC u MeTozbl obecnieueHust
OIIK-5 pelIeHNs CTaHIaPTHBIX 3a1a4 UH()OPMALIMOHHO 0€3011aCHOCTH; IPaBOBBIE
CrniocobeH po(heCCUOHAIBHOMN JIEATEILHOCTA | OCHOBBI 3aIIUTHI KOMITBIOTEPHOM
UCIIOJIb30BaTh Ha OCHOBE MH(OPMAIMOHHOH U uH(popMaLUK; CTaHIapTHI;
COBpEMEHHBIE Ooubnmorpaduveckoi KyabTypel ¢ | YMeThb:
UHQOPMaIOHHEIE NpUMEeHEeHueM HHPOPMAITUOHHO - BBISIBIISITH U OLIEHUBATH YTPO3bI
TEXHOJIOTHH U KOMMYHHKAIIMOHHBIX TEXHOJOTHH | WHPOPMAIMOHHON O€30MacHOCTH,
porpaMMHbIE U C Y4€TOM OCHOBHBIX TPEOOBaHMI | OOOCHOBBIBATH OPraHH3AOHHO-
CpeZcTBa IpH WHQOPMAIMOHHOHN 0€30MaCHOCTH | TEXHHUYECKHE MEPOTIPHUSTHS 110 3alUTe
pelieHnu nHpopmaimu B UC;
npodeccnoHaTbHBIX Bianers:
3a71a4 - HaBBIKAMU pabOTHI C Pa3INIHBIMH

WUCTOYHUKAMH WH(POPMAIIUH;

OIIK-5.4 Pemaet ctannapTHbIe
3a1a4u npoecCHOHAIBHOM
JIeSITeIbHOCTH Ha OCHOBE
UHQOPMAITMOHHOHN H
Ooubnuorpaduueckon KyabTyphl ¢
NpUMEHEeHuEeM HHPOPMALTHOHHO
KOMMYHHKAIIMOHHBIX TEXHOJIOTHIA
Y C yYETOM OCHOBHBIX TpeOOBaHUN
WH(POPMAIMOHHOW 0€301MacCHOCTH

3HaTh:

- TpeOoBaHMs HUH()OPMAITMOHHBIX CHCTEM
YmMmern:

- IPOBOAMTD aHAJIN3 HHGOPMAIIMOHHOU
0e3omacHOCTH 00BEKTOB HH)OPMATH3ALUH
Ha COOTBETCTBUE TPEOOBAHUAM CTaHAAPTOB
B 00j1acTH HH(POPMAIIMOHHON 0€30MIaCHOCTH;
Baagers:

- HaBBIKAMU TTOCTPOCHUS CUCTEMBI
MH(GOPMAITMOHHOM 0€30MaCHOCTH B
YCJIOBUSIX JEHCTBYIOLIUX YTPO3,
(hopMHPOBaHMSI KOMILJIEKCA CPEACTB 3aILUTHI




4. O0beM TUCHHUILVIMHBI U BUIbI Y4eOHOH padoThI

Taoaumna 2
Bcero
. qacoB/3.e. Cemectper
Bup y4yeOHoii padoThI 5 5
101010 0390 0P0 0390
KonTakTHas padora (Bcero) 60/1,7 32/0,8 60 32
B Tom uncne:
Jlexuu 24/0,7 16/0,4 24 16
[TpakTHYecKHe 3aHATHS 36/1 16/0,4 36 16
CeMuHapbl
JlaboparopHbie pabOThI
CamocrosiTeibHas padoTa (Bcero) 84/2,3 112/3,2 84 112
B Tom uucne:
Jlokmae! 12/0,3 40/1,1 12 40
[ToaroToBKa K MPaKTUYECKUM 3aHATHIIM 36/1 36/1 36 36
IToaroToBka K 3a4ety 36/1 36/1 36 36
Bu npoMeXyTOUHOM aTTecTaluu 3auer 3auer 3auer 3auer
OGuwas TPYA0CMKOCTE | BOEFQ g wacax. |~ 4 144 144 144
JICITUTUTAHBI
BCETI'O B 3au. en. 4 4 4 4
5. Coaepxanue IMCHUIIIMHBI
5.1. Pa3zgespl AMCHMIIMHBI 1 BUABI 3aHATHH
Taéaunua 3
Ne HanmenoBanue pasaeia Jlexw. IIpakr. | Beero
n/n AHCIHUILINHBI M0 ceMecTpaM 3aHATHS | 3aHATHS | YaCOB
1 | Beenenue B MHHQOPMAIIMOHHYIO 0€30M1aCHOCTh 2 4 6
2 3amaun U MeTo1bl HH(MOOPMAITMOHHOM 0€30MMaCHOCTH 4 4 8
3 | Yrpo3sl nHpopManmoHHON 6€300aCHOCTH 2 4 6
4 [ToTeHMaabHbIe MPOTUBHUKHU M aTaKU 2 4 6
5 Crannaptel obecneuenus: b 2 4 6
6 OpraHu3anoHHO-TIPaBOBbIE METO bl HH(POPMALIMOHHOM 4 4 8
0€30MacHOCTH
7 3aKoHOATEIbHBIN YPOBEHb HH(OPMAIIMOHHOM 4 6 10
0e30MacHOCTH
8 AJIMUHHCTpPATUBHBIN YPOBEHb HH(OPMAIIMOHHON 4 6 10
0e30MacHOCTH
Bcero 24 36 60




5.2. JIeKIIMOHHBIE 3aHATHSA

Taoauna 4
Ne HaumenoBanme pa3jaesna
Coaeprxanue pasgesa
n/m AUCHMILINHBI
8 cemecTp
BBenenue B nHGOpMaIMOHHYIO [MonsTtue "NubopmaronHas 6€30MacHOCTb'
06e301acHOCTh 1. ITpoGnema naGOpMaITMOHHOM 6€30MaCHOCTH
ol1mecTBa
1' n
2. Onpenenenue nousaTus "MuadopmannonHas
0€301macHOCTb"
3. Cocrapsironiue nHOOPMAIIMOHHONW 0€301TaCHOCTH
3amauu U METOIbI 1. 3agaun nHGOPMALMOHHON 6E30MACHOCTH
2 nH(pOpMaIMOHHOM 0€30MacHOCTH | 00IIecTBa
' 2. YpoBHH (hopMupOBaHHS PeKUMa HHPOPMAITIOHHON
0€30MacHOCTH
Yrpo3bl UHPOPMAITMOHHON .
3. p $op VYrpo3bl UHPOPMALIMOHHON 6€3011aCHOCTH
0e30MacHOCTH
[ToTeHnManbHBIC TPOTUBHUKH U
4. [ToTeHnManbHBIC TPOTUBHUKA U aTaKU
aTaKu
Crannaptel ooecnieuenus b CrannapTbl HHGOPMAITMOHHON OE30MTaCHOCTH
1. OOGmme kputepun
S. 2. Crangaptsl HHQOPMAIIMOHHON 0€30MacHOCTH
pacnpeieieHHbIX CUCTEM
3. Cranmaptsl HHGOPMAIIMOHHOW Oe30macHOCTH B PO
OpranuzanoHHO-IIPABOBbIE
. Opranu3aloOHHO-TIPABOBbIE METO IbI
6. MeTO 16l HH(OPMAITMOHHOM o
MH(POPMAIIMOHHOHN 0€30MacCHOCTH
0€30MacHOCTH
3aKkoHOAATEIbHBINA YPOBEHD 1. IIpaBoBBIE OCHOBBI HH(GOPMAITIOHHOMN
MH(pOpMaLOHHON 0e301macHOCTH 0011IecTBa
0e30MacHOCTH 2. OCHOBHBI€ TTOJIOYKEHUS BAYKHEUIIINX 3aKOHOAATENBHBIX
7. axtoB P® B obnactu nHGOpMaIMOHHON O€30MaCHOCTH
3aIThl UHOPMAITU
OTBETCTBEHHOCTH 32 HApYIIIEHUs B c(pepe
MH(POPMALIMOHHOHN 0e30MaCHOCTH
AIMUHUCTPATUBHBIA YPOBEHB 1. Lenwn, 3amaun U coqiepKaHue aIMUHACTPATUBHOTO
8 UH(OPMAIIMOHHON 0E30MaCHOCTH | YPOBHS

2. Pa3zpaboTka NOMUTUKHA HHPOPMAIIMOHHOM
0e30macHOCTH




5.3. JIabopaTOPHBIX 3aHATHH- HET

5.4 IlpakTHyeckue 3aHATHSA

IJJ‘;)I HaunmenoBanmue pa3aena HaumenoBanmue 1a6opaTopHbIX padoT

1. | IIpakTudyeckass padora Nel. Pabota co cripaBkoii: cepTuduKaTsl, 6€30MacHbIC

YcraHoBKa U yaaneHue cepTuUKaTOB. y31bl. Y CTaHOBKA U yAajeHue ceptudukaTos. [lonrotoBka
oTyera

2. | IpakTyeckast padora Ne2. IlepBuYHBIE HACTPOIiKHN 0003peBaTeIsl, HA3ZHAYEHHE
Hactpoiika ypoBHs 6e30macHOCTH, Be0-y3J1y 30HbI 0€30MaCHOCTH, HACTPOIKH
KOH(QUACHLIUAIBHOCTH U aBT03aM0JHEHHSs1, CPeCTB 0e30MaCHOCTH
a3 dekTHBHOCTH PAOOTHI TPOTPAMMEBI
INTERNET EXPLORER.

3. | IpakTnueckas padora Ne3. Anajau3 Buael yrpo3 u XxapakTep OpouCX0kKACHUS YyIPO3
YIPo3 M 3alIMIIEHHOCTH 00bEeKTAa

4, | IlpakTuyeckasi padora Ned OcBoeHne CpeACTB aAMUHHUCTPATOpa  OIEPAIHOHHON
PasrpanuyeHue npas nojb3oBareneid | cucrems Windows.
B 3aIIMIIEHHBIX BEPCHSIX
onepanuoHHoii cucrembl Windows

5. | IpakTuyeckass padora Ne5 OcBoeHUsI CPEeACTB aAMUHUCTPATOpa U ayAUTOpa BepCUl

omnepannonHoi cuctembl Windows, nipeiHa3HaYeHHBIX 1S

Peasm3anus moauTHKH 6e30macHOCTH ® OMNpe/eNeHHs TapaMeTPOB MONUTHKH OE30I1aCHOCTH;
B BEPCUAX OMnepanuoOHHOI CHCTEMBI ® OIpEIEIIEHUs ITapaMETPOB MOJIUTHKHU ayIUTa;
Windows e [POCMOTPA M OYMCTKH JKypHAsa ayIura.

6. | [IpakTnuyeckass padora Ne6 OcBoeHune CpeacTB ormepaironHon cuctembr  Windows,

PasrpanunyeHue 10CTyna K pecypcam B
BepPCHUAX ONEPALMOHHOM CHCTEMbI
Windows

MpeJHa3HaYCHHBIX IS

® pasrpaHUuEHHs JOCTyHna CyObEKTOB K MamkaMm |
(hatinmam;

® pasrpaHUuEHHs JOCTyIa CyObEKTOB K MIPUHTEPaM;

® pasrpaHMYEHUS JIOCTyMa K pa3/iesiaM peecTpa;

e oOecrieueHus1 KOH(UACHIIMATBHOCTH TAOK U (ailyioB C
TOMOIIbI0 mudpyromiei GpanaoBoil CHCTEMBI.

6. CamocTosiTeIbHAsI paG0oTa CTYA€HTOB

6.1. Bonnpocsl 1J1s1 10K/1a12

Ne
w/n TeMbl 1JI51 CAMOCTOSITEJILHOTO U3YYEeHH S
1. Ob6ecnevenne nHGOPMAITMOHHON O€30MTaCHOCTH B OAHKOBCKHUX U (DMHAHCOBBIX
CTPYKTYypax
2. AHanu3 MUPOBOTO PhIHKA OMOMETPUIECKUX CHCTEM, UCITOJIb3YEMbIX B CUCTEMAaxX

obecniedeHus HHGHOPMAIIMOHHON 6€30MacCHOCTH

Amnamms MHPOBOI'O pbIHKa AHTUBHUPYCHOT'O IIPOTrPaAMMHOI'O obecnieucHUs

DnexTpoHHas 1 poBas MOANKUCE.

KomnerorepHast npectynHocts B Poccun

Anroputmsl IM(PPOBOI MOATUCH

CrocoOs1

3alIMTBI ONICPATMOHHBIX CUCTEM

3
4
S.
6. Monens yrpo3 uadopMmaiuu Ha reppuropun PO
7
8
9

DKOHOMHMYECKHE OCHOBBI 3alllUThl KOHOUACHIHAIbHOW MHGOpMaLUU

10. | AHanu3 MEPOBOTO PhIHKAa aHTUBUPYCHOT'O MPOTPAMMHOT0 00eceueHHsI

11. | Ayaut 6e30MacHOCTH KOPHIOPATHUBHBIX HHPOPMAIIMOHHBIX CUCTEM

12. | be3onacHOCTh 3JIEKTPOHHOM MouThl U IHTEpHET

13. | Buapl W Ha3HaYeHHWE TEXHWYECKHX CPEICTB 3allMUThl WHPOPMALUU B
IIOMEUICHUAX, HUCIOIb3YEMBIX JUIsl BEICHUS IEPErOBOPOB U COBEILAHUI




14. | Buapl aynuTta uHGOpMAIMOHHON 0€30MacHOCTH

15. | Beibop nmokasatesneii 3alMIIeHHOCTH OT HECAaHKIIMOHUPOBAHHOTO JIOCTYTA K
uHbOopMaU

16. | I'ocymapcTBeHHas cucTema 3ainuThl nHGopManuu PO

17. | Meronpl 3aliMThl ayJu0 U BU3YaJIbHBIX JOKYMEHTOB

18. | Meroapl 3alIMTHl JIOKYMEHTOB Ha OYMa)KHBIX HOCHUTEINSAX

19. | Metonub! u cpeactBa obecneuenus 6e3omacHoctu 10

20. | Meronbl CKpbITOM nepeaayn HHQOpMaIIH

21. | Meroibl 5KOHOMHYECKOI0 aHajlu3a CUCTEM MH(POPMALMOHHOH 0€30MacHOCTH

22. | IlpoGaembl 6€30MaCHOCTH | ITyTH UX PELICHUS B COBPEMEHHBIX KOMIIBIOTEPHBIX
ceTsax

23. | CoBpeMeHHBIE TEXHOJIOTUU apXUBUPOBAHUS TAHHBIX

24. | TexHOJ0THH PEe3epBHOTO KOMMPOBAHUS JTAHHBIX

25. | YmpaBnenue 0€30MacHOCTHIO NPWIOKEHUH (HA MpUMepe KOMIAHMH. . ..)

6.2. Bompochl /151 cAMOCTOAITEILHOTO N3yUeHus 8 cemecTp

Ne

w/n TeMbl 1151 CAMOCTOATEIbHOI0 H3YYeHHUS

1. [IpoGiembl 0€3011aCHOCTH B JIOKAJIBHBIX CETSIX

2. Texnonoruu 3amutel Web-pecypcoB OT B3JI0Ma U XaK€PCKHX aTak

3. [Tpo6sieMbl 6€30MacCHOCTH B TI100aTBHBIX CETAX

4. [TonmuTrka nHMOpMaMOHHOH Oe30omacHoCTH B PD

5. [TonuTtuka nadopmanmonHoi 6e3omacaoctu B CIITA

6. Konnenmus 31eKTpOHHOTO JOKYMEHTA U MPOOJIEMBI IPABOBOTO PETYIMPOBAHUS
JIEKTPOHHO-IIM(PPOBON NOANHUCU

7. Cranpmaptsl mudpoBaHus

8. MeToib1 3a1UTHl peueBoil HHGOpMaIH

9. Bupl KOMIIBIOTEPHBIX IPABOHAPYILICHUIA.

10. | MeTo/ibl 3aIIMTHI ayJIMO U BU3YaJbHBIX JOKYMEHTOB

11. | Mero/ibl 3alMTHI JOKYMEHTOB Ha OYMa)KHbBIX HOCHUTEIISIX

12. | MeTo/ 161 BHEIPEHHS TPOTPAMMHBIX 3aKJIaI0K

13. | Metons! 3amuTel nuHGopManuu B UHTEpHET.

14. | MeTo/1bl 3a1IMTHI OT MAKPO-BHUPYCOB

15. | MeTo/ibl 3alMTHI IPOrpaMM OT HECAHKIIMOHUPOBAHHBIX M3MEHEHUI

16. | MeTo/ibI 3aIMTHI peueBoil HHGOpMAIIUU

17. | Metojsbl u cpesicTBa 60pbObI CO claMoOM

18. | Merojsl u cpescTBa obecneuenus 6ezonacuoctu 110

19. | Merojbl epexBaTa ¥ HaBA3bIBaHUSI HHOOPMAITHH

20. | Meronb! moucka u cbopa nHGOpMAIIUK.

21. | Meroibl CKpbITOM NIepeayn HHGOpMaIMU

22. | MeToibl 5KOHOMHUYECKOT'0 aHaJM3a CUCTEM MH(OPMAIIMOHHOW 0€30MaCHOCTH

23. | Meronbl 3alMThl ayJJM0 U BU3YaJIbHBIX JOKYMEHTOB

24. | Meronpl 3alMTHl JOKYMEHTOB Ha OYMa)KHBIX HOCHTEJSIX

25. | Mertonbl BHEpEHUS MPOTPAMMHBIX 3aKJIaI0K

26. | Merosapbl 3aumThl nHGopMaiu B MHTepHeT.




7.

OuneHouHble cpeacrsa

7.1. Bonpocskl kK NepBoii py0e:kHOM aTTecTAlMH

ok wdE

BBenenue B uHbopMaimoHHyo 6€30MacHOCTh

3amaun 1 MeTo 16l HHPOPMAIIMOHHOW 0€301aCHOCTH

VYrpo3sl uHPOPMALIMOHHON 6€30aCHOCTH

[ToTeHnManpHbIC TPOTUBHUKU U aTaKU

Crannmaptel ooecnieuenus b

3aKoHOaTeNbHBIN YPOBEHb HH()OPMAIIIOHHON 0€3011aCHOCTH

7.2. Bonpochl KO BTOPOii py0e:KHO aTTecTalMI

1.
2.

AJMUHUCTPATUBHBIN ypoBeHb NHPOPMAIIMOHHOI 0€30MacHOCTH
OcCHOBHBIE TIOJIOKEHUS TEOPUH HH(DOPMAIIMOHHOM 0€30TTaCHOCTH

HH(bOpMaL[HOHHBIX CHUCTEM

3.

OCHOBHBIC TEXHOJIOTUH IMOCTPOCHUSA 3aINIICHHBIX S9KOHOMHWYCCKUX

HH(bOpMaL[HOHHBIX CHCTCM.

4.

S.
6.
7.

Mognens yrpo3 uadopmanuu Ha Tepputopun PO

Crioco0bl  3aIUTHI ONEPALUOHHBIX CUCTEM

AHanau3 MUPOBOTO PbIHKA AHTUBUPYCHOI'O IPOIPaMMHOI0 00ecreyeHus
KomnrerorepHas npectynHocts B Poccun

Obpaszey bunema pybexcHou ammecmayuu

T'PO3SHEHCKHUM T'OCYJAPCTBEHHBIN HE®TSIHOM TEXHUYECKHUI
YHUBEPCHUTET

HNHcTuTyT 1MPOBOii FIKOHOMUKHU ¥ TEXHOJIOTHYECKOT0 MPeINPHHIMATEIHCTBA
I'pynna «9C» Cemectp 8

Kagenpa «ndopmaninoHHble CUCTEMBI B 9)KOHOMUKE»
Jucunmumna UudopmaiimonHas 6€301nacHOCTh

1. CucreMa 11eH B IPOMBIIUIEHHOCTH
2. Metoabl onpeieIeHNs BEIPYUYKH, (GaKTOPbI, BIUSIOIINE HA €€ BETUUNHY
3. HanpaBnieHust HCIIOJIB30BaHUS BBIPYUKH NPEATPUATHUS

[Toamuces npenoaaBaresns [Toamnucek 3aB. kadenpoit

7.3. Bompocsl k 3auety

NoakowhE

BBenenue B mHGpOpMaMOHHYIO O€30MaCHOCTD

3agauu ¥ MeTO/Ibl MHPOPMAITMOHHOW OE€30M1aCHOCTH

Yrpo3sl nHpOpMAITMOHHOW 0€30MMacHOCTH

[ToTreHnManbHbIE IPOTUBHUKU U aTaKU

Crannmaptel ooecnieuenus b

3aKoHOATEIbHBIN YPOBEHb HH(OPMAIIMOHHOMN 0€30MacHOCTH
AJMUHUCTPAaTUBHBIN ypoBEeHb NHPOPMAIIMOHHOI 0e30MacHOCTH



8. OcHOBHBIE TIOJIOKEHUS TEOPUU MHPOPMAITMOHHOM 0€30MMacHOCTH
MH()OPMALIMOHHBIX CUCTEM

9. OcHOBHBIE TEXHOJIOTUN OCTPOCHHUS 3AIUIIEHHBIX YKOHOMHYECKUX
MH()OPMAIIMOHHBIX CHCTEM.

10. Mogens yrpo3 undopmaruu Ha Tepputopun PO

11. CrocoObl  3amMTHI ONEPALIMOHHBIX CUCTEM

12. AHanu3 MUPOBOTO PbIHKA AHTUBHPYCHOT'O IPOrPaMMHOTO 0OeCTIeYeHHs

13. KommbroTepHas npecTynHocTs B Poccun

Obpaszey bunema x 3auemy (8 cemecmp)
I'po3HeHckmii rocyrapcTBeHHbIH HeQTAHOM TeXHMYECKHI YHMBEPCHTET
HNucturyT undpoBoii IKOHOMHKH U TEXHOJIOTHYECKOT0 MPeINPHHIMATEIbCTBA

Kadenpa «9xkoHOMUKA U yIpaBiIcHHAE HA TPEIIPUSTHI»
I'pynna "B2C" Cemectp "8"
Jucuumimna "Uudopmannonnas 6e30nacHOCTb'
Buaer Ne 1

1. VYrpo3ssl unbopManmoHHoit 6e30macHoCTH
2. TloreHumaabHBIC TPOTUBHUKU U aTaKU

Ilpenooasamens Aboynaee M.K.

3as. kagheopoin «HCI» JI.P. Mazomaesa

7.4. Tekymuii KOHTPOJIb

IIpakTnyeckass padora Nel.
VYcraHoBKa U yAajdeHHe cepTU(UKATOB.

IIpakTuyeckass padora Ne2.
Hacrtpoiika ypoBHs 0e30macHOCTH, KOHQUIECHUHAIbHOCTH U 3(PPEKTUBHOCTH

pa6oter mporpammbel INTERNET EXPLORER.

IIpakTnueckas padota Ne3.
AHanu3 yrpo3 ¥ 3aluIIeHHOCTH 00bEeKTa.

IIpakTnyeckas padora Ned
Coznanne caMonoNUCaHHbIX CEPTU(PUKATOB.

IIpakTnueckas padora Ne5
Peanu3anus monuTrku 6€30MaCHOCTH B BEPCHSX OneparnoHHoi cucremb Windows

IIpakTnueckas padora Ne6
Pasrpanndenue goctyma K pecypcaM B BEpCHsIX ornepannoHHo cucrembl Windows



Oopasey npakmuyueckoii padbomot
IIpakTnyeckas padora Ne4.
Co3nanue caMONOANMUCAHHBIX CEPTUPUKATOB.
1. Pacniucats: Onucanne SSL-cepTudukaros, 1uis 4ero OHU IPUMEHSIIOTCS, KaKUX
BUJOB ObIBatOT. Onucanue .pem, .crt, .cer, .key, .csr kiarouei.
2. Haiitu B cetun Unteprer 3 pecypca mis nokynku Wildcard SSL-ceptuduxatos ¢
HauOoJiee HU3KOHU 11eHOH. B 0TyeT BHECTH CKPUHILIOTHI C YKa3aHHUEM LIEH.
3. Ckayatp ¥ yCTaHOBUTH MOJHYIO 32-0uTHYI0 M 64-6utHyto Bepcuto OpenSSL
(EXE) B 3aBucHMOcCTH OT paspsaHocty Bamieir OC.

Ccouika Ha ckauuBanue https://slproweb.com/products/Win320penSSL.html

Download Win32/Winé4 OpenSSL today using the links below!

File Type Description

Winé4 OpenSSL v1.1.Id Light | 3MB Installer |Installs the most commonly used essentials of Winé4 OpenSSL v1.1.1d (Recommended for users by the creators of OpenSSL). Only installs on é4-bit versions

EXE | MSI (experimental) of Windows. Note that this is a default build of OpenSSL and is subject to local and state laws. More information can be found in the legal agreement of the
installation.

Winé4 OpenSSL v1.1.1d 43MB Installer | Installs Winé4 OpenSSL v1.1.1d (Recommended for software developers by the creators of OpenSSL). Cnly installs on 64-bit versions of Windows. Note that

EXE | MSI (experimental) this is a default build of OpenSSL and is subject to local and state laws. More information can be found in the legal agreement of the installation.

Win32 OpenSSL v1.1.Id Light | 3MB Installer |Installs the most commonly used essentials of Win32 OpenSSL v1.1.1d (Only install this if you need 32-bit OpenSSL for Windows. Note that this is a default

EXE | MSI (experimental) build of OpenSSL and is subject to local and state laws. More information can be found in the legal agreement of the installation.

Win32 OpenSSL vI.I.Id 30MB Installer | Installs Win32 OpenSSL v1.1.1d (Only install this if you need 32-bit OpenSSL for Windows. Note that this is a default build of OpenSSL and is subject to local

EXE | MSI (experimental) [and state laws. More information can be found in the legal agreement of the installation.

Winé4 OpenSSL v1.1.0L Light | 3MB Installer | Installs the most commonly used essentials of Winé4 OpenSSL v1.1.0L (Recommended for users by the creators of OpenSSL). Only installs on &4-bit versions
of Windows. Note that this is a default build of OpenSSL and is subject to local and state laws. More information can be found in the legal agreement of the
installation.

[Ipu ycraHoBKe Ha MyHKTE BEIOOpa MecTa KonupoBanusi DLL-daiinos,
OBA3ATEJIBHO BwIOpath qupexropuio /bin

f[E! Setup - OpenSSL 1110 (7 270 —

Select Additional Tasks
Which additional tasks should be performed?

Select the additional tasks you would like Setup to perform while installing OpenSSL
(64-bit), then click Next.

Copy OpenS5L DLLs fo:
() The Windows system directory

(® The OpenSSL binaries (/bin) directory

3armycTUTh IporpaMMy openssl.exe OT UMEHH aJMHHUCTPATOPA U3 TIATKH
C:\Program Files\OpenSSL-Win32\bin (B 64-6uTHOi1 Bepcru BO3MOKHO
pacnionoxenue C:\Program Files (x86)\OpenSSL-Win32\bin).

4. Co3aath caMONOJNMCAaHHBIN cepTU(UKAT clieayst HHCTPYKUUsAM. B oTuet BHecTH
CKPHHIIIOTHI TIO KaX/IOMY BBITTOJTHSAEMOMY IIary. B HanMeHOBaHUU (aiijioB BMECTO
“domain” ucnonbp30BaTh Bally (HaMUINIO JATUHCKUMH OyKBaMH.

Co3anne 3aKphITOrO KITF0Ya M 3a1mpoca Ha MOJIIMTUCh.

Uto0bI co3AaTh 3aKPBITHINA KJII0Y U 3aIIPOC Ha MOJAMUCH OTKPHITOTO KII0Ya


https://slproweb.com/products/Win32OpenSSL.html

BBITMIOJTHUTE TaKyl0 KOMaHAY:

[Tocne yero HE0OXOUMO yKa3aTh CICAYIONINE CBEICHUS Ha TaTHHHUIIC:
[] 2x byxeenHnoe 0b03HaueHUue Cmpambl

[ Pecnybnuky

1 Hacenennwiti nynkm

[ Hazeanue opeanusayuu — Ceoro gpamuauio

(1 Omoen — IT

[ domennoe ums, 6uoa «umsay.ru

1 Ceou email

[ Vkazamo kakoti-nubo napons

O Hononnumenvho nazeéarnue komnanuu — Ceoe
UMSL.

req -newkey rsa:2048 -nodes -keyout domain.key -out domain.csr

Country Name (2 letter code) [AU]:RU
State or Province Name (full name) [Some-State]:Chechen Republic
city) []:Grozny
Organization Name (eg, company) [Internet Widgits Pty Ltd]:Zaurbekov
Organizational Unit Mame (eg, section) []:IT
Common Name (e.g. server FQDN or YOUR name) []:rizvan.ru
]

Email Address []:rizvan@mail.ru

n

An optional company name []:Rizvan
( SSL:

[Tonmnuck ceprudukaros.

BeInonHuTe KOMaHIy A7t HOAMUCAHHs cepTH(UKaTa cpokoM 365 mHEi:

Brectu B oTuet ckpuHIor coaepxkanus namnku C:\Program Files\OpenSSLWin32\
bin , r/ie M0 yMOJTYaHUIO CO3AIOTCS KITFOYH.



7.5. Onucanue nmoka3sareJjieii 1 KpUTepHeB OLCHUBAHMS KOMIETEHIHWH HAa Pa3jMYHBIX 3Tanax uX GopMHPOBAHUS, ONHCAHHE IIKAJbI

OlICHUBAaHUA.
Taoaunma 7
Kpurtepuu oneHHBaHHs Pe3yJILTATOB 06yUYeHHUsI HauMeHoBaHHE
IliaHupyeMble Pe3yJibTaThl 0CBOEHUSI KOMIETEH UM OLEHOYHOI0
Memnee 41 6a/1a (He 3a4TEHO) Bouee 41 6a1a (3auTeHo) cpencraa

OIIK - 5.3. ®opmynupyeT IPUHITUIIBI, METOIBI U CPEICTBA PEIICHHUS CTaHAAPTHBIX 3a7a4d MPpo(ecCHOHATLHOM NEeATEIPHOCTH Ha OCHOBE HH()OPMAIIMOHHOK U OHOIHOTpadnIecKoi
KYJIBTYPBI C MPUMEHEHHEM UH(POPMAITMOHHO KOMMYHHKAIIMOHHBIX TEXHOJIOTUH U ¢ YI4ETOM OCHOBHBIX TPeOOBaHMI MHPOPMAIIMOHHON 0€30MacHOCTH

3HaTh: BUABI yrpo3 MIC u MeToabl o0ecieueHus
MH(OPMAIMOHHON O€30ITaCHOCTH;, MPAaBOBBIC OCHOBBI
3aIIUTH KOMIIBIOTEPHOI HH(OpPMAIUN; CTaHIAPTHI

<I>parMeHTaprle 3HaHUA

Henonasie 3anmst. ChopMupoBaHHEIE, HO
CoJiep KaIIie OTACIbHBIC IIPOOEITBI 3HAHS.
CdopmMupoBaHHEIC CHCTEMAaTHIECKUE

3HaHUA

Henomnnasie YMCHUA. Vmenns IIOJIHBIC,

3amaHus K TeKyuien

aTTeCcTaluu

'YMeTh: BEIBIITH U OLICHUBATH YTPO3EI HH(OPMAIIHOHHOM

6630HaCHOCTI/I, 000CHOBEIBATh OpraHu3allMOHHO-

TeXHUYECKHE MEPONPHSTHS 1O 3auure nHpopmarmu B UIC

YactuaHbie YMCHUA

JIOTTYCKAIOTCS HEOOJIBIIIHE OIIHOKH.

CdhopMupoBaHHbIC YMEHUS

(KOHTPOIBHBIE BOIIPOCHI,
MPaKTUYIEeCKUE 3aTaHuUs),

BJ'IaZIeTb: HaBbIKaMHU pa60T1>1 C pas3jiIndYHbIMU UCTOYHUKaAMHU|

nH(opManum

YactuaHoe BJIaACHHUEC HAaBBIKaMU

Hecucremarnueckoe IMPUMCHCHUC HABBIKOB. B
CUCTCMATUYCCKOM IPUMCHCHHUHU HABBIKOB

JAOITYCKAroTCA HpO6CJ’IBI. Vcnentnoe n

CUCTEMATHUYICCKOC ITPUMEHCHUC HABBIKOB

OWMJIETHI TPOMEXKYTOTHOM

aTTeCTalun

OIIK-5.4. YMmeer pemiath cTaHAapTHBIE 334k NPO(ECCHOHAIBLHO NesITeNbHOCTH Ha OCHOBE HH(OpMaIMOHHOM 1 OubInorpaguyeckoii KyJabTypbl C IPUMEHEHHEM HH()OPMaIMOHHO-
KOMMYHHUKAIIMOHHBIX TEXHOJIOTHH M C yYETOM OCHOBHBIX TpeOOBaHHI MH(MOPMAIIMOHHOW 0€30MacHOCTH.

CdhopmupoBaHHbIe, HO CdopmupoBaHHbIE
3HaTh: TpeOoBaHMSI HMHPOPMAIIMOHHBIX CHCTEM ®parmMeHTapHbIC 3HAHUS HemnonHble 3HaHUSL | copmepkalme OT/ENbHbIE CHUCTEMAaTHYECKHUE
po6esl 3HAHUS 3HAHUS
YMeTh: UCIIOJIb30BaTh HHPOPMAIIMOHHBIE, YMenus noJHele,
KOMIIBIOTEPHBIE U CETEBBIE TEXHOJIOTUU B YacTuuHble yMEHUS Henonnele ymeHusa | momyckarotcs HeOOIbIINE ChopmupoBaHHBIE
podecCHOHAIBEHOM eI TeIbHOCTH OmMOKH YMEHUs

3a0aHus OJis

KOHMPOILHOU

BsiafeTh: HABBIKAMH ITOCTPOCHHUS CHCTEMBI
MHGOPMAIMOHHOM 6E30MTaCHOCTH B YCIOBHUAX
IeHCTBYIOINX YIpo3, POPMUPOBAHHS KOMILIEKCA
CPEICTB 3aIUThI

YactuaHoe BJIaaCHUC
HaBbIKaMH

Hecucremarnueckoe
MIPUMEHEHHUE HABBIKOB

B cucrematnueckom
TIPUMEHEHUH HaBBIKOB

JIOITy CKAIOTCS TIPOOEITBI

Ycnemnoe u
CHCTEMATHYECKOE

IPUMCEHCHUEC HABBIKOB

pabomul, mecmoswvie
3a0anusl, bunemot
pybesicHvIx
ammecmayuil, membi

pechepamos




8. OcodeHHOCTH peanqusanvi JTUCHMILUIMHBI AJ1 HHBAJIUI0B U JIMII ¢ OrPAaHUYCHHBIMH
BO3MOKHOCTSAMH 3/10POBbS

JInst  ocymiecTBIEHHST NPOLEAYp TEKyIIeT0 KOHTPOJS YCHEBAEMOCTH M IPOMEXYTOYHOU
aTTeCTallMyd OOYYaIOIIUXCS CO31aHbl (POHBI OICHOYHBIX CPENCTB, aJallTHPOBAHHBIC JJIS1 WHBAIUIOB H
JMIl C OrPAaHMYCHHBIMH BO3MOXKHOCTSIMH 370POBBbSI W TIO3BOJISIOIINE OLCHHUTh JOCTHXKCHUE HMHU
3aIlJJaHMPOBAaHHBIX B OCHOBHOM 00pa30BaTeNbHON MporpaMMme pe3yibTaToB OOyuYeHHs U YpPOBEHb
c(OPMUPOBAHHOCTH BCEX KOMIICTCHIMH, 3asBICHHBIX B oOpa3oBaresbHON mporpamme. dopma
NpOBEICHUS TEKyIIeH aTTecTallMi Ui CTYJICHTOB-MHBAJIUAOB YCTAHABIMBACTCS C  YYETOM
VHJIMBHYaIbHBIX TMCUXO(U3NYECKUX OCOOCHHOCTEeH (YCTHO, MMCBMEHHO Ha Oymare, MUCbMEHHO Ha
KoMmIbloTepe, B (opme TecTupoBaHuss M T..). [lpu TecTupoBaHMM Ajs CIA0OBHUIAIINX CTYACHTOB
UCTIONB3YIOTCSL (DOHIBI OLIEHOYHBIX CPEACTB C YKPYNHEHHbIM mpudToM. Ha sk3amen mpuriamiaercs
COIIPOBOXKIAIOIINKM, KOTOpPBIM  oOecreynBaeT TEXHUYECKOE COMPOBOXKJIEHHE CTyaeHTy. [lpu
HEOOXOAMMOCTH CTYJCHTY-UHBAJIHMY MTPEJOCTABISIETCS TOMOJHUTEIFHOE BPEMS sl IIOATOTOBKU OTBETA
Ha O9Kk3ameHe (wmm 3adere). OOydyamommecs ¢ OrpaHUYEHHBIMH BO3MOXKHOCTSMHU 370POBBS H
oOydJaromyecsi WHBAJIHIBI O0ECHEYMBAIOTCS IEYATHBIMU M DJICKTPOHHBIMH  00Opa30BaTEIbHBIMU
pecypcamu (mporpamMmbl, ydeOHBIC IOCOOMS JUIsi CAMOCTOATEIbHOW paboTel W T.0.) B ¢opMax,
alalTHPOBAHHBIX K OTPAaHMUYCHUSM HX 3JI0POBbS H BOCIIPUATHS HH(POpMAIINK:

1) 7Ans MHBAJIUIOB M JIMI C OTPAHMYCHHBIMH BO3MOKHOCTSIMH 3/I0POBbSI 110 3PEHMIO:

- AJaS  CcJembIX: 33JaHUS Ui BBINOJHEHHWS HA CEMHHApaX W IPAKTUYECKHX 3aHATHIX
oopmisitoTest  penbedHO-TOUeYHBIM MmpudTOoM bpaiing uam B BUAE 3IIEKTPOHHOTO JOKYMEHTa,
JOCTYITHOTO C TOMOIIbIO KOMITBIOTEpA CO CICIHAIM3UPOBAHHBIM IPOTPAMMHBIM OOECIIEeYeHUEM JUIS
CJICTIBIX, JINOO 3aUMTHIBAIOTCS ACCHCTEHTOM; ITMCHhbMEHHBIE 33/I1aHUS BBITIOIHAIOTCS Ha Oymare penbedHo-
TOoYeyHbIM mmpudToM bpainis WM Ha KOMIBIOTEpE CO CHEHUATU3UPOBAHHBIM IPOTPAMMHBIM
oOecrieyeHHeM Il CJETbIX OO0 HAaTUKTOBBIBAIOTCS ACCHUCTEHTY; OOYYAIOIIUMCS JUIsl BBITOJHEHHS
3a7aHusl IPU HEOOXOAMMOCTH TPEIOCTABIISAETCS KOMIUIEKT NMUCHbMEHHBIX NMPHHAIICKHOCTEH U Oymara
Ui TUChbMa  penbe(HO-TOYeUHBIM MpUPTOM bpaiinsg, KOMIBIOTEp €O  CIEMUATU3UPOBAHHBIM
IPOTrPaMMHBIM 00€CIICUCHHEM JUTS CIICTIBIX;

- VI cAa00BHAAIIMX: 00eCTieunBaeTCs MHIUBUAYyAIbHOE PaBHOMEPHOE OCBEIICHHE HE MEHEe
300 mrokc; oOywaromuMcs JUIs  BBIIOJHEHUWS 3aJaHusl INpU HEOOXOAWMOCTH MPEIOCTaBISACTCS
YBEIIMYMBAIOINIEE YCTPOWCTBO, BO3MOXKHO TaKK€ HCIOIB30BAHNE COOCTBEHHBIX YBEIMYUBAOIINX
YCTPOWCTB; 3a/1aHUs JUIsl BBIMOJIHEHUS 3a1aHU 0(OPMIISIOTCS YBEIIMYEHHBIM HIPUPTOM;

2) A7 MHBAJIMJIOB M JIMII C OTPAHWMYCHHBIMHA BO3MOXKHOCTSIMH 3/I0POBBSI MO CJIYXY:

- VISl TUIYXUX M CJIA00CIBIIALIMX: 00eCcTIeYrBAETCsl HATMYME 3BYKOYCHIIMBAIOIIEH arnapaTypsl
KOJIJIEKTHBHOTO TIOJIb30BAHNS, npu  HEOOXOJAMMOCTH o0yJaromuMcsi  TPEAOCTaBISAETCS
3BYKOYCWIMBAIOL[Asl ~ ammaparypa HWHAWBUIYAIbHOTO  IOJb30BAaHUS; MNPEIOCTABISAIOTCS  YCIYTH
CYPJIOTIEPEBOIUNKA;

- NIl CJeNorJyXHX JIONyCKaeTcs TMPHUCYTCTBHE ACCUCTEHTAa, OKAa3bIBAIOLIETO YCIyTH
TUQIIOCYpIOTIEPEBOIUMKA (TOMUMO TpeOOBaHUI, BBIOJNHAEMBIX COOTBETCTBEHHO [UIS CIENBIX |
TIIYXUX);

3) Ans JWIl C TSDKENBIMH HApYUICHUSMH PEeuH, TIYXHUX, CIa0O0CHBIIIAINX JEKIIMH U CEMUHAPHI,
POBOJUMBIE B YCTHOH (popMe, MPOBOAATCS B MUCBMEHHOH (Qopme;

4) NI MHBAJIMJIOB | JIUI] C OTPaHUYEHHBIMU BO3MOXHOCTSIMH 3/I0POBBS, HMEIOIIUX HAPYIIEHHS
ONOPHO-IBUIATEIbHOI0 aNnapara:

- JUIA JUIl C HAPYIICHUSMHU OIMOPHO-ABUTaTENIFHOTO armapara, HapyIICeHUSMHU JBUTATEIbHBIX
(GYHKIMH BepXHMX KOHEYHOCTEH MJIM OTCYTCTBHEM BEpPXHUX KOHEYHOCTEH: MUCbMEHHBIE 3aJaHMs
BBITTOJIHSIFOTCSL Ha KOMIBIOTEPE CO CHEIHaIH3UPOBAHHBIM IPOTPAMMHBIM  OOECTICYCHHEM  HITH
HA/IMKTOBBIBAIOTCSl ACCHUCTEHTY; BBIMOJHEHUE 3a/laHUil (TECTOB, KOHTPOJBHBIX padoT), MPOBOAMMBIE B
MUCHMEHHOU (hopMe, TPOBOATCS B yCTHOU (hopMe ImyTeM orpoca, Oeceibl ¢ 00yJaroInuMCsl.



9. YueOHO-MeTOqUYECKOE U HH(POPMATIMOHHOE 00ecTeYeHne TUCIUIITHHBI

9.1. JlutepaTtypa:

1. Bammra uHGOpMAaIK B KOPHOPATUBHBIX WH(OPMAIIMOHHO-BHIYUCIUTENBHBIX ceTsax/ Uruartbes
B.A.,2013 — bubnuoreka ITHTY;

2. Beenenue B nundopmanronnyto 6e3onacHocts/Maimok A.A.-2011. — bubmmoreka ITHTY;

3. Uadopmarmonnas 6e3omacHoCTh U 3ammra uapopmarmn/I'pomos F0.10.,2017. — bubnuoreka
I[THTY;

4. BacunbeB, B.M. UnTemekTyabHbIe CHCTEMBI 3alUTH HHPopMmaruu /Mammuoctpoenue, 2019
— ObC «Jlanby;

5. ®omun [1.B. MadopMmanmonHas 6€30mMacHOCTh [DIEKTPOHHBIN pecypc|: yueOHO-METOIUIECKOe
nocobue mno aucuuiimHe «WHbopmannonHas 0e30MacHOCTb» MJIA  CTYJIEHTOB 3KOHOMHYECKHX
crienuanbHOCTEN 3a09HOM popmbl 00ydenus/ @omun [I.B.— DnekTpoH. TekcToBble AanHble.— Caparos:
ByzoBckoe o6pazoBanue, 2018.— 54 ¢.— Pexum pocryna: http://www.iprbookshop.ru/77320.html.—
OBbC «IPRbooks»

6.AaucumoB A.A. MenemxkMeHT B cdepe HMHPOPMAIMOHHON O€30macHOCTH [DIEKTPOHHBIN
pecypc]/ AnucumoB A.A.— DIEKTPOH. TEKCTOBbIe JaHHBIe.— M.: HHTepHET-YHHUBEPCUTET
Uudopmanmonnsix  Texumomoruit  (MHTYUT), 2016.— 212 c—  Pexum  jgocryma:
http://www.iprbookshop.ru/52182.html.— 5BC «IPRbooks»

HNHaTepHeT-pecypcesbi:

1. http://internetsecure.ru/ InternetSecure.ru — 6e30MacHOCTh B UHTEPHET — HAOOP TEXHOJIOTHI
U POrpamMM JiIsl pabOThI B CETH U C KOMITBIOTEPOM

2. http:/lwww.securityportal.ru/ Security Portal .RU — cBenenus no 3amure nabopmaruu,
3alIUTe IPUBATHOCTH, OC30MIACHBIM CETEBBIM B3aUMOJICHCTBUSAM, KPUIITOTPAPUH.

3. http://www.oszone.net/6213/ Obecnieuenue 6e30mMacHOCTH eTei mpu padore B UHTepHET
(cTaThs, CCHIIKH, MaTEpPHAIIBI)

10. MarepuajibHO-TeXHUYecKoe o0ecrieyeHue JUCHMIIUHbI «AHpopManoHHAs 0e30MaCHOCTh>

10.1. Ins mpoBeneHHs KAa4eCTBEHHOTO OOYYEHHs B JIA0OPAaTOPHH  HCIOJNB3YETCS TNPEIOoCTaBICHHOE
BeAyLIUMH (hupMaMHU-pa3paboTYNKaMH COBPEMEHHOI0 YPOBHSI IPOTpaMMHOE OOecIieueHHeE.

1. Google Chrome.

2. TIpaBosas C «I'apaHt +», «KOHCYIbTaHT»

3. Dnexrponusi 3aMok "Co60s"

4. (C3U or HCJI Secret Net

B nabGopatopuun copepikaTcs dIEKTPOHHBIE BEPCHHU METOAMYECKUX YKa3aHUH K J1aOOpaTOpHBIM paboTam,
BOIPOCHI K 3K3aMEHY.

10.2. Tlomentenue 1iist camoctosTenbHOM padoTh! (I'MaBHbI yueOnslit kopiryc @T'BOY BO «I"po3nenckuit
TOCY/apCTBeHHBIN HEPTIHOW TeXHWUYeCKui yHHBepcuTeT» 364902, YeueHckas pecryOnmka, T. ['po3HBI,
npocnekT nM. X.A. Hcaera, 100.

Aynutopus OCHalIeHa He0OX0IMMOM KOMITBIOTEPHOM TEXHUKOMN, B HATMYNHU ecTh HeoOxoaumoe [10:

WinPro 10 RUS Uprgrd OLP NL Acdmc;

OfficeStd RUS OLP NL Acdmc (mpaBo Ha ucnonb3oBanue coriacHo Konrtpakty Ne 267-DA/19 ot
15.09.2019 r.) Cucrema 'APAHT (nponmerapHas JUIIEH3US)

Visual Studio-(Freemium)

1C Ilpeanpusarue morosop ot 02.12.2020 perucrpanyioHHble HOMepa NpoaykKToB (9334859; 9334952)
Sublime Text- (OTKpbITHII 1OCTYII)

Notepad++ (OTKPBITBINA AOCTYTI



Mpuioxenne
MeToanuyeckue yKa3aHus 10 OCBOCHUIO TUCHUIIMHBI AHpopMannoHHasi 0€30IaACHOCTH»

1. Meroauyeckue yka3aHusi il OOy4YAIOIIUXCH MO IUIAHUPOBAHUIO W OPraHU3ALMHU
BpeMeHH, He00X0AMMOro0 /IJIsl 0CBOEHUS! TUCIUIIMHBI.

N3yyenune pexoMeHIyeTcsl HayaTh C O3HAKOMJIEHHUS ¢ pabodeil MmporpaMMoi AMCLUILIMHBI, €e
CTPYKTYpOH U coiepaHHeM pa3aenoB (Momyiei), (GOHIOM OICHOYHBIX CPEICTB, O3HAKOMHUTBCS C
y4e0HO-METOINYECKUM U HH(POPMAIIMOHHBIM 00eCTIeUeHUEM TUCHUUTLIINHBL.

HuctumumHa «MHbopMarionHas 6€30MaCHOCTB» COCTOUT M3 6 CBA3AHHBIX MEXIY COOOI0 TEM,
o0ecneunBaroIIMX MOCIe10BaTeIbHOE U3yUeHNE MaTepraa.

OO6yuenue no gucuurumHe «MHbopManonHas 6€300aCHOCTb» OCYIIECTBIISCTCS B CIETYOLINX
dbopmax:

1. Aypuropssle 3aHsaTHS (Jekuuy, [IpakTuueckue 3aHsTHS).

2. CamocrosarenpHasi paboTa CTyJeHTa (IMOATOTOBKA K JIEKIMSM, JTAOOPATOPHBIM 3aHSITHSIM,
pedepatam u HHBIM (popMaM MHCbMEHHBIX PadoT, HHIUBUAYaIbHAs KOHCYJIbTALNSA C IPEMOAABATEIIEM).

3. MHutepaktuBHBIE (OPMBI NPOBEACHHS 3aHITUN (JEKUUSA-AUCKYCCUS, TPYIIIOBOE pELICHHE
Keiica u 1p. GopMbI).

VY4eOHbIil MaTepuan CTPYKTYpUPOBAH M M3yUEHUE TUCIHUIUIMHBI TPOU3BOIUTCS B TEMATUYECKOM
nocienoBarenbHOCTH. KakjoMy 1abopaTOpHOMY 3aHATHIO M CAMOCTOSITEIIbHOMY HM3YYEHHUIO MaTtepHaia
MpEeIIeCcTBYET JIKIHs Mo JaHHOW Teme. OOydaromuecss caMOCTOsITENIbHO IPOBOAST MPEABAPUTEIHHYIO
MOJTOTOBKY K 3aHSTHIO, IPUHUMAIOT aKTHBHOE M TBOPYECKOE y4acTHE B OOCYKIECHHH TEOPETHYECKUX
BOIPOCOB, pa3bope NpoOJEMHBIX CHUTyallMid W TOMCKOB MyTed uX pemieHus. MHorue mnpoOiemsl,
U3ydaeMble B Kypce, HOCSAT IMCKYCCHOHHBIM XapakKTep, YTO HPEAIoiIaracT WHTEPAKTUBHBIA XapakTep
MPOBEJCHUS 3aHATHI Ha KOHKPETHBIX ITPUMeEpax.

Ornucanue nociie1I0BaTeIbHOCTH IEHCTBUM 00yUaroIerocs:

[Ipn wu3yueHHMM Kypca cleayeT BHHMATENbHO CIylmIaTh M KOHCHEKTUPOBAThH MaTepual,
U3JIaraeMblil Ha ayJJUTOPHBIX 3aHATHX. [ ero moHMMaHus M KaYeCTBEHHOTO YCBOCHUSI PEKOMEHTyeTCs
CJIeyIoIIas MOCIe0BaTeIbHOCTD JEHCTBHI:

1. Tlocme okOoHYaHWs Y9€OHBIX 3aHATHH JJIS 3aKPETUICHHsI MaTepraia MPOCMOTPETh U 00IyMaTh
TEKCT JICKI[UH, IPOCITYIIaHHOM ceroans, pazodparb paccMoTpeHHble mpumMepsl (10 — 15 MunyT).

2. Ilpu moAroTOBKE K JIEKIMU CIEAYIOMIETO IHS IMOBTOPHTH TEKCT TPEABIIYIIEH JIEKINH,
HOJyMath O TOM, Kakas MokeT ObITh creayromast Tema (10 - 15 munyT).

3. B Teuenue Hemenu BRIOpPATH BpeMs IS paOOTHI C TUTEpaTypoil B Oubimuoreke (mo 1 gacy).

4. Tlpu moAroToBKe K J1aOOpPaTOPHOMY 3aHATHIO TOBTOPUTH OCHOBHBIE IOHSTUS IO TEME,
U3yYUTh MPUMEPHI. Pelasi KOHKPETHYIO CUTYaIMIo, - TPEABAPUTEIBHO MOHATh, KaKOW TEOPETHUECKUI
MaTepHal Hy»KHO HMCII0JIb30BaTh. HaMeTuTh miiaH peueHus, nonpodoBaTh Ha €ro OCHOBE peuuTh 1 - 2
NPaKTUYECKHE CUTYaIIHH.

2. Meroguyeckue ykasaHus 1o padore 00y4aoImuxcsi BO BpeMsi IPOBEICHHUA JTeKIH.

Jlekuu maroT 00yYaromMMCcsi CHCTEMAaTU3UPOBAaHHBIE 3HAHUS TI0 JUCHUIUIMHE, KOHIEHTPUPYIOT
UX BHHMaHHE Ha Haubojee CIOXHBIX M BaXHBIX BompocaxX. Jlekuuum OOBIYHO H3JIArarTcs B
TPaIUIIMOHHOM WJIM B MPOOJIEMHOM CTHiE. J[si cTyneHTOB B OONBIIMHCTBE CIydaeB B MPOOJIEMHOM
crunie. [IpoOieMHBIN CTUIIb MO3BOJIAET CTUMYJMPOBATh AKTUBHYIO IO3HABATENBHYIO JESTEIHHOCTD
o0yJaromuxcss W HMX HHTEpeC K IUCHUIUIMHE, (HOPMHUPOBATH TBOPUYECKOE MBINIICHHUE, MPHOErate K
IPOTHBOIIOCTABICHUSM M CPAaBHEHMSM, JelaTh 0000IIEHHs, aKTUBU3UPOBATh BHUMAaHUE OOYYaIOIIMXCS
IIyTEM ITOCTAaHOBKH TMPOOIEMHBIX BOITPOCOB, TIOOMIPATH JUCKYCCHIO.

Bo Bpems JIEKIIMOHHBIX 3aHATHIA PEKOMEH/IyeTCsl BECTU KOHCIIEKTHPOBAaHUE yUeOHOT0 MaTepHara,
oOpamiath BHUMaHHe Ha (OPMYIHPOBKH M KaTErOPWH, PACKPHIBAIOIINAE CYTh TOTO WJIM MHOTO SIBJICHUS,
WM TIPOLIECCOB, BBIBO/IBI M MIPAKTUYECKHE PEKOMEH/IAIUH.

KoHcmiekT nexknum Jydine moapasfeisTh Ha MyHKTHI, COONIONAasi KPacHYK CTPOKY. DTOMY B
OOJIBIIION cTemeHn OyayT CIOCOOCTBOBATH BOIPOCHI IJIaHA JICKIUH, MPEJIOKEHHBIE TMPEToaaBaTeIsIM.
Crnenyer obOpamaTh BHMMaHME Ha aKIIEHTBI, BBIBOJIbI, KOTOpBIE JeNaeT NpenojaBaTeib, OTMedas
HanOoJiee Ba)KHbIE MOMEHTHI B JICKIIMOHHOM MaTepHalie 3aMedaHusIMH

«BAXKHO», «XOPOIIO 3alOMHUTH» M T.M. MOXHO JeNaTh 3TO U C TOMOIIBI0 Pa3HOLBETHBIX
MapKepoB WIH pyUeK, TOJUEPKUBasi TEPMHUHBI U OIIpeICTICHHUSL.

[enecoobpa3Ho pa3paboTaTh COOCTBEHHYIO CHCTEMY COKpalleHUi, ab0peBHaTyp M CHMBOJIOB.



OpHako mpu JanpHeimed paboTe ¢ KOHCIIEKTOM CHMBOJIBI JIy4Ile 3aMEHUTh OOBIYHBIMU CIIOBAMH JIJIS
OBICTPOrO 3pUTENLHOTO BOCIIPUITHS TEKCTA.

PaboTast HaJ KOHCIIEKTOM JIEKIUH, HE0OX0IUMO HCIIOIB30BATH HE TOJIBKO OCHOBHYIO JIUTEPATYpYy,
HO W Ty JHUTEpaTypy, KOTOPYIO IOIOJHUTEIHHO PEKOMEHIOBal MpemnojaBarenb. VIMEHHO Takas
cepbe3Hasi, KpomoTiuBas paboTa C JEKIUOHHBIM MAaTEpHUajoM TIO3BOJIUT TIIYyOOKO OBJIAJCTh
TEOPETUYECKUM MaTEPHATIOM.

Temaruka nekuuil gaercs B paboueil mporpaMme JIUCHUIUIMHBIL.

3. MeToagnueckue ykazanusi 00y4arIMMCsl M0 MOATOTOBKE K MPAKTHYECKUM/CEMUHAPCKUM
3aHATHSAM.

Ha npaktuueckux 3aHATUSX NPUBETCTBYETCS AKTUBHOE y4acTUE B OOCYXJACHUHM KOHKPETHBIX
CHUTYyaIMii, CIOCOOHOCTh HA OCHOBE TOJYYEHHBIX 3HAHUH HAXOOUTh HanOosee 3((EeKTUBHBIC PEIICHHS
MOCTaBJICHHBIX MpOOJeM, yMETh HAaXOAWUTHb TOJIE3HbIN [OMOJHUTEIbHBIA MaTepuad IO TeMaTHKe
CEMHHAPCKHUX 3aHATHIM.

CryzneHTy peKOMeH IyeTCsl CeIyIomias cxema MoAroTOBKH K CEMHUHAPCKOMY 3aHSATHUIO:

1. O3nakomiyieHHME C IUIAaHOM IIPAaKTHMUECKOTO 3aHATHSA, KOTOPBIM OTpa)kaeT coJepiKaHue
MPEJIOKEHHON TEMBIL;

2. TlpopaboTaTh KOHCHEKT JIEKIIHUN;

3. ITlpounTaTh OCHOBHYIO U AOMOJIHUTENBHYIO JIUTEPATYPY.

B npouiecce noAroToBKU K NpakTUYECKUM 3aHATUSAM, HEOOXOIMMO 00paTUTh 0COOOEBHUMaHUE Ha
CaMOCTOSITENIbHOE M3Y4YCHHE PEKOMEHJIOBaHHOW suTeparypbl. [Ipu Bcell MOMHOTE KOHCIEKTHPOBAHUS
JEKUMU B HEW HEBO3MOXKHO M3JI0XKHUTh BEChb MaTepuall HM3-3a JIMMUTA ayJUTOPHBIX yacoB. [loaromy
camocrosTeNnbHas paboTta ¢ yueOHUKaMH, Y4eOHBIMH MOCOOUSIMH, HAYYHOH, CIIPABOYHON JIUTEPATYpOI,
MaTepuajaMHu TEepHOANYecKuX u3gaHuii u WHTepHera sBisiercs: HamOoinee 3(PQPEKTHBHBIM METOIO0M
MOJTyYeHHUsl JOMOJHUTENbHBIX 3HAHUM, MO3BOJIAET 3HAYMTEIHHO AKTUBU3MPOBATH IPOILIECC OBIAJACHUS
uH(popMaIie, crmoco0cTByeT 0Oosee TIIyOOKOMY YCBOCHHIO H3y4aeMoro marepuana, (GopMUpYeT Y
CTYJICHTOB OTHOIICHHE KKOHKPETHOM mpobiieMe. Bce HOBbIE MOHATHS M0 U3y4aeMOW TeMe HE0OXO0IUMO
BbIyYUTbh HaU3yCTb U BHECTH B IJIOCCApPHil, KOTOPBIH 11€1€CO00pa3HO BECTU C CAMOI'0 Haydajga M3yueHUus
Kypca;

OTBeTUTH Ha BOIPOCHI TJIaHA IPAKTUUECKOrO 3aHATHUS;
BrinmonHuTh 1oMaiiiHee 3aaHue;

[TpopabGoTaTh TecTOBBIE 3aJaHUsI U 33]1aUH;

[Tpu 3aTpynHEHHAX chOpMyTUPOBATH BOMPOCH K PENoIaBaTesio.

PesynLTaT Takol paboOThI TOJKEH MPOSBUTHCA B CIIOCOOHOCTH CTYJE€HTa CBOOOJIHO OTBETUTh Ha
TEOpPETUYECKHE BOIMPOCHl MPAKTUKyMa, BBICTYNATh W YYacTBOBaTb B KOJUIEKTUBHOM OOCYKICHUU
BOIPOCOB M3y4aeMOM TE€Mbl, IPAaBUIHHO BBIMOIHATH MPAKTUUYECKUE 3a/1aHNs UM WHBIE 3aJIJaHUsl, KOTOphIE
JaroTcs B (POHJIE OLIEHOYHBIX CPE/ICTB AUCIUIIINHBI.

4. MeToauyeckne yKa3aHusi 00y4aroluMCcs M0 OPraHU3aluU CAMOCTOATEIbHON padoThl.

Ilenp  opraHu3alMu  CaMOCTOSTENbHOM  paboThl 1o  aucuuiuinHe  «MHdopMamoHHas
0€30MacHOCTh B 3KOHOMHUKE» - 3TO YIIIyOJIEHHE U PACHIMpPEHNE 3HAHUI B 00J1acCTH T'yMaHUTAPHBIX HayK;
(dopMHpOBaHUE HABBIKA U HHTEPECA K CAMOCTOATENIbHOM M03HABaTEIbHOMN 1€ TEIbHOCTH.

CamocrosiTenpHas paboTa 00ydYarOIMMXCs SIBISETCS BAXKHEUIIUM BUIOM OCBOCHHS COACPKAHUS
JTUCLHUIUIMHBL, TTOATOTOBKHU K MPAKTHUECKUM 3aHATUSAM U K KOHTPOJIbHOM pabote. Croaa e OTHOCATCS U
CaMOCTOSITeNIbHOE YIIyOJeHHOE M3y4YeHHE TeM TUCHUILUIMHBL. CaMocTosdTenbHas paboTa MpeicTaBIseT
cOoOOH TOCTOSHHO JEMCTBYIOIIYI0 CHCTEMY, OCHOBY OOpa30BaTelbHOTO TIpolecca M HOCUT
HCCJIEIOBATENILCKUNA XapakTep, YTO MOCIYKUT B OyAyIleM OCHOBAHHMEM JMJIi HAIUCAHHs BBITYCKHOM
KBAJTM(PHUKAIIMOHHOHN paboThI, MIPAKTHYECKOTO MPUMEHEHHUS TOTYYESHHBIX 3HAHUH.

Opranu3zaiys caMOCTOSITENIbHON paboThl 00ydyaroUMXcs OPUEHTUPYETCS Ha aKTUBHBIE METObI
OBJIQJICHUSI  3HAHUSIMHM, pa3BUTHE TBOPUECKUX CIOCOOHOCTEH, TMepexoa OT MOTOYHOIo K
VHAUBUAYAIU3UPOBAHHOMY O0YUYEHHIO, C YUETOM NMOTPeOHOCTEN M BO3MOXKHOCTEN JINYHOCTH.

[IpaBunbHass oOpraHu3alsl CaMOCTOATENBHBIX YYEOHBIX 3aHATHH, HX CHCTEMAaTUYHOCTD,
1esnecoo0pa3Hoe MIaHupPOBaHHE pabovyero BpeMeHH MO3BOJIET CTY/I€HTaM pa3BUBATh YMEHUS U HAaBBIKU
B YCBOGHMHM U CHCTeMaTH3allMi NpuoOpeTaeMbIX 3HaHHM, oOecrneuynBaTh BBICOKUH YpOBEHb
yCIIEBaEMOCTH B MEPHO 00yUEHUs, TOJyUYUTh HABBIKH MOBBIIICHUS TPOPECCHOHATIBHOIO YPOBHSI.

[lonroroBka K MpPakTHUYECKOMY 3aHSATHIO BKIIOYAET, KpPOME MpOpabOTKH KOHCIEKTa W
NPE3CHTAllMM JIEKIMH, TOMCK JUTEepaTypbl (IO PEKOMEHJO0BAaHHBIM CIMCKAM M CaMOCTOSTENIBHO),
MOJTOTOBKY 3arOTOBOK JUISl BBICTYIUIEHH MO BOIPOCAM, BBIHOCUMBIM JIJIsl OOCYXAEHUS MO0 KOHKPETHOM
teme. Takue 3aroTOBKM MOTYT BKIIOYATh LUTATHl, ()AKThl, COMOCTABICHHE PA3JIMYHBIX IO3UIIHA,
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coOcTBeHHBIe MbIcHK. Ecnm mpobinema 3amHTepecoBana 0OOYyYaroIlerocsi, OH MOXKET MOATOTOBUTH
pedepar U BBHICTYNUTh C HUM Ha MPAaKTHUYECKOM 3aHATUH. [IpakTHueckoe 3aHsATHE - 3TO, MPEXKIE BCETO,
TUCKYyCcHsl, 00CyKIeHUE KOHKPETHOW CUTYalllH, TO €CTh MpEeroiiaraeT yMeHne BHUMATEIbHO CIIyIIaTh
YWIEHOB MaJoM Tpynmbl U MOJAEpaTopa, a TaKKe cTapaThCsl BhICKa3aTh CBOE MHEHHE, BBICKA3bIBATH
COOCTBEHHBIE UJICU U MPEUIOKEHUS, YTOUHATHH 331aBaTh BOIIPOCHI KOJIJIETaM 10 00CYKICHHIO.

[Ipn moAroTOBKE K KOHTPOJIBHOW paboTe OOYYAIOIIMICS JOJDKEH IOBTOPSTH IPOUICHHBIN
MaTtepual B CTPOIOM COOTBETCTBHM C Y4eOHOW MNporpaMMol, HCHOJIB3ys KOHCIEKT JIEKIUH |
JUTEepaTypy, PEKOMEHJIOBaHHYIO mpernojaBareieM. [Ipy HEOOXOAMMOCTH MOXKHO OOpaTUThCS 3a
KOHCYJIbTAIle U METOIMYECKOM MOMOIIBIO K MTPEIo1aBaTeIo.

CamocrosiTenbHas paboTa peanusyercs:

—  HENOCPEJCTBEHHO B MPOIECCe ayAUTOPHBIX 3aHATUHN - HA JIEKIUAX, TPAKTUUECKUX 3aHATHUSX;

— B KOHTaKTe C MpernojaBaTelieM BHE PaMOK pacHUCaHMs - HAa KOHCYJIbTAlMSIX MO Y4eOHBIM
BONPOCaM, B XOJI€ TBOPYECKHX KOHTAKTOB, INPH JHMKBUAALUUHN 3aJ0JDKCHHOCTEH, MPH BBIIOJIHEHUU
WHAUBHUAYaJIbHBIX 3a/1aHUM U T.1.

— B Oubnmoreke, 1oma, Ha Kadeape MpPH BHIMOTHCHHH OOYYAIONIUMCS Yy4YEOHBIX U
MPAKTUYECKHX 3ajau.

Buast CPC u kpuTepuu O1leHOK
(o 6amnbHO-peiitunroBoit cucreme [ THTY, CPC ouenuBaercs B 15 6ansioB)

1. Joxknan

Tembl A caMOCTOSTENbHONW pPAa0OTHI NpPOMHCAHBI B paboueld MporpaMMe JUCIHUIUIMHBL.
D¢ (eKTUBHBIM CPEICTBOM OCYIIECTBICHHUS OOYYalOIIUMCS CaMOCTOSITETIbHONH Pa0OTHI SIBISCTCS
AeKTpOoHHas HHGOPMaAIMOHHO-00pa3oBaTeNnbHas cpejla YHUBEPCUTETa, KOTOpas 00eCrneurnBaeT TOCTYI K
y4eOHBIM TIaHaM, pabouuM mporpaMMaM JUCHUIUIMH (MOJYJei), IPaKTUK, K U3IaHHUSIM 3JIEKTPOHHBIX
OMOTMOTEYHBIX CHCTEM.
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