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ITACIIOPT
®OH/JIA OIIEHOYHBIX CPEJCTB IO YYEFHOU JIUCIIUILJIMHE

«KDI/IHTOl"Dad)I/ILIeCKI/Ie METOJbI 3allIMThI U CPEACTBA obecneueHus HHd)ODMaHHOHHOﬁ 0e30I1aCHOCTH

HHGDOKOMMYHUKAIIAN

Ne /i Konrponupyemsle pasnesnsl (TeMbl) Kon konTpomnpyeMoil komneTeHu HaumenoBanue
B JIACHUIUTUHBL (unu ee yacTu) OLIEHOYHOTO CPEJICTBA
I1K-9
1. | Beenenue Ornpoc
MK-9.1 .
’ ITpo6oif KUAKNX, Ta3000pa3HEIX U I1K-9 OOGcyxaeHue
" | TBEPIBIX AMDICKTPUKOB I1K-9.3 coO0IIeHn
3 IMotepu B mmnexTpukax. CONpoTHBIEHHE I1K-9 Ompoc
* | IWDIIEKTpHKA T1K-9.2 p
AKTHUBHBIC U TIACCHBHBIE [HUIIICKTPHKH. MK-9
4. | OcHOBHBIC KOMITIOHEHTHI AKTUBHBIX 1K-9.1 Onpoc
JIMDJIEKTPUKOB, MX CBOMCTBA. -
5 Konnencaropst. Konctpykius I1K-9 OOGcyxaeHue
KOHJICHCATOPOB. I1K-9.3 cooOIeHni
6 Krnaccudukarys momynpoBoIHHKOBEIX I1K-9 OOGcyxaeHue
* | MaTepuaioB IO COCTABY U CBOMCTBAM. T1IK-9.3 COOOILIEHU I
MarHuTHbIE XapaKTePUCTHKH. TK-9
7. | ®usnueckasi IpUpPOa MArHUTHBIX 1K-9.1 Omnpoc
s dekToB -
8 Hccnenosanue 31eKTPONPOBOIHOCTH I1K-9 Omboc
" | IMPIEKTPHUKOB [1K-9.2 P
HEPEYEHDb ONEHOYHbLIX CPEJACTB
Ne HaumeHoBaHue Kparkas xapakrepucTuka IIpencrasiienune
n/n OICHOYHOI'0 OLCHOYHOI'0O CpeaACTBa OICHOYHOI'0
cpeacTBa cpeacTBa
B oHae
1 CpencTBo NpoBEepKH YMEHUM IPUMEHSITh .
ped POBCpKH yM P KoMmmiexT 3agannii
[IOJIy4€HHBIC 3HAHUS 110 3apaHee
Jlabopamophas . ISl BBITIOJTHEHUS
OTpe/IeTICHHON METOIUKE JIJISl PEIICHUS 3a1a9
paboma . 1a60paTOPHBIX
WM 3aJaHUU 110 MOAYJIIO WA JUCLATUIMHE B aGoT
LEJIOM p
2 3auem Hrorosast opma OIICHKH 3HaHUIH Bonpocsl k 3auery
3 . Bomnpocsr k
IK3ameH Hrorosast popma o1ieHKH 3HAHUN
IK3aMEHY




lecToii cemecTp

Bonpoce! k nepBoii py0e:kHOM aTTecTANMA

1. 3aBUCHUMOCTB NEKTPONPOBOAHOCTH TUNIEKTPUKOB OT TEMIIEPATYPHI.

2. 3aBHUCHUMOCTb 3JIEKTPOIPOBOJAHOCTH JAUAIEKTPUKOB OT HAIIPSHKEHHOCTH, BJIard, BpEMEHU
JKCILTyaTaluy.

3. [dudnextpudeckue norepu. BekropHas quarpamma TOKOB B AUDJIEKTPHUKE; tgl], MOITHOCTD IOTEPh

B JUDJICKTPHUKE.

JIndIeKTpudecKue NOTEPU B HEUTPAIbHBIX JUICKTPUKAX.

JI3eKTpuuecKye MOTEPU B MOJSPHBIX TUIEKTPUKAX.

BnusiHue HanpshKeHUs U BIIaTW HA AUDJIEKTPUYECKHAE TOTEPH.

[TpoGoii quarnekTprKoB. MexaHu3M mpooosi.

ITpo6oii ra3oB B 0IHOPOTHOM TIOJIE.

A e R

ITpo6oii ra30B B HEOTHOPOIHOM TIOJIE.

Bonpocs! ko BTOpOii py0e:kHOi aTTecTalNu

1. TIpo0Goii )KUIKKX TUIIEKTPUKOB.

ITpo6oii TBepAbIX AUITEKTPHKOB.

MexaHnUYeCKUE U TEIJIOBBIE XapaKTEPUCTUKU FJIEKTPOTEXHUUECKUX MAaTEPUATIOB.
HarpeocroiikocTs, kinaccel HarpeBocToikoctu D TM.

Pagnanuonnas crorikocts OTM.

["a3000pa3HbIe TUIIEKTPUKH.

Kunkue 1UdIeKTpUKH.
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B.M.C. (BBICOKOMOJIEKYJISIPHBIC COCTUHCHMS), Kiaccuukanus o MIPUPOJIE,
MOJMMEPU3ALMOHHBIEC U OJUKOHAeH caonHbie B.M.C.
9. HenonspHele MoJIMMEpPHBIE MaTEPUAIIBI.

10. TTonsipHble nonuMepHble MaTepuaisl. [lnacTmaccsl.

Cenbmoii cemecTp

Bonpocs! k nepBoii pyoe:kHOM aTTecTANMA

1. OcHoOBHbIE OHATHS, 0003HAUYEHUS U 33Ja4l KpUIITOrpaduu.



10.
11.
12.
13.

HcTopuueckue npumepsl KPUITOCUCTEM.

OcHOBHBIE TPHHIHIEI KpUOTOrpaduyeckoil 3ammrtbl uHGopMaruu. OOm@as cxema CHCTEMBI
3aIuUThl HOPMAITUH.

Oynknuu mmppoanusa. OgHocroporHue GyHkiuu. [Ipocreiimme mudpel U X Kiac-cupUKaIus.
OcHoBHBIE TpeOOBaHUSA K mMU(paM, K KpUNTOrpadhUIECKUM CUCTEMAaM.

AOcomoTHO cTolikne (coBepiueHHbIE) MmH(phl. KpunTocToOMKOCTh anroputma mudpo-BaHHSL.
Oco0eHHOCTH CUMMETPUYIHBIX KPUIITOCHCTEM.

Mertoa nmpocToii MoACTaHOBKHU (3aMeHbI). MeTo 1 mepecTaHOBKHA. MeToa 0J109HbBIX mH(pOB.
Meroa rammupoBanus. Meroa mudpoBaHust Ha OCHOBE TeopeMbl Diinepa-Depma.

Kommosurus mmdpos.

Cranpapt xpuntocucrems! CIIIA DES.

Crangapt kpunrocucteMbl Poccun — 'OCT 28147-89. Cuctemsl 3alIUTHI ¢ OTKPBITHIM KIIFOYOM.
Kpunrocucrema RSA.

TeopeTnko-41cI0BbIE ANTOPUTMBI U UX CI0KHOCTb. MeTO/Ibl IUCKPETHOTO JIOTapu(-MUPOBAHUSI.

Bonpocs! ko BTOpOii py0e:kHOi aTTecTAlNU
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10.

11.
12.

Meroa nmpocToii moACTaHOBKHU (3aMeHbI). MeTo 1 iepecTaHOBKHA. MeToa 0J109HbBIX mH(pOB.
Mertoxa rammupoBanus. Merox mm@poBaHus Ha OCHOBE TeopeMbl Ditnepa-DPepma.

Kommosurus mmdpos.

Crangapt kpunrocuctemsl CILIA DES.

Crangapt kpunrocucteMbl Poccun — 'OCT 28147-89. Cuctemsl 3alIUTHI ¢ OTKPBITHIM KIIFOYOM.
Kpunrocucrema RSA.

TeopeTnko-41cI0BbIE ANTOPUTMBI U UX CI0KHOCTb. METO/Ibl IUCKPETHOTO JIOTapu(-MUPOBAHUSI.
Cucrema 3amutbl Juddu-Xemmmana. Cucrema 3anmuThl HHQOpPMAIIMA HA OCHOBE 3a-IaHHOTO
PIOK3aKa.

IIpoTokoiibl pacnpeneneHns CEKpeTHbIX Kitouell. OCHOBHBIE LENIHM MPOTOKOJA pacipe-AeIeHus
kitouei. [Iporokon Ot1Baii-Puca.

[IpoTokonbl pacnpeseneHns CEeKpeTHbIX Kitoueil. OCHOBHBIE €M MPOTOKOJA paclpe-AesieHus
kiroueid. Lepoep.

Apudmeruka ocratkoB. CpaBHeHHUE 110 MoayII0. Pemenue ypaBHenus ax = b (mod N).

Oynkius Ditnepa. MynbTUIUIMKaTUBHBIE 00paTHbIe 10 Moaymto N. Teopema Jlarpanxa. Manas
teopema depma. [Ipumenenne B kpunrorpaduu.

Anroput™m EBximpa. Kuraiickas Teopema 00 ocratkax. Pacmmpennsii anroputm EB-kimpna.
ITpumenenue B kpunrorpapuu



HAMMEHOBAHME JIABOPATOPHBIX PABOT (TEKYIIIUHA KOHTPO.Ib)

1. JlabopatopHas padora Nel. M3ydenune TeMriepaTypHO# 3aBUCIMOCTH YI€TLHOTOCOITPOTHBIICHUS
MaTepraoB.

2. Jlabopatopnas pabora Ne2. OnpenencHue yAeabpHOM TPOBOJUMOCTH MaTepraioB.M3roroBienue
MIPOBOJIOYHBIX PE3UCTOPOB C TPeOyEeMBIMH MapaMeTpaMu.

3. Jlaboparopnas padora Ne3. OmnpeneneHne JUAIEKTPUICCKOIN MPOHUIIAEMOCTH Pa3TMIHbIX
JUDJIEKTPUUECKUX MAaTEPUANIOB.

4. JlaGopatopHas pabota Ned. M3yueHus: MexaHU3MOB POOOS M AUBIIEKTPUIECKUX TIOTEPH B
TUDIIEKTPHUKAX.

KOMILJIEKT 3Al[AHI/II71 JJIs1 JABOPATOPHBIX PABOT
Bapuanm 1

3ammdpoBats cioBo ¢ momouisio mudpa Llezaps Xon BeinonaHenus padotsl B npunoxennn MS
Excel cozmath KHHTY, CO/IEpIKAIIYIO IIPOHYMEPOBAHHBIE CHMBOJIBI PYCCKOTO alihaBUTA:

1) B mepBoM cTosib1ie BBecTH HOMepa oT 0 10 32;

2) BO BTOPOM CTOJIOIIE — CHMBOJIBI PyCCKOTO al(aBUTa MO MOPSIKY;

3) B TpeTheM cTob11e — cHOBa Hymepaiuio ot 0 1o 32.

3ammdpoats ciioBo «I'JIAT'OJI» ¢ momorisio mudpa [{e3aps ¢ BEIOpaHHBIM KIIFOUOM, JJIS YETO:

1) BBecTu mmdpyeMoe CI0BO MOOYKBEHHO B STYCHKH IMEPBOM CTPOKH (MOYKHO MCIIOJIL30BaTh JIFOOBIS
HE3aII0JTHEHHBIE TUCHKHU JINCTA);

2) CTpOKOH HIIKE MOIYYUTh YUCIOBON KOJI CUMBOJIOB MIK(PYEMOTO CJIOBA ¢ TOMOIIBIO (DYHKIIUU
BIIP:

a) mepBbIM ntapameTpoM (Mckomoe 3HadeHne) GyHKIIMU HA3HAYNTH CCHUIKY Ha STYEHKY C TEKYITUM
CHMBOJIOM IIU(PPYEMOTO CIIOBA;

6) BTOpHIM napamerpoM (Tabnuna) GyHKINY Ha3HAYUTh CCHUIKY Ha TAOIHILy ¢ an(aBUTOM, HAUWHAs
co BToporo ctoibona (cronoisl B u C), ccpuiky Ha TabnuIly cienath aOCOMIOTHOM, HaXKaB KHOTIKY F4;
B) 3HaueHHe TpeThero nmapamerpa (Homep cronbia) 3agath paBHBIM 2 (4TOOBI JaHHBIE OpaIKCh U3
BTOPOTO CTOJIOIA BBIACTICHHOTO HAa IPEABLAYILEM 3Tale Juarna3oHa ¢ Huppamn);

I') B Ka4eCTBE 3HaUCHUs yeTBepToro napamerpa (MHTepBaNbHbI POCMOTP) BBECTH CIIOBO

«JIOXb» (uT06bI morck 0611 TounbM). Hanpumep: =BIIP(F1;$B$1:$C$33;2;JI0XKb).

Bapuanm 2

Pacmmdposare kpunrorpammy, mosrydeHHy0 ¢ momoinsto mudpa Lesapst s Toro, 4Toos!
pactpoBaTh KPUIITOTPAaMMY BEIOPAHHBIM KITFOUOM, HEOOXOIUMO:

1) BBeCTH TOOYKBEHHO TEKCT KPUIITOTPAMMBI B STYCHKH OHOM CTPOKH;



2) CTPOKOH HMIKE MOIYYUTh YUCIOBON KOJ CUMBOJIOB IINH(PYEMOro CJIOBA ¢ HOMOIIBIO (YHKIIUN
BIIP;

3) CTPOKOI HUKE MOTYYUTh KOJ] CHMBOJIOB pacIn(ppoOBaHHOTO TEKCTA, BHIUTS MO MOAYIIO 33 (110
KOJIM4YeCTBY OYKB B aj(aBUTE) 3HAUECHHUE KIIIOYA U3 MOJYYEHHOT0 KOJja TEKYIIEro CHMBOJIa
Kpunrorpammbl, ucnonb3ys pyakuuo OCTAT;

4) crpokoii HIKe ¢ moMoInkio ¢pyHkuuu BITP nepeBecTr moaydeHHbIH KO KPUITOTPaMMBI B

CUMBOJILHBIN BU]I.

Kpurepum oueHku 0TBEeTOB HA J1a00OpPaTOPHbIE padoThI:

- He 3aUmeHO BbICMABNAEMCA CMYOeHmY, eclu OaH HeNnoJHbull omeem, TPEACTABISIOMNI
co0OH pa3pO3HEHHBIC 3HAHHS 10 TEME BOMPOCA C CYIIECTBEHHBIMH ONIMOKAMHU B ONPEACIICHHUSX.
[TpucyTcTBYIOT (hparMeHTapHOCTh, HEJIOTUYHOCTH M3N0KeHUsA. CTYICHT HE OCO3HAET CBSI3b JAHHOTO
MOHATHUS, TEOPUH, SBICHUA C JPYIMMH OOBEKTaMH JUCHUIUTUHBI. OTCYTCTBYIOT BBIBOJIHI,
KOHKpETH3allusi M JIOKa3aTelbHOCTh W3J0XKeHus. Peub HerpamorHas. [lomonHHUTENbHBIE U
YTOYHSIIOINIME BOIPOCHI MPETOAaBATENsI HEe MPUBOIAT K KOPPEKIIMH OTBETAa CTYIEHTAa HE TOJIKO Ha
MIOCTaBIICHHBIM BOMIPOC, HO ¥ HA IPYTHE BOMPOCH! JUCIUILTAHBL

- 3aUMEHO BbICMABIACMCA CHMYOEHMY, eclU OdH NOIHbIU, PA3GepHYmbIll omeem Ha
MOCTABIICHHBIM BOIPOC, MOKa3aHa COBOKYITHOCTh OCO3HAHHBIX 3HAHWU 00 OOBEKTE, MOKa3aTeIbHO
PaCKpBITBI OCHOBHBIE ITOJIOKEHHSI TEMBI, B OTBETE MPOCIICKHBACTCS YETKAsE CTPYKTypa, JOTHUECKas
MOCIIE0BATEIHHOCTh, OTPAXKAIOIIAS CYIIHOCTh PACKPHIBAEMBIX MOHSATHMA, TEOPUH, SIBICHUN. 3HaHue
00 o0bOvekme OeMOHCMpUpyemcs HA (QOHe NOHUMAHUSL e20 6 cucmeme OAHHOU HAYKU U
medxncoucyunaunapuvix céasei. OTBET W3NOKEH JUTEPATYPHBIM S3BIKOM B TepMHUHAX Hayku. Moeym
ObIMb dONYWeHbl HedOUembl 8 ONPedeNeHUU NOHAMUU, UCHNPAGIEHHbIEe CHYOEHMOM CAMOCMOAMENbHO
8 npoyecce omeema.

I'POSHEHCKHNM T'OCYJIAPCTBEHHBIN HE®TSIHOM TEXHUYECKHUN
YHUBEPCUTETUMEHU AKAJEMUKA M.I.MAJIJIAOHIIUKOBA

HNHCcTUTYT _NPUKJIAIHBbIX HHGOPMANMOHHBIX TEXHOJIOTHH

Kagenpa _CCu CK

Bomnpocsl Kk 3a4eTy o JMCHUIIHHE
«Kpunrorpadpuyeckue MeToAbl 3AIMTHI U CPeCTBA 00ecnieueHUs1 MHGPOPMAIMOHHOI 0€301IACHOCTH
HHGOKOMMYHU KA

Bonpocut k 3auemy
Anroput™m Db ['amans (acumMMeTpruyHas Kpunrorpadus).
KomOuHupyromuit moToYHbIH MUGp ¢ 3JIEMEHTOM MaMATH.
Kon ayrenrudukarmu coodmenns (MAC). Crioco6sr noctpoeruss MAC. HMAC.
JInHaMU4ecKuil TOTOYHBIN MHUdD.
Omnpenenenue 6:10uHoTO Kb poBaHus. biaok nadopmaruu. Kitou anropurma.
AOGCOIIOTHO CHMMETPUYHBIN OJOYHBIN IHP.
AyTteHTudukanys nojap3oBaTeNd. TUIBI CUCTEM ayTeHTH(QHUKaluu (Ha CUMMETPUYHBIX
Y aCUMMETPUYHBIX KPUIITOCHCTEMAX, Ha CepTU(UKATAX ).
8. OOpaTtuMeble orneparu B 0J109HOM MG POBAHHUH.
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9. Kerberos. IIporokon pacnpeneneHus KIOUEH.
10. HeoOpaTuMmele ornepaiiuu B 0;109HOM MG POBAHHUH.
11. Pacipoctpanenue  kimtouyeil.  [IpoTOKONBI, OCHOBaHHbIE Ha  HCIOJIb30BAHUH
CUMMETPUYHOMN
12. KpUNTOCUCTEMBI U CIy4YallHBIX TAPAMETPOB.
13. Cetu 6:109HBIX MU(GPOB, BETBU CETH, payH]] CETH, oOpa3yromias GyHKus. SP-ceTs,
14. KASLT-ceTs.
15. Pactipoctpanenue kirodei. 3-x sranmubiit mporokos [llamupa (Shamir).
16. Knnaccuueckas crpykrypa cetu Deiicrens. BeTBu cetn, MaTepuan Kiro4a, payH[ CETH,
oOpa3zyromas GyHKITHSI.
17. Pacnpoctpanenue kmoueil. [Ipotokon Needham-Schroeder.
18. AGcomoTHO cuMMeTpuyHas ceTh Deiictens. Momudukarus cetn DercTens s
19. 6onpiiero uncna BeTBeil: Tun 1 — pa3mep OJ0Ka, BETBH CETH, MaTepual KIto4ya, pyHH
ceTH, oOpaszyromias (yHKIIHS.
20. Pacnipoctpanenue kiroueid. IIpoTokobl HA OCHOBE ACUMMETPUYHBIX KPUIITOCUCTEM.
21. Anroputm RSA (acummeTpuuHas kpuntorpadust).
22. BuoBble 1eMacKUpYOIINE TPU3HAKH.
23. CurHanbHbIE JEMACKUPYIOIINE TPU3HAKH.
24. Jlemackupyrouue Ipu3HaKy BEIIECTB.
25. CocTaB 1 XapaKTepUCTHKHN BUAOBBIX, CUTHAJIbHBIX MPU3HAKOB, TPU3HAKOB BEIIECTB.
26. Knaccugukanus 1eMacKUpyIOIUX MPU3HAKOB.

KpuTtepun oneHku 3HAHMH CTyJeHTa Ha 3a4eTe:

- He 3aUmeHO GbICMABNACHCA CHYOEHNY, eclu OaH HenoHsll omeem, MPEACTABISIONUN coO0M
Pa3pO3HCHHLIC 3HAHUA IO TEMEC BOIpoCa C CYHNCCTBCHHBIMHA OH_II/I6KaMI/I B OIPCACIICHUAX.
[IpucyTcTBYIOT (hparMEeHTapHOCTh, HEJIOTUYHOCTH M3NI0KeHUsA. CTYIEHT HE OCO3HAET CBS3b JAHHOTO
MOHATUA, TCOPUHU, HABJIICHUA C APYIrUMHU O6’beKTaMI/I JUCHUITIIUHBI. OTCYTCTByIOT BBIBOJHI,
KOHKpeTH3alusi M JI0Ka3aTelbHOCTh u3J0XkeHus. Peub HerpamorHas. [lomonHutensHble U
YTOYHAIOMHNE BOMPOCHI MPLCIIOoAaBaTCisi HC NPUBOAAT K KOPPCKIHUU OTBCTA CTYACHTA HC TOJIBKO Ha
MIOCTaBJIEHHBIH BOIIPOC, HO M HA JPYTHe BOMPOCH! AUCIUILTUHBL.

- 3aYmMeHO 6bICMABIACMCA CHYOCHMY, eclu 0aH NOJHbIU, PA36EPHYMbILL 0Meem Ha TIOCTABICHHBIN
BOIIPOC, IOKa3aHa COBOKYIHOCTb OCO3HAHHBIX 3HAHMA 00 O0OBEKTe, T0Ka3aTeIbHO PACKPBITHI
OCHOBHBIC TIOJIOKCHUSA TCMbI; B OTBCTC IIPOCICIKUBACTCA UYCTKAsA CTPYKTypa, JIOrHUCCKasd
MOCIEN0BATENbHOCTh, OTPaXKAloIlas CYIIHOCTh PACKPBHIBAEMbIX MOHITUH, TEOPUH, SIBICHUNU. 3HaHUe
06 o0bOvexme OeMOHCMpUpYemcs HA (QOHe NOHUMAHUS €20 8 cucmeme OaHHOU HAYKU U
medcoucyuniunapHrulx cesazetl. OTBET U3JI0KEH JIMTEPATYPHBIM SI3bIKOM B TEPMHUHAX Hayku. Moeym
ObIMb donyweHvl Hedoyemvl 8 OnpedeneHUU NOHAMUU, UCNPABIEeHHbIE CIMYOEHMOM CAMOCMOAMENbHO
6 npoyecce omeema.



buaersl k 3a4erty

T'PO3HEHCKUH I'OCYHAPCTBEHHBIN HE®TAHONW TEXHUYECKHUH YHUBEPCUTET
umenu axaoemuxa M. J]. Murnuonwuxosa

BUJIET Ne 1
ﬂucuunﬂuﬂa Kpunmoepadm%cxue Memoobl 3awumsl U CD@@CWIGCI obecneyenus qu)ODMaquHHOZZ

bezonachocmu UHGOKOMMYHUKAYUL
HUnemumym UTIAT npoghuie N0O2oMosKuU cemecmp -

1. Anroputm Dab ["amanb (acuMMeTpuyHasi Kpurrorpadus).
2. Kerberos. [IpoTokon pacrpeneneHus KIFOYEH.
3. Ceru 610uHBIX MU(POB, BETBU CETH, PayH] CE€TH, oOpa3yromas GyHkius. SP-ceTp,

KASLT-ceTts.

N. o. 3aB. xapenpoit CC u CK

T'PO3HEHCKHH I'OCY/IAPCTBEHHBIN HE®TAHOH TEXHUYECKHH YHUBEPCUTET
umenu axademuxa M. J]. Munruonuwukosa

BUJIET Ne 2
Hucyunauna Kpunmoepaguueckue memoowt 3auumbl u cpeocmea obecneyenus uHQopMayuorHHol

besonacHocmu UHQPOKOMMYHUKAUUL
Hnemumym UTTAT npoguibL no020MmoeKu cemecmp -

1. Anroputm RSA (acummerpuynas kpunrorpadus).

2. CurHajbHbIE IEMAaCKUPYIOIIUE TPU3HAKH.
3. CoctaB u XapPaKTCPUCTUKU BUAOBBIX, CUTHAJIbHBIX IPU3HAKOB, IIPU3HAKOB BCIICCTB.

N. o. 3aB. xapenpoit CC u CK

T'PO3HEHCKUH I'OCYHAPCTBEHHbBIN HE®TAHONW TEXHUYECKHUH YHUBEPCUTET
umenu axaoemuxa M. J]. Murnuonwuxosa

BUJIET Ne 3
Hucyunauna Kpunmoepaguueckue memooul 3awumol u cpedcmea odecneyenus uH@dopmMayuonHou

bezonachocmu UHGOKOMMYHUKAYUL
HUnemumym UTIAT npoghuite n002omMosKuU cemecmp -

1. Ayrentudukanus noup3oBarens. TUIBI CUCTEM ayTeHTHU(PHUKALUU (HA CHMMETPUYHBIX
Y aCHMMETPHUYHBIX KPUIITOCUCTEMAX, Ha cepTu(duKarax).

2. Kpunrocuctemsl U ClIydaiHbIX [TapaMETPOB.

3. KASLT-certs.

N. o. 3aB. xapenpoit CC u CK



T'PO3HEHCKHH I'OCY/IAPCTBEHHBIH HE®TAHOH TEXHUYECKHH YHUBEPCUTET
umenu axademuxa M. J]. Munruonuwukosa

BUJIET Ne 4
Hucyunnuna Kpunmoepaguueckue memooul sawumsi u cpedcmea obecneyenus uH@dopmayuonHou
besonacHocmu UHQPOKOMMYHUKAUUL
Hnemumym UTTAT npoguib no020MmoeKu cemecmp -

1. JluHaMu4ecKuid OTOYHBIN mudD.

2. Pacmpoctpanenune  kimroyed.  [IpoTOKoJibI, OCHOBaHHBIE HAa  HCIOJb30BAHUH
CUMMETPUYHOM KPUMNTOCUCTEMBI U CIIy4ailHbIX MapaMeTpPOB.

3. Pacmpoctpanenue kmrodeit. [Iporokon Needham-Schroeder.

H. o. 3aB. xadenpoit CC u CK

T'PO3HEHCKUH I'OCYHAPCTBEHHbBIN HE®TAHONW TEXHUYECKHUH YHUBEPCUTET
umenu axaoemuxa M. J]. Murnuonwuxosa

BUJIET Ne 5
Jucyunnuna Kpunmoepaguueckue memoost 3auumul u cpedcmea obecneyeHus uH@GopMayuoHHou
bezonachocmu UHGOKOMMYHUKAYUL
HUnemumym UTTAT npoghuii n002omMosKuU cemecmp -

1. OO6parumbie onepary B 0JIOYHOM MK (PPOBaHUH.
2. JleMackupyrolme Mpu3HaKU BEIIECTB.
3. Cern, oOpa3yromiasi GyHKIIHS.

H. o. 3aB. xadenpoit CC u CK

T'PO3HEHCKUH I'OCYHAPCTBEHHbBIN HE®TAHON TEXHUYECKHUH YHUBEPCUTET
umenu axaoemuxa M. J]. Murnuonwuxosa

BUJIET Ne 6
Jucyunnuna Kpunmoepaguueckue memoost 3auumul u cpedcmea obecneyeHus uH@dopMayuoHHou
bezonachocmu UHGOKOMMYHUKAYUL
HUnemumym UTIAT npoghuiib n0O2oMosKuU cemecmp -

1. AOGCOIIOTHO CHMMETPUYHBIN OJIOYHBINA MIUQDP.
2. Kon ayrentuduxarmu coodmenus (MAC). Croco6st moctpoenus MAC. HMAC.
3. JluHAMWYECKUN MOTOYHBIHN M D.

H. o. 3aB. xadenpoit CC u CK




T'PO3HEHCKHH I'OCY/IAPCTBEHHBIH HE®TAHOH TEXHUYECKHH YHUBEPCUTET
umenu axademuxa M. J]. Munruonuwukosa

BUJIET Ne 7
Hucyunnuna Kpunmoepaguueckue memooul sawumsi u cpedcmea obecneyenus un@dopmayuonHou
besonacHocmu UHQPOKOMMYHUKAUUL
Hnemumym UTTAT npoguib no020MmoeKu cemecmp -

1. Pacmpoctpanenue kiroueid. 3-x aranubiid mporokon lamupa (Shamir).
2. BuaoBble J€EMACKUPYIOIINE TPU3HAKH.
3. OO6paTtumsble onepaiii B 6J0YHOM KU (POBAHUH.

N. o. 3aB. xapenpoit CC u CK

T'PO3HEHCKUH I'OCYHAPCTBEHHbBIN HE®TAHON TEXHUYECKHUH YHUBEPCUTET
umenu axaoemuxa M. J]. Murnuonwuxosa

BUJIET Ne 8
Jucyunnuna Kpunmoepaguueckue memoost 3auumul u cpedcmea obecneyeHus uH@GopMayuoHHou
bezonachocmu UHGOKOMMYHUKAYUL
HUnemumym UTTAT npoghuii n002omMosKuU cemecmp -

1. AOGCOIIOTHO CUMMETPHUYHBIN OJIOYHBINA MUQDP.

2. Anroputm Db 'amans (acummeTpuuHas Kpunrorpagus)..

3. AO6comoTHO cuMmMmeTpudHas ceth Dericrens. Monudukanus cetn Derictens Ais
OoJbIero yrcna BeTBeil: TN 1 — pa3mep 010ka, BETBU CETH, MaTepual KII04a, pyH/I
ceTH, oopaszyromias (yHKIHS.

H. o. 3aB. xadenpoit CC u CK

T'PO3HEHCKHUH I'OCYJ/IAPCTBEHHBIN HE®TAHOH TEXHUYECKHUH YHUBEPCUTET
umenu axademuxa M. J]. Munruonuwukosa

BUJIET Ne 9
Hucyunauna Kpunmoepaguueckue memooul sawumsi u cpedcmea obecneyenus uH@dopmayuonHou
besonacHocmu UHQPOKOMMYHUKAUUL
Hnemumym UTTAT npoguibL no020MmoeKu cemecmp -

1. Pacnpoctpanenue kntoueit. [IpoTokosbl, OCHOBaHHBIE HA UCIIOJIB30BAHUU
CUMMETPUYHOMN

2. AyrenTudukanus moyib3opareis. TUTBI CHCTEM ayTeHTU(PUKANNY (HA CHMMETPUYHBIX
Y aCUMMETPUYHBIX KPUIITOCHUCTEMAX, Ha CepTU(UKATAX ).

3. JuHaMu4ecKuil HOTOYHBIN mudp.

N. o. 3aB. xapenpoit CC u CK




T'PO3HEHCKHH I'OCY/IAPCTBEHHBIH HE®TAHOH TEXHUYECKHH YHUBEPCUTET
umenu axademuxa M. J]. Munruonuwukosa

BUJIET Ne 10
Hucyunnuna Kpunmoepaguueckue memooul sawumsi u cpedcmea obecneyenus un@dopmayuonHou
besonacHocmu UHQPOKOMMYHUKAUUL
Hnemumym UTTAT npoguib no020MmoeKu cemecmp -

1. KomOuHMpytomuii NoTOYHBIN MUGP € HTEMEHTOM MaMSITH.
2. Konm ayrenrudukarmu coodmenns (MAC). Criocoosr noctpoenuss MAC. HMAC.
3. Aunroput™m RSA (acummeTpuunas kpunrorpadus).

N. o. 3aB. xapenpoit CC u CK

T'PO3HEHCKHUH I'OCY/IAPCTBEHHBIN HE®TAHOH TEXHUYECKHH YHUBEPCHUTET
umenu axademuxa M. J]. Munruonuwukosa

BUJIET Ne 11
Hucyunauna Kpunmoepaguueckue memooul sawumsi u cpedcmea obecneyenus uH@dopmayuonHou
besonacHocmu UHQPOKOMMYHUKAUUL
Hnemumym UTTAT npoguib n0020MoeKuU cemecmp -

1. JlemMackupymoomue Npu3HaKy BELIECTB.
2. CoctaB U XapaKTEepUCTUKH BUJOBBIX, CHTHAJIbHBIX IPU3HAKOB, IPU3HAKOB BELLECTB.
3. Krnaccudukanus neMacKupyromux Npru3HaKoB.

N. o. 3aB. xapenpoit CC u CK

T'PO3HEHCKUH I'OCYHAPCTBEHHbBIN HE®TAHON TEXHUYECKHUH YHUBEPCUTET
umenu axaoemuxa M. J]. Murnuonwuxosa

BUJIET Ne 12
Jucyunnuna Kpunmoepaguueckue memoost 3auumul u cpedcmea obecneyeHus uH@dopMayuoHHou
bezonachocmu UHGOKOMMYHUKAYUL
HUnemumym UTTAT npoghuite n002oMosKuU cemecmp -

1. JluHAMUYECKU MOTOYHBIN I DP.
2. Pacmpoctpanenue xiroueit. [Iporokon Needham-Schroeder.
3. BunoBble AeMacKupyroIe MPU3HAKH.

H. o. 3aB. xadenpoit CC u CK




T'PO3HEHCKHUH I'OCYHAPCTBEHHbBIN HE®TAHON TEXHUYECKHUH YHUBEPCUTET
umenu axaoemuxa M. J]. Murnuonwuxosa

BUJIET Ne 13
Jucyunnuna Kpunmoepaguueckue memoost 3auumul u cpedcmea obecneyeHus uH@dopMayuoHHou
bezonachocmu UHGOKOMMYHUKAUUL
HUnemumym UTIAT npoghuie n0O20MosKuU cemecmp -

1. HeoOparumplie onepanuu B 6JJ09HOM MTHU(POBAHUH.

2. Ayrentudukanys noip3oBatens. TUnbl cucteM ayTeHTU(UKALUU (Ha CUMMETPHYHBIX
Y aCUMMETPUYHBIX KPUIITOCHUCTEMAX, Ha CepTU(UKATAX ).

3. JuHaMu4ecKui OTOYHBIN mudp.

N. o. 3aB. xapenpoit CC u CK

T'PO3HEHCKHH I'OCY/IAPCTBEHHBIN HE®TAHOH TEXHUYECKHH YHUBEPCUTET
umenu axademuxa M. J]. Munruonuwukosa

BUJIET Ne 14
Hucyunauna Kpunmoepaguueckue memooul sawumsi u cpedcmea obecneyenus uH@dopmayuonHou
besonacHocmu UHQPOKOMMYHUKAUUL
Hnemumym UTTAT npoguib no020MmoeKu cemecmp -

1. Certu 610yHBIX HIH(POB, BETBHU CETH, payHJ CETH, oOpasytomias pyHkuus. SP-cers,
2. KASLT-cers.

3. BupaoBble 1eMacKkupyoOINe NPU3HAKH.

4. PacnpocTtpanenue kiatoueil. [I[poTokoibl HA OCHOBE ACUMMETPUYHBIX KPUIITOCUCTEM.

H. o. 3aB. xadenpoit CC u CK

T'PO3HEHCKHUH I'OCY/IAPCTBEHHBIN HE®TAHOH TEXHUYECKHH YHUBEPCUTET
umenu axademuxa M. J]. Munruonuwukosa

BUJIET Ne 15
Hucyunauna Kpunmoepaguueckue memooul sawumsi u cpedcmea obecneyenus uH@dopmayuonHou
besonacHocmu UHQGOKOMMYHUKAUUL
Hnemumym UTTAT npoguib n0020mMoeKu cemecmp -

1. Pacnpoctpanenue kmouei. [Iporokon Needham-Schroeder.
AGcomoTHO cumMmeTpuuHas cetb Dericrens. Monudukanus cetn Derictens 1is
00JIBIIIEro Yuciia BeTBe: Tum 1 — pasmep OJI0Ka, BETBU CETH, MaTepHall KIo4a, pyH]
ceTH, oOpa3zyromias (yHKIIHS.

3. Pacmpoctpanenue kiroueid. 3-x stanHbiid mpotokon [llamupa (Shamir).

N. o. 3aB. xapenpoit CC u CK




T'PO3HEHCKHUH I'OCYHAPCTBEHHbBIN HE®TAHON TEXHUYECKHUH YHUBEPCUTET
umenu axaoemuxa M. J]. Murnuonwuxosa

BUJIET Ne 16
Jucyunnuna Kpunmoepaguueckue memoost 3auumul u cpedcmea obecneyeHus uH@dopMayuoHHou
bezonachocmu UHGOKOMMYHUKAUUL
HUnemumym UTIAT npoghuie n0O20MosKuU cemecmp -

1. Pacnpoctpanenue kiatoueid. [[poTOKOJIBI HA OCHOBE aCUMMETPUYHBIX KPUIITOCUCTEM.
2. Anroput™m RSA (acummerpuyHast kpuntorpagusi).
3. Pacmpoctpanenue kimrodeit. [Iporokon Needham-Schroeder.

H. o. 3aB. xadenpoit CC u CK

T'PO3HEHCKHH I'OCYHAPCTBEHHbBIH HE®TAHOH TEXHUYECKHUH YHUBEPCUTET
umenu axaoemuxa M. J]. Murnuonwuxosa

BUJIET Ne 17
Jucyunnuna Kpunmoepaguueckue memoost 3auumul u cpedcmea obecneyeHus uH@dopMayuoHHou
bezonachocmu UHGOKOMMYHUKAYUL
HUnemumym UTIAT npoghuiie n002omMosKuU cemecmp -

1. Knaccudukanus 1eMacKupyromux MprU3HaKOB.
2. JluHaMHUYeCKH MOTOYHBIN MHUP.
3. KoMOuHupyOMm#i TOTOYHBIA MH(P C IIEMEHTOM MTaMSTH.

H. o. 3aB. xadenpoit CC u CK

T'PO3HEHCKHUH I'OCYHAPCTBEHHbBIN HE®TAHON TEXHUYECKHUH YHUBEPCUTET
umenu axaoemuxa M. J]. Murnuonwuxosa

BUJIET Ne 18
Jucyunnuna Kpunmoepaguueckue memoost 3auumul u cpedcmea obecneyeHus uH@dopMayuoHHou
bezonachocmu UHGOKOMMYHUKAYUL
HUnemumym UTIAT npoghuitb n002oMosKuU cemecmp -

1. HeoOparumplie onepannu B 6JJ09HOM TU(POBAHUH.
2. CurHajibHbIE JEMACKUPYIOLINE TIPU3HAKH.
3. Anroputm Dab ['amanb (acumMmMeTpruyHast Kpunrorpadus).

H. o. 3aB. xadenpoit CC u CK




T'PO3HEHCKWH T'OCYHAPCTBEHHbBIH HE®TAHOH TEXHHUYECKHU YHUBEPCUTET
umenu axaoemuxa M. J]. Murnuonwuxosa

BUJIET Ne 19
Jucyunnuna Kpunmoepaguueckue memoost 3auumul u cpedcmea obecneyeHus uH@dopMayuoHHou
bezonachocmu UHGOKOMMYHUKAYUL
HUnemumym UTTAT npoghuitb n002oMosKuU cemecmp -

1. Ompenenenue 6;10uHorO mHbpoBaHus. biaok nadopmaruu. Kitou anropurma.

2. AOCONIOTHO CUMMETPUYHBINA OJIOUHBIN mUQP.

3. AyreHTH(UKAIHS MOJIB30BaTeNs. THITBI CHCTEM ayTeHTHU(PUKAIMH (HA CHMMETPHYHBIX
Y aCUMMETPUYHBIX KPUIITOCHCTEMAX, Ha CepTU(UKATAX ).

N. o. 3aB. xapenpoit CC u CK

T'PO3HEHCKUH I'OCYHAPCTBEHHbBIN HE®TAHON TEXHUYECKHUH YHUBEPCUTET
umenu axaoemuxa M. J]. Murnuonwuxosa

BUJIET Ne 20
Jucyunnuna Kpunmoepaguueckue memoost 3auumul u cpedcmea obecneyeHus uH@dopMayuoHHou
bezonachocmu UHGOKOMMYHUKAYUL
HUnemumym UTTAT npoghuii n002omMosKuU cemecmp -

1. Pacnpoctpanenwue kiroueit. 3-x atamabiid mpotokon [lamupa (Shamir).
Krnaccuueckas crpykrypa cetu @eiicrens. BeTBu cetu, maTepuan Kiroua, payHJi CETH,
oOpa3zyromas QyHKITHSI.

3. Pacnpoctpanenue kmoueii. [Ipotokon Needham-Schroeder.

N. o. 3aB. xapenpoit CC u CK

IT'POSHEHCKHNM T'OCYJIAPCTBEHHBIN HE®TSIHOMW TEXHUYECKHUN
YHUBEPCUTETUMEHU AKAJEMUKA M.I.MAJIJIAOHIIUKOBA

HNHCcTUTYT _NPUKJIAJHBbIX HHGOPMANMOHHBIX TEXHOJIOIHH

Kagenpa Cery cBSI3H M CHCTEMBbI KOMMYTAIUHA

Bonpocel K 3xk3aMeHy 10 IMCHHUIINHE
««Kpunrorpadpuueckue MeToAbI 3aAIIMTLI U CPEICTBA o0ecneyeHuss MHGOPMAIMOHHOK
0€30IaCHOCTH

Bonpocu K IK3aMEHy

13. OcHOBHBIE IOHATHS, 0003HAYEHUS U 33]1a4U KpUTITOTpaduu.

14. icropuueckne npuMepbl KPUIITOCUCTEM.



15.

16.

17.
18.

19.

20.

21.

22.

23.

24.
25.

26.

27.

28.

29.
30.

31.

32.

33.

34.

OcHOBHBIE TPUHIMIBI KpuUnTorpaduydeckord 3ammuthl uHopmaruu. OOmas cxema
CUCTEMBI 3aIIUTH HHPOPMAIIHH.

Oynkiun mudpoBanus. Ognocroponnue ¢pynkuuu. [Ipocreiimme mmdpsl 1 UX Kiac-
cupuKaIus.

OcHoBHBIE TpeOOBaHUSA K MU(PpaM, K KpUOTOrpadhUIECKUM CUCTEMAaM.

AOcomoTHO cToiikue (coBepieHHbIe) mudpel. KpunrocToiikocTs anroputma mudpo-
BaHU. OCOOEHHOCTH CUMMETPHYHBIX KPUIITOCHUCTEM.

Mertox mpocToil MOACTAaHOBKM (3aMeHBI). MeToja TepecTaHOBKHA. MeToj OJIOYHBIX
mudpoB.

Mertoa rammupoBanus. Merox mm@poBaHus Ha OCHOBE TeopeMbl Ditnepa-Depma.
Kommosurus mmdpos.

Crangapt kpunrocuctemsl CILIA DES.

Crangapt kpunrocuctembl Poccun — 'OCT 28147-89. CucteMsbl 3alIUTHI C OTKPBITHIM
KJIFOUOM.

Kpunrocucrema RSA.

TeopeTuko-4iCIOBBIE aJTOPUTMBI U UX CIIOKHOCTh. MeETObl TUCKPETHOTO Jorapud-
MHUPOBAHHUS.

Cucrema 3amutsl Auddu-Xemmmana. Cucrema 3amuTthl HHPOPMALIUK Ha OCHOBE 3a-
JAHHOT'O PIOK3aKa.

[IpoTokomnbl pacnpeneneHus CEKPEeTHbIX Kitodeil. OCHOBHBIE 1IE€IM MPOTOKOJA pacipe-
nenenus kimouen. [Iporokon Oteaii-Puca.

IIpoTokosibl pacnpeneneHns CeKpeTHbIX Kiroueid. OCHOBHBIE 1IEJIM IPOTOKOJIA pacIpe-
nenenus kimoueit. Llepoep.

Apudmernka ocratkoB. CpaBHEeHHE 110 MOaYI0. Permenue ypaBaenus ax = b (mod N).
OyHkus Ounepa. MynbTUIIMKaTUBHBIE oOpaTHbie 1o Moaymo N. Teopema
Jlarpanxa. Manas teopema @epma. [Ipumenenue B KpunTorpapum.

Anroputm EBkmmpa. Kutaiickas Teopema o0 octarkax. Pacmupenusiii anroputm EB-
kinuaa. [Ipumenenue B kpunrorpaguu.

Kpunrocucrema ¢ oTkpbIThIM Kit04oM. Kpunrtorpadguueckas 0fHOCTOPOHHSS (PYHKIIHSL.
Baxmueiimme kpunrorpadguueckie 01HOCTOPOHHUE (PYHKITUH.

Omnenka cnoxHocTH 3aaa4. CloXHOCTh anroputma: I[lonnHoMHUHANbHAS, YKCIIOHEHIIH-
anbHas1, cyoskcnoneHuanbHas Opakyn. CpaBHUTEIbHBIN aHAIN3 CJI0KHOCTH KPHUIITO-
rpaguvecKux aropuTMoB (0e3 JOoKa3aTeIbCTBA).

Anroput™m RSA. Hludpposanue B RSA. [lemmdposanue B RSA. JlokazaTenbcTBO anro-

pUTMA.



35. AnroputMm RSA. 3agaya kpunroananutuka. Kpunrocroitkoctb RSA

36. Kpunrocucrema Dnb-I"amans. [Tapamerps nomena. lludposanue. demmdpponanue.

37. Kpunrocucrema Pabuna. Anropurm. [llndposanue. [emmudponanue.

38. IIpocTthie uncna. BaxHOCTh MpoOIeMBbl TECTUPOBAHUS MPOCTHIX duceln. [IpoOHoe nene-
HUE.

39. Pacnipenenenue ximrodein Juddu ? Xemnmmana. Anroputm. CTORKOCTh. ATaka 4enoBeK
nocepeaune. Heo6xoaumMocTh HCob30BaHus HU(POBOM MOIMHUCH.

40. Anroput™mom 1udpoBoit moanucu RSA.

41. Kpunrorpaduueckas Xom-pyHkius. CBoicTBa KpunTOrpaduyecKon XdmI-QpyHKITUH.
CBOICTBO OJHOCTOPOHHOCTH 3alUIIEHHOCTh OT IOBTOPEHMMH, 3aAIUIIEHHOCTBIO OT
BTOPBIX MPOOOPA30B.

42. AnroputmoM 1udpoBoit moanucu DSA.

43. OreuectBeHnbld ctangapt uudposoi noamucu ['OCT P 34.10-94.

44. KBanToBas kpunrorpadusi.
Kpurepuun onieHKM 3HAHUM CTYJ€HTA HA IK3aMeHe

OneHka «OTJIMYHO» BBICTABISICTCS CTYJEHTY, TOKa3aBIIEMy BCECTOPOHHHE, CUCTEMATU3UPOBaHHBIE,
riyOOKHe 3HaHUS Y4eOHOH MporpamMMmbl TUCIHHMIUIMHBL M yYMEHHE YBEPEHHO TNPUMEHATh UX Ha
IIPAKTUKE MPHU PEIIEHNH KOHKPETHBIX 3a7ad, CBOOOJHOE M MpPAaBHIBHOE OOOCHOBAaHHE NMPHUHATHIX
peLICHUN.

OneHka «Xopoumo» - BBICTABIAETCSA CTYAEHTY, €CJIM OH TBEPJO 3HACT MaTepHaJ, TPaMOTHO U
nmo cCymecCcTBy wu3jjaract c€ro, yMcCT MHNPUMCHSATH IOJYUYCHHBIC 3HAHHWA Ha IIPAKTHKE, HO
JONYCKaeT B OTBETC WM B PELICHUW 3aJa4 HEKOTOPBIE HETOYHOCTH, KOTOPBIE MOXKET
YCTPAHUTh C TOMOIBIO AOMOJHHUTCIBHBIX BOIIPOCOB MPLCIIoaaBaTcCIis.

OneHka «yJAOBJETBOPHUTEJIBHO» - BBICTABISACTCA CTYIEHTY, IOKa3aBlleMy (hparMeHTapHBbIi,
pa3po3HEHHBIN XapakTep 3HAHUM, HEJAOCTATOYHO MPAaBUIbHBIE (OPMYIHPOBKH 0a30BBIX TMOHATHUH,
HapylEeHUus JIOTUYECKON IOCIEA0BATEIBHOCTH B M3JIOKEHUMHM IPOrpaMMHOIO Marepuaia, HO IpHU
3TOM OH BJIQJIC€T OCHOBHBIMHU pPa3JeliaMH Y4eOHON MpPOTrpaMMbl, HEOOXOIUMBIMH s TalbHEHIIEero
00y4eHHUsI 1 MOKET IPUMEHSTh MOJIy4E€HHbIE 3HAHUS 110 00pa3lly B CTAHJAPTHON CUTYaIUH.

OneHka «Hey/JA0BJIETBOPHUTEIbHO» - BBICTABISACTCS CTYACHTY, KOTOpPBIA HE 3HAaeT OoJiblieit
4acTU OCHOBHOIO COJEpKaHUs ydyeOHOM mnporpaMmbl IUCHMIUIMHBI, JONYCKaeT IpyOble
OIIMOKKN B (I)OpMYJII/IpOBKaX OCHOBHBIX TTOHSTHH AUCHUINIMHBI W HC YMCECT HCIOJb30BaTh
IIOJy4EHHBIEC 3HAHUS [IPU PEIICHUH THUIIOBBIX IPAKTHYECKUX 3a1a4.



IK3aMEHALMOHHBIE OUJIEThI

T'PO3HEHCKHUH I'OCYHAPCTBEHHbBIN HE®TAHONW TEXHUYECKHUH YHUBEPCUTET
umenu axademuxa M. J]. Murnuonwuxosa

BUJIET Ne |
Jucyunnuna Kpunmoepaguueckue memoost 3auumul u cpedcmea obecneyeHus uH@dopMayuoHHou
bezonachocmu UHGOKOMMYHUKAYUL
HUnemumym UTTAT npoghuite n002oMosKuU cemecmp -

1. OcHOBHBIC TOHATHS, 0003HAYCHUS H 33]a4l KpHUIITOTrpaduu.

2. Hcropudeckue mpuMepbl KPUIITOCHCTEM.

3. OcHOBHBIE MPUHIIUIIBI KpUNTOrpaduaeckoit 3anuTsel nHGopManuu. O01as cxema
CHCTEMBI 3aIIUThI HHPOPMALIUH.

W. o. 3aB. kadenpoii CC u CK

T'PO3HEHCKHH I'OCY/IAPCTBEHHBIN HE®TAHOH TEXHUYECKHH YHUBEPCUTET
umenu axademuxa M. J]. Munruonuwukosa

BUJIET Ne 2
Hucyunnuna Kpunmoepaguueckue memooul sawumsi u cpedcmea obecneuenus uH@dopmayuonHou
besonacHocmu UHQGOKOMMYHUKAUUL
Hnemumym ATTAT npoguib no020mMoeKuU cemecmp -

1. AGcomoTHO croiikue (coBepiieHHbIe) MUGPBl. KpUnTocTOWKOCTh aaroputma mudpo-
BaHUs1. OCOOEHHOCTH CUMMETPUUYHBIX KPUITOCUCTEM.

2. Merton mpoCTOM TOJICTAaHOBKU (3aMeHBbI). Meroa mepecTaHOBKUA. MeTon OJ0YHBIX
mudpoB.
3. Meron rammupoBanusa. Mero mudpoBaHUs Ha OCHOBE TeopeMbl Ditnepa-Depma.

N. o. 3aB. kadenpoii CC u CK

T'PO3HEHCKUH I'OCY/IAPCTBEHHBIH HE®TAHOH TEXHUYECKHH YHUBEPCUTET
umenu axademuxa M. J]. Munruonuwukosa

BUJIET Ne 3
Hucyunnuna Kpunmoepaguueckue memooul sawumsi u cpedcmea obecneyenus uH@dopmayuonHou
besonacHocmu UHQPOKOMMYHUKAUUL
Hnemumym UTTAT npoguib no020MmoeKu cemecmp -

1. Anroput™m RSA. [llugpposanue B RSA. Jlemnpposanue B RSA. JlokazaTenbcTBO anro-purma.
2. Anroput™ RSA. 3anaua kpunroananutuka. Kpunrocroikocts RSA
3. Kpunrocucrema Dinb-I"amans. [Tapamerps! nomena. [lludposanue. [lemmudponanue.

N. o. 3aB. kadenpoii CC u CK



T'PO3HEHCKWH T'OCYHAPCTBEHHbBIH HE®TAHOH TEXHHUYECKHU YHUBEPCUTET
umenu axaoemuxa M. J]. Murnuonwuxosa

BUJIET Ne 4
Jucyunnuna Kpunmoepaguueckue memoost 3auumul u cpedcmea obecneyeHus uH@dopMayuoHHou
bezonachocmu UHGOKOMMYHUKAYUL
HUnemumym UTTAT npoghuitb n002oMosKuU cemecmp -

1. Pacnpenenenne xmouerd Juddu ? Xemmvana. AnroputMm. CTORKOCTh. ATaka 4elIOBEK
nocepeaune. Heo6xonumMocTh HCob30BaHus HU(POBOMA MOITHUCH.

2. Anroputmom 1udpoBoit moanucu RSA.

3. Kpunrorpaduueckas Xomr-¢pyakius. CBoHCTBa KpUITOTpapuuecKon X31I-()yHKIHH.
CBOMCTBO OJHOCTOPOHHOCTH 3AIMIIEHHOCTh OT MOBTOPEHUM, 3aIIIUIIEHHOCTHIO OT
BTOPBIX MPOOOPA30B.

W. o. 3aB. kadenpoii CC u CK

T'PO3HEHCKHUH I'OCY/IAPCTBEHHBIN HE®TAHOH TEXHUYECKHN YHUBEPCUTET
umenu axademuxa M. J]. Munruonuwukosa

BUJIET Ne 5
Hucyunnuna Kpunmoepaguueckue memooul sawumsi u cpedcmea obecneyenus uH@dopmayuonHou
besonacHocmu UHQPOKOMMYHUKAUUL
Hnemumym UTTAT npoguib no020mMoeKu cemecmp -

1. Anroputmom mudpooi moanucu DSA.
2. OreuectBennbiii ctangapt nudposoi noamucu ['OCT P 34.10-94.
3. KsanroBas kpuntorpadus.

N. o. 3aB. kadenpoii CC u CK

T'PO3HEHCKHUH I'OCY/IAPCTBEHHBIH HE®TAHOH TEXHUYECKHH YHUBEPCUTET
umenu axademuxa M. J]. Munruonuwukosa

BUJIET Ne 6
Hucyunauna Kpunmoepaguueckue memooul sawumsi u cpedcmea obecneyenus uH@dopmayuonHou
besonacHocmu UHQPOKOMMYHUKAUUL
Hnemumym UTTAT npoguibL no020MmoeKu cemecmp -

1. Cucrema 3anmtel [uddu-Xemnmana. Cucrema 3amuthl MHGOPMALMKM HAa OCHOBE 3a-
JTaHHOTO PIOK3aKa.

2. TIporokomsl pacrpeneseHusi CeKpeTHbIX Kiroueil. OCHOBHBIE IIENM MPOTOKOJIA pacIpe-
nenenus kimouen. [Iporokon OtBaii-Puca.

3. TIpoToko:sl pactpesieneHns CeKpeTHBIX Kitouei. OCHOBHBIE IIETH MPOTOKOJIA pacIpe-
nenenus kiaouei. [epoep.

H. o. 3aB. xadenpoit CC u CK




T'PO3HEHCKHH I'OCY/IAPCTBEHHBIH HE®TAHOH TEXHUYECKHH YHUBEPCUTET
umenu axademuxa M. J]. Munruonuwukosa

BUJIET Ne 7
Hucyunnuna Kpunmoepaguueckue memooul sawumsi u cpedcmea obecneyenus un@dopmayuonHou
besonacHocmu UHQPOKOMMYHUKAUUL
Hnemumym UTTAT npoguib no020MmoeKu cemecmp -

1. Meton rammupoBanusi. MeTos mudpoBaHus Ha OCHOBE TeopeMbl Ditnepa-Depma.
2. Kowmmo3zurus mmdpos.
3. Cranpapt kpunrocucremsl CIIJA DES.

W. o. 3aB. kaenpoit CC u CK

T'PO3HEHCKUH I'OCYHAPCTBEHHbBIN HE®TAHON TEXHUYECKHUH YHUBEPCUTET
umenu axaoemuxa M. J]. Murnuonwuxosa

BUJIET Ne 8
Jucyunnuna Kpunmoepaguueckue memoost 3auumul u cpedcmea obecneyeHus uH@dopMayuoHHou
bezonachocmu UHGOKOMMYHUKAYUL
HUnemumym UTTAT npoghuii n002omMosKuU cemecmp -

1. IIporokosbl pacnpeneneHus CEKPETHbIX Kiodeil. OCHOBHBIE IENIH MPOTOKOJIA
pacnpe-aenenus kiatodei. [Tporoxon OTBaii-Puca.

2. Ilpotokoisibl pacnpeneneHus CEKpPETHbIX Kitodeil. OCHOBHBIE IENIH MPOTOKOJIA
pacripe-genenus kimoueid. Liepoep.

3. Apudmernka octatkoB. CpaBHEHHE 110 MOYII0. Pemenue ypaBHenus ax = b (mod
N).

N. o. 3aB. kadenpoii CC u CK

T'PO3HEHCKHUH I'OCYJ/IAPCTBEHHBIN HE®TAHOH TEXHUYECKHUH YHUBEPCHUTET
umenu axademuxa M. J]. Munruonuwukosa

BUJIET Ne 9
Jucyuniuna Kpunmoepaghuueckue memoowvt 3auumol u cpedcmsa obecnevenuus uh@GopmMayuoHHoU
Oe3onacHocmu UHMOKOMMYHUKAYUU

HUnemumym UTTAT npoghuite n002oMosKuU cemecmp -

1. Anroputmom mudpoBoit moamucu DSA.
2. OreuectBeHHbIN cTanaapT uudposoii moxnucu OCT P 34.10-94.
3. KganToBas kpunrorpadus.

H. o. 3aB. xadenpoit CC u CK



T'PO3HEHCKHUH I'OCYHAPCTBEHHbBIN HE®TAHONW TEXHUYECKHUH YHUBEPCUTET
umenu axaoemuxa M. J]. Murnuonwuxosa

BUJIET Ne 10
Jucyunnuna Kpunmoepaguueckue memoost 3auumul u cpedcmea obecneyeHus uH@dopMayuoHHou
bezonachocmu UHGOKOMMYHUKAYUL
HUnemumym UTTAT npoghuite n002oMosKuU cemecmp -

1. ®Oynknuu mmdppoBanusa. OgHoctoponHue (yHkiuu. [Ipocreiimme muppsl U ux
KJ1aC-CU(UKAIIHSL.

2. OcHoBHbIE TpeOOBaHUS K MK paM, K KpUIITOTpahUIECKUM CHCTEMaM.

3. AOcomoTHO cToiikue (coBeplieHHbIe) mHudpbl. KpunrocToiikocTs anropurma
mmdpo-Banus. OCOOCHHOCTH CUMMETPHYHBIX KPUIITOCHCTEM.

H. o. 3aB. xaenpoit CC u CK

T'PO3HEHCKHUH I'OCY/IAPCTBEHHBIN HE®TAHOH TEXHUYECKHH YHUBEPCUTET
umenu axademuxa M. J]. Munruonuwukosa

BUJIET Ne 11
Hucyunnuna Kpunmoepaguueckue memooul sawumsi u cpedcmea obecneyenus uH@dopmayuonHou
besonacHocmu UHQOOKOMMYHUKAUUL
Hnemumym UTTAT npoguib no020mMoeKu cemecmp -

1. Cranpapt xpunrocucrems! CIIIA DES.
Crangapt xpuntocucteMbl Poccum — ['OCT 28147-89. CucrteMbl 3amiuThl C
OTKPBITHIM KJIFOUOM.

3. Kpunrtocucrema RSA.

H. o. 3aB. xadenpoit CC u CK

T'PO3HEHCKHUH I'OCYJ/IAPCTBEHHBIN HE®TAHOH TEXHUYECKHUH YHUBEPCUTET
umenu axademuxa M. J]. Munruonuwukosa

BUJIET Ne 12
Hucyunauna Kpunmoepaguueckue memooul sawumsi u cpedcmea obecneyenus uH@dopmayuonHou
besonacHocmu UHQPOKOMMYHUKAUUL
Hnemumym UTTAT npoguibL no020MmoeKu cemecmp -

1. Kpuntocucrema ¢ OTKpBITHIM KitouyoM. Kpumnrorpadudeckas O0IHOCTOPOHHSSA
dbyakums. Baxneimue kpuntorpadgudeckre 0 JHOCTOPOHHUE (D YHKITUH.

2. Onenka cnoxHoctH 3amad. CrnoxHocTh anroputMma: IlonmHOMMHaNBbHAS,
AKCIIOHCHIIM-aIbHAsA, CyOdKcroHeHnnanbHas Opakyn. CpaBHUTENBHBIA aHAINA3
CJIO’)KHOCTHU KPUIITO-TpapHUECKUX aNrOPUTMOB (0€3 10Ka3aTeIbCTBA).

3. Anroputm RSA. llluppoanue B RSA. Jlemmdporannue B RSA. JlokazarenbcTBo
aJIrO-pUTMA.



W. o. 3aB. kaenpoit CC u CK

T'PO3HEHCKHH I'OCYJIAPCTBEHHBIH HE®TAHOH TEXHUYECKHH YHUBEPCUTET
umenu axademuxa M. J]. Munruonuwukosa

BUJIET Ne 13
Hucyunnuna Kpunmoepaguueckue memooul sawumsi u cpedcmea obecneuenus un@dopmayuonHou
besonacHocmu UHQPOKOMMYHUKAUUL
Hnemumym UTTAT npoguib n0020mMoeKu cemecmp -

1. Pacnpenenenune xmoueit Hudpdu ? Xemimana. Anroputm. CroHKOCTb. ATaka
yenoBek nocepeanne. Heo0xoaumocTs ncnonb30BaHus HUGPOBOI MOAMHUCH.

2. AnroputMmoM 1udpoBoit moamnucu RSA.

3. Kpunrorpaduueckas Xsmr-pynkius. CBoicTBa KpunTorpadhuuecKon X31i-
¢ysakuu. CBOMCTBO OJTHOCTOPOHHOCTH 3aIIUIICHHOCTh OT TOBTOPCHHIA,
3aIUIIEHHOCTHIO OT BTOPBIX MPOOOPa30B.

H. o. 3aB. xadenpoit CC u CK

T'PO3HEHCKHUH I'OCYHAPCTBEHHbBIN HE®TAHONW TEXHUYECKHUH YHUBEPCUTET
umenu axaoemuxa M. J]. Murnuonwuxosa

BUJIET Ne 14
Jucyunnuna Kpunmoepaguueckue memoost 3auumul u cpedcmea obecneyeHus uH@dopMayuoHHou
bezonachocmu UHGOKOMMYHUKAYUL
HUnemumym UTIAT npoghuite n002oMosKuU cemecmp -

1. Kpunrocucrema Omnb-I"amans. [Tapamerpsr nomena. lludposanue. [demmdpopanue.

2. Kpunrocucrema Pabuna. Anropurm. Hludposanue. JemmppoBanue.

3. Tlpocteie uncna. BaxxHOCTh poOeMbl TECTHPOBaHUSI MPOCTHIX drcen. [IpoOHoe
Jieie-Hue.

N. o. 3aB. kadenpoii CC u CK

T'PO3HEHCKUH I'OCYHAPCTBEHHbBIN HE®TAHON TEXHUYECKHUH YHUBEPCUTET
umenu axaoemuxa M. J]. Murnuonwuxosa

BUJIET Ne 15
Jucyunnuna Kpunmoepaguueckue memoost 3auumul u cpedcmea obecneyeHus uH@dopMayuoHHou
bezonachocmu UHGOKOMMYHUKAYUL
HUnemumym UTTAT npoghuitb n002oMosKuU cemecmp -

1. IIporokosbl pacnpeneneHus CEKPETHbIX Kiodeil. OCHOBHBIE MENIH MPOTOKOJIA
pacnpe-aenenus kiaodei. [Tporoxon OTBaii-Puca.

2. Ilporokoisibl pacnpeneneHus CEKpPEeTHbIX Kiodeil. OCHOBHBIE IENIH MPOTOKOJIA
pacripe-genenus kimoueid. Liepoep.

3. Apudmeruka octatkoB. CpaBHEHHE 110 MOYII0. Pemenue ypaBHeHus ax = b (mod
N).



W. o. 3aB. kaenpoit CC u CK

T'PO3HEHCKHH I'OCYJIAPCTBEHHBIH HE®TAHOH TEXHUYECKHH YHUBEPCUTET
umenu axademuxa M. J]. Munruonuwukosa

BUJIET Ne 16
Hucyunnuna Kpunmoepaguueckue memooul sawumsi u cpedcmea obecneuenus un@dopmayuonHou
besonacHocmu UHQPOKOMMYHUKAUUL
Hnemumym UTTAT npoguib n0020mMoeKu cemecmp -

1. OcHoBHbIe TpeOOBaHUS K MK(ppaM, K KPUITOrpahuIecKUM CUCTEMaM.
AOcomoTHO cToiikue  (coBepiieHHBbIC) MUQPPHL. KpUNTOCTOWKOCTH anropurma
mdpo-Banus. OCOOEHHOCTH CUMMETPUYHBIX KPUIITOCHUCTEM.

3. Mertoa npocToii MOACTaHOBKY (3aMeHbl). MeTo nepecTaHoBKUA. MeTox 07109HbIX
mmdpos.

W. o. 3aB. kaenpoit CC u CK

T'PO3HEHCKHUHU T'OCYAPCTBEHHBIH HE®TAHOH TEXHUYECKHH YHUBEPCUTET
umenu axademuxa M. J]. Munruonuwukosa

BUJIET Ne 17
Hucyunnuna Kpunmoepaguueckue memooul sawumsi u cpedcmea obecneuenus uH@dopmayuonHou
besonacHocmu UHQGOKOMMYHUKAUUL
Hnemumym ATTAT npoguib no020mMoeKuU cemecmp -

1. TeopeTHKO-YMCIIOBBIE AJITOPUTMBI U HX CIOXKHOCTh.  MeETOJbl TUCKPETHOTO
sorapud-MUpOBaHUS.

2. Cucrema 3amutsl Jupdu-Xemmana. Cucrema 3amuTshl HHPOPMAIIUK HA OCHOBE
3a-JJaHHOTO PIOK3aKa.

3. TIpoToko:sl pactpeneneHns CeKpeTHbIX Kirtoyei. OCHOBHBIE 1IeTTH MPOTOKOIA
pacnpe-aenenus kimodeit. [Iporokon OTBaii-Puca.

H. o. 3aB. xadenpoit CC u CK

T'PO3HEHCKHUH I'OCY/IAPCTBEHHBIN HE®TAHOH TEXHUYECKHH YHUBEPCUTET
umenu axademuxa M. J]. Munruonuwukosa

BUJIET Ne 18
Jucyuniuna Kpunmoepaghuueckue memoowvt 3auumovl u cpedcmsa obecnevenuusi uH@popMayuoHHoU
Oe3onacHocmu UHMOKOMMYHUKAYUU

;IHcmumym UIIT npoghuitb n002oMosKuU cemecmp -

1. Oynknus Dinepa. MynbTUIIUKAaTHBHBIE oOpaTtHble 10 Moayiato N. Teopema
Jlarpanxa. Manas teopema @epma. [Ipumenenue B kpunTorpapum.

2. Anroputm EBknmma. Kutaiickas Teopema 00 ocrartkax. PacmmpeHHBIN anroputm
EB-ximmpa. [Ipumenenue B kpunrorpaduu.

3. Kpunrocucrema ¢ oTKpbITBIM KtouoM. Kpunrorpaduyeckas 0 JHOCTOPOHHSS
¢bynkuus. Baxneiimue kpunrorpadguyeckue 0JHOCTOPOHHUE (DYHKITUH.



H. o. 3aB. kadenpoit CC u CK

T'PO3HEHCKHUH I'OCY/IAPCTBEHHBIN HE®TAHOH TEXHUYECKHH YHUBEPCUTET
umenu axademuxa M. J]. Munruonuwukosa

BUJIET Ne 19
Hucyunnuna Kpunmoepaguueckue memooul sawumsi u cpedcmea obecneyenus uH@dopmayuonHou
besonacHocmu UHQGOKOMMYHUKAUUL
Hnemumym ATTAT npoguibL no020moeKu cemecmp -

1. Cucrema 3amutsl Juppu-Xemnmmana. Cucrema 3amuTsl HHPOPMAIIUK HA OCHOBE
3a-JJaHHOTO PIOK3aKa.

2. TIpoToKOJBI pacmpeneneHus CEKpeTHbIX Kirouedl. OCHOBHBIE €M MPOTOKOJIA
pacnpe-nenenus kimodeit. [Iporokon OTBaii-Puca.

3. TIpoToko:sl pactpeneneHns CeKpeTHbIX Kitoyei. OCHOBHBIE 1IeTTH MPOTOKOIIA
pacmpe-nenenus kimrodeit. [lepoep.

H. o. 3aB. xadenpoit CC u CK

T'PO3HEHCKUH I'OCYHAPCTBEHHbBIN HE®TAHON TEXHUYECKHUH YHUBEPCUTET
umenu axaoemuxa M. J]. Murnuonwuxosa

BUJIET Ne 20
Jucyunnuna Kpunmoepaguueckue memoost 3auumul u cpedcmea obecneyeHus uH@dopMayuoHHou
bezonachocmu UHGOKOMMYHUKAYUL
HUnemumym UTIAT npoghuitb n002oMosKuU cemecmp -

1. Kpunrocucrema DOmnb-I"amans. [Tapamerpsr nomena. llludposanue. [demmdpopanue.

2. Kpunrocucrema Pabuna. Anropurm. lludposanue. JemmppoBanue.

3. Tlpocteie uncna. BaxxHOCTh po0eMbl TECTHPOBaHUS MPOCTHIX drcen. [IpoOHoe
nee-Hue.

N. o. 3aB. kadenpoii CC u CK



